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REPORT OF THE OFFICE OF ATTORNEY GENERAL 

ON THE PUBLIC SECURITY EXCEPTION 

OF THE PUBLIC INFORMATION ACT

Executive Summary

In 2002, the General Assembly enacted a new exception to the Public

Information Act that limited public access to certain records related to public

security.  At that time, the General Assembly also directed the Office of the Attorney

General to report to the Governor and General Assembly in 2007 concerning “the

continued necessity” of this exception and “any recommendations for changing or

modifying” it.  

The Office of the Attorney General submits this report in response to the

direction of the General Assembly.  As set forth in greater detail in the following

pages, we make the these findings and recommendations:

g During the past five years, the public security exception has

rarely been invoked to deny access to public records. 

g There have been no reported court decisions applying the new

exception.

g The exception should continue to be part of the Public

Information Act.

g The exception should not be modified or amended at this time.
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 The law required:1

That, on or before December 1, 2007, the Office of the
Attorney General shall review the changes made to §10-618
of the State Government Article by this Act and shall submit
a report to the Governor and to the General Assembly, in
accordance with §2-1246 of the State Government Article,
on the continued necessity of this Act and any
recommendations for changing or modifying this Act.

Chapter 3, §2, Laws of Maryland 2002.

I

Introduction

The Maryland Public Information Act (“PIA”) provides the public with a broad

right of access to records of State and local government, subject to various

enumerated exceptions.  In 2002, in the wake of the events of September 11, 2001,

the General Assembly added an exception for certain records related to public

security.  Chapter 3, Laws of Maryland 2002, codified at Annotated Code of

Maryland, State Government Article (“SG”), §10-618(j).  That law required that the

Office of the Attorney General provide a report in 2007 to the Governor and General

Assembly on “the continued necessity” for the exception and any recommended

changes to the provision.1

This report first summarizes the PIA and describes the legislation establishing

the public security exception.  It next reviews the application of the exception over

the past five years, based upon the experience of the Office of the Attorney General

and information obtained from other agencies, organizations, and individuals.

Finally, it evaluates the need to retain or modify the exception.   
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II

Public Information Act

A. Overview

The PIA requires that, “except as otherwise provided by law,” a custodian of

public records is to permit a member of the public “to inspect any public record at

any reasonable time.”  SG §10-613(a).  However, as the introductory clause

suggests, not all “public records” are available for inspection under the PIA.  

The exceptions to the PIA’s general rule that public records are accessible by

the public can be grouped into several categories.  First, the PIA defers to various

types of law – common law privileges, federal and State statutes, federal regulations,

court rules, court orders – that may preclude disclosure of a record.  SG §10-615. 

Second, the PIA itself requires that certain records and specified categories of

information be withheld from public inspection.  SG §§10-616 and 10-617.  These

exceptions are sometimes referred to as “mandatory” exceptions or mandatory

denials. 

Third, with respect to certain types of records, the PIA gives the custodian of

the record discretion to deny access to the record, or severable portions of the record,

if the custodian “believes that inspection ... by the applicant would be contrary to the

public interest.”  SG §10-618.  The exceptions in this category are sometimes

referred to as “discretionary” exceptions.  

Finally, the PIA includes a mechanism that, in appropriate circumstances,

protects records from inspection even if no exception actually covers those records.

If no provision of law or the PIA bars disclosure of a record, but the custodian

believes that public inspection of the record would cause “substantial injury to the

public interest,” the custodian may initially deny inspection and then seek a special

court order to continue to deny inspection.  SG §10-619. 
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B. Public Security Exception

The public security exception is one of the discretionary exceptions set forth

in SG §10-618.  Subject to the general conditions in SG §10-618(a), the exception

is defined in SG §10-618(j).  It reads as follows:

(a) Unless otherwise provided by law, if a custodian

believes that inspection of a part of a public record by the

applicant would be contrary to the public interest, the

custodian may deny inspection by the applicant of that part, as

provided in this section.

* * *

(j) (1) Subject to paragraphs (2), (3), and (4) of this

subsection, a custodian may deny inspection of:

(i) response procedures or plans prepared to

prevent or respond to emergency situations, the disclosure of

which would reveal vulnerability assessments, specific tactics,

specific emergency procedures, or specific security procedures;

(ii) 1. building plans, blueprints, schematic

drawings, diagrams, operational manuals, or other records of

airports and other mass transit facilities, bridges, tunnels,

emergency response facilities or structures, buildings where

hazardous materials are stored, arenas, stadiums, waste and

water systems, and any other building, structure, or facility, the

disclosure of which would reveal the building’s, structure’s or

facility’s internal layout, specific location, life, safety, and

support systems, structural elements, surveillance techniques,

alarm or security systems or technologies, operational and

transportation plans or protocols, or personnel deployments; or

2.  records of any other building,

structure, or facility, the disclosure of which would reveal the
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building’s, structure’s, or facility’s life, safety, and support

systems, surveillance techniques, alarm or security systems or

technologies, operational and evacuation plans or protocols, or

personnel deployments; or

(iii) records prepared to prevent or respond to

emergency situations identifying or describing the name,

location, pharmaceutical cache, contents, capacity, equipment,

physical features, or capabilities of individual medical

facilities, storage facilities, or laboratories.

(2) The custodian may deny inspection of a part of a

public record under paragraph (1) of this subsection only to the

extent that the inspection would:

(i) jeopardize the security of any building,

structure, or facility;

(ii) facilitate the planning of a terrorist attack; or

(iii) endanger the life or physical safety of an

individual.

(3) (i) Subject to subparagraph (ii) of this paragraph,

a custodian may not deny inspection of a public record under

paragraph (1) or (2) of this subsection that relates to a building,

structure, or facility that has been subjected to a catastrophic

event, including a fire, explosion, or natural disaster.

(ii) This paragraph does not apply to the records of

any building, structure, or facility owned or operated by the

State or any of its political subdivisions.

(4) (i) Subject to paragraphs (1) and (2) of this

subsection and subparagraph (ii) of this paragraph, a custodian
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 In Police Patrol Security Systems, Inc. v. Prince George’s County, 378 Md. 702,2

838 A.2d 1191 (2003), the Court of Appeals held that SG §10-618(j) would apply to a PIA
request that was pending at the time of its enactment.  However, the Court did not decide
whether the exception would bar disclosure of the records at issue in that case.

may not deny inspection of a public record that relates to an

inspection of or issuance of a citation concerning a building,

structure, or facility by an agency of the State or any political

subdivision.

(ii) This paragraph does not apply to the records of

any building, structure, or facility owned or operated by the

State or any of its political subdivisions.

The exception was enacted as emergency legislation effective April 9, 2002.

Chapter 3, §3, Laws of Maryland 2002.  As originally enacted, the public security

exception focused on records related to public buildings and facilities.  In 2003, it

was amended to encompass public records related to a broader class of buildings and

facilities, including privately owned ones.  Chapter 110, Laws of Maryland 2003.

Copies of the 2002 and 2003 legislation appear in Appendix A to this Report.  

Many other states also added public security exceptions to their public records

statutes in the wake of the events of September 11, 2001.  See Appendix B.

III

Experience under the Public Security Exception

A. Case Law

There have been no published court decisions applying SG §10-618(j).   Nor2

are we aware of any unreported decisions construing the exception. 
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B. Agency Application of the Exception

1. Survey and Request for Information and Comment

To assess the experience under this exception over the past five years, we

solicited information from State and local government agencies and the public.

During the spring of 2007, a questionnaire was distributed to Assistant Attorneys

General and public information officers in State agencies, to various local

government organizations, such as the Maryland Association of Counties, the

Maryland Municipal League, and the Maryland Association of Boards of Education,

for distribution to their membership, to the Maryland-Delaware-District of Columbia

Press Association, and to other interested parties.  The questionnaire was also

published in the Maryland Register, 34:16 Md. Reg. 1427 (August 3, 2007), and

posted on the website of the Office of the Attorney General for several months.  A

copy of the questionnaire, entitled Request for Information and Comment, appears

in Appendix C.  A sampling of the written responses that we received is included in

Appendix D.

 

2. Responses

The vast majority of the government agencies surveyed reported either orally

or in writing that they had never used the exception.  In our own experience in the

Attorney General’s Office as counsel to State agencies, the exception has seldom

been invoked to deny access to State records.  Local governments and political

subdivisions likewise reported few instances in which the exception was asserted to

shield records from public disclosure.  In total, no more than a dozen instances

involving the exception were described in the responses.  

At least two agencies have decided not to invoke the public security exception

and allowed access to records covered by the exception when the requester agreed

to certain conditions.  First, one agency reported that it had considered asserting the

exception to deny access to such records, but had instead allowed inspection of those

records when the requester agreed to forego requesting a copy.  A second agency

indicated that, in some circumstances in which it would otherwise assert the

exception, it did not do so when the requester agreed to undergo a background

check.  In particular, the Washington Suburban Sanitary Commission stated that it
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 The statute provides:3

(1) Except to the extent that the grant of an
application is related to the status of the applicant as a
person in interest and except as required by other law or
regulation, the custodian may not condition the grant of any
application on:

(i) the identity of the applicant;

(ii) any organizational or other affiliation of
the applicant; or

(iii) a disclosure by the applicant of the
purpose for an application.

SG §10-614(c).

has invoked this exception to deny a request for detailed records relating to plans

and specifications of water and wastewater systems.  However, given that engineers

and applicants for new service need the information to design new connections to

the system, it has permitted access after the requester undergoes a background

check.  See Appendix D.  

It might be argued that these approaches are at odds with the PIA.  The PIA

generally does not allow agencies to condition access to records on disclosure of the

identity, affiliation, or purpose of the requester.  See SG §10-614(c).   Also, the3

general rule under the PIA is that the right to inspect a public record also includes

the right to a copy of that record.  See SG §10-613(a)(2) (“Inspection or copying of

a public record may be denied only to the extent provided under [the PIA]”); §10-

620 (“an applicant who is authorized to inspect a public record may have ...a copy,

printout, or photograph of the public record”).

However, the practical compromises devised by these agencies may allow

greater access to records than might otherwise occur – i.e., the custodian might

otherwise deny access to the records altogether under SG §10-618(j) without some

assurances as to the identity and background of the individual requesting the record

or with the possibility of copies of the entire record circulating outside the agency.
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 The other exceptions in the PIA that employ the phrase “only to the extent” are SG4

§10-617(j) (records relating to notary publics) and SG §10-618(f) (investigatory records).
In both of those instances a custodian may deny a “person in interest” access to the
specified records “only to the extent” that certain enumerated harms could occur – e.g.
disclosure of a confidential source. 

 Massachusetts has adopted a similar approach in construing a public security5

exception recently added to its public records law.  See Massachusetts Supervisor of Public
Records, Bulletin No. 04-03 (April 1, 2003) (although a custodian ordinarily may not
inquire as to the identity and motive of a requester, a custodian who would otherwise deny
access under the public security exception may solicit information from the requester and,

(continued...)

The statutory language accommodates these approaches.  SG §10-618(j)

authorizes a custodian to deny inspection of specified types of records related to

public security “only to the extent” that inspection threatens public security in

certain specified ways – jeopardizes building or facility security, facilitates the

planning of terrorist attack, or endangers life.  Among the exceptions in the PIA, this

exception is unusual in that it requires the custodian to assess, in light of the

particular circumstances, the “extent” to which an adverse outcome will result from

inspection.   The custodian’s judgment inevitably depends on both the nature of the4

record and on other information available to the custodian.  Although a custodian

cannot require a requester to provide any information or assurances beyond the

requirements of the PIA, the custodian may reasonably take into account any

information that the requester voluntarily provides that could affect that judgment.

For example, there may be records that fall within SG §10-618(j) and that the

custodian reasonably believes should not be generally available for public inspection

in full because they would facilitate a terrorist attack.  Under the PIA, a requester is

not required to undergo a background check and a custodian of records cannot insist

on one.  However, if the requester voluntarily undergoes such a background check,

the custodian may have additional information from which he or she may reasonably

conclude that the inspection of those records is not likely to be used for that purpose.

In this respect, the public security exception is unlike other exceptions in the PIA,

which generally do not require the custodian to assess “the extent” to which

inspection will result in an adverse outcome and thus generally do not allow for

different decisions on access depending on information independent of the record

itself that is available to the custodian.  5
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 (...continued)5

if the requester voluntarily provides that information, grant access).

 This federal statute, which was enacted in 2002 in connection with the creation of6

the Department of Homeland Security, provides that “critical infrastructure information”
that is voluntarily submitted to a federal agency with an express statement invoking the
confidentiality provision of that law:

Shall not, if provided to a State or local government or
(continued...)

The most extensive response received was from the Maryland-Delaware-

District of Columbia Press Association (“MDDC”).  MDDC reported that it had

surveyed its members and had discovered one instance in which it believed that the

exception was improperly asserted to deny access to records that are open to public

inspection under federal law.  See MDDC Response in Appendix D.  That instance

related to requests made by various reporters earlier this year as part of a project to

test the availability of comprehensive emergency response plans under public

records laws.  See The Sunshine Week 2007 National Information Audit:

Comprehensive Emergency Response Plans (2007).  The sponsors of the project,

which was nationwide in scope, took the position that the records requested were

available under federal law – in particular, the Emergency Planning and Community

Right-to-Know Act of 1986, 43 U.S.C. §11044.  As part of that project, various

volunteers, including reporters in Maryland, requested access to such plans from

government agencies under the PIA.  Subsequent newspaper reports indicated that

some jurisdictions had declined to provide access to the plans.  See, e.g., Lee, Audit

Reveals Rampant Secrecy, Carroll County Times (March 11, 2007); Childers, AA,

QA counties deny access to hazmat plans, The Capital (March 10, 2007).

Without assessing the merits of the instance cited by MDDC, we note that, like

the other sections setting forth exceptions to the PIA’s general rule of public access,

SG §10-618 begins with the phrase “unless otherwise provided by law.”  The PIA

generally defers to other law.  Thus, if federal law – or another State law – were to

provide for public access to a particular type of record, that law would trump the

public security exception in the PIA.  Conversely, if another federal or State law

makes a particular record confidential, that law would trump the PIA’s general rule

of public access.  See, e.g., 6 U.S.C. §133(a)(1)(E).6
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 (...continued)6

government agency – 

(i)  be made available pursuant to any State or local
law requiring disclosure of information or records;

(ii) otherwise be disclosed or distributed to any party
by said State or local government or government agency
without the written consent of the person or entity
submitting such information; or

(iii) be used other than for the purpose of protecting
critical infrastructure or protected systems, or in furtherance
of an investigation or the prosecution of a criminal act...

6 U.S.C. §133(a)(1)(E).  One commentator has suggested that this statute may exceed the
constitutional authority of Congress in displacing state authority.  O’Reilly, Federal
Information Disclosure (3d ed. 2000), June 2007 Supp. at p. 216.  It is not clear whether
this concern would pertain to Maryland, as the PIA itself generally defers to other federal
and State laws and thus generally prohibits disclosure of records made confidential under
federal law.  Moreover, the statute apparently does not apply to information obtained by a
State by means other than from a federal agency.  6 U.S.C. §133(c).  There are no court
decisions to date on this issue.

IV

Continuation or Modification of the Exception

A. Views Expressed in Response to Survey

All agency respondents to our survey who have had experience with the public

security exception endorsed the retention of the provision in the PIA.  The agency

respondents who had not previously relied on this exception to deny access – a

majority of agencies –  either expressed no opinion concerning the public security

exception or recommended its retention in its current form.  Individual respondents

also favored retention of the exception.  No respondent suggested that it be repealed.

MDDC did not object to retention of the exception, but specifically opposed

any effort to broaden it, asserting that SG §10-618(j) “strikes an appropriate balance

between the interests in access to public records and the threat posed by terrorism.”

However, MDDC recommended further review of the exception five years from now
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 Prior to the enactment of SG §10-618(j), the statute permitted a custodian to7

withhold records related to the security procedures of law enforcement agencies (SG §10-
618(f)) and of computer information systems (SG §10-617(g)).  These exceptions remain
in place.  There was also, as there is today, the option for an agency to seek a court order
to withhold records when no particular exception applies, if inspection would cause
“substantial injury to the public interest.”  SG §10-619.

and continued training of State and local employees to ensure consistent and proper

handling of PIA requests generally, and specifically of requests for records covered

by SG §10-618(j).

Several respondents either explicitly or implicitly suggested possible

amendment of the exception.  One journalist expressed the view that the exception,

as it currently reads, is “too broadly written” and also suggested that custodians

“should have to demonstrate the potential consequences of a disclosed document.”

Another respondent suggested that the public security exception could be

converted from a “discretionary” exception – i.e., the custodian exercises a judgment

whether it is against the public interest to disclose the particular record – to a

“mandatory” exception – the custodian is forbidden by statute from disclosing the

record.  Such an amendment would essentially require moving the provision to either

SG §10-616 (mandatory exceptions with respect to certain types of records) or SG

§10-617 (mandatory exceptions with respect to certain types of information).   

B. Recommendation

Prior to enactment of SG §10-618(j), the PIA contained no exception that

clearly permitted a custodian of records to withhold access to sensitive records

concerning the vulnerability of buildings and facilities that might be the target of a

terrorist attack.   By contrast, the Open Meetings Act had long allowed for a meeting7

to be closed for discussions related to public security.  See SG §10-508(a)(10)

(meeting may be closed to “discuss public security, if the public body determines

that public discussion would constitute a risk to the public or to public security ...”).

The federal Freedom of Information Act (“FOIA”) likewise includes provisions

addressed to public security concerns.  See 5 U.S.C. §552(b)(1), (3); see also U.S.

Department of Justice, Freedom of Information Act Guide and Privacy Act Overview
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 It is notable that the Maryland PIA is unusual in having “mandatory” denials.  In8

the federal FOIA and the vast majority of state public records laws, the exceptions simply
“exempt” particular records of information from an otherwise automatic right of public
access.

at 142-91 (May 2004).  In our view, the addition of SG §10-618(j) filled a gap in the

PIA.  Such an exception should remain part of the PIA.  

We do not recommend modification of SG §10-618(j) at this time.  The limited

use of the exception – and the little litigation concerning it – suggests that agencies

are employing the exception judiciously.  Although the language of the exception

may appear broadly worded in some respects and excruciatingly detailed in others,

the few disputes that have arisen to date under the exception have not involved

questions about interpretation of its language.  Based on the comments and

information we have received, we do not perceive a need to modify the exception

at this time.

  

As noted above, it has also been suggested that the public security exception

might be converted from a discretionary exception into a mandatory exception that

eliminates the discretion on the part of the custodian.  We do not recommend that

the exception be amended in that manner.  Custodians should, of course, withhold

records concerning building plans of airports and transportation facilities, building

security systems, emergency medical facilities, etc., if they find pursuant to SG §10-

618(j) that disclosure would be against the public interest because it would

jeopardize the security of a building, facilitate a terrorist attack, or endanger human

life or safety.  In our experience, agency custodians are appropriately concerned

about those dangers.  However, the assessment of those factors requires the exercise

of judgment by the custodian.  Classifying the exception as a “mandatory” one will

not eliminate the need for the exercise of reasonable judgment, but may just confuse

the nature of the determination being made by the custodian.8

We agree with the suggestion that continued training of State and local

employees is needed to ensure that PIA requests are handled appropriately.  The

Office of the Attorney General will continue to provide such training.  We will

supplement our training materials to address specifically the public security

exception and, as we have done in the past, will invite local government officials,
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the media, and other interested parties to contribute to the content of those materials.

As issues involving SG §10-618(j) may arise, we will include them in our training

materials.  

We do not recommend that the General Assembly formally require a review by

the Attorney General’s Office five years hence.  However, this Office stands ready

to respond to the Legislature or Governor about our experience with the public

security exception, even in the absence of legislation requiring such a formal report.

V

Conclusion

The public security exception in SG §10-618(j) has now been part of the PIA

for more than five years.  It filled a pre-existing gap in the PIA and permits agencies

to control access to specific records that may be most useful to those seeking to

commit terrorist acts or to cause harm to the public.  As best we have been able to

determine, it has seldom been invoked to deny access to public records.  We

recommend the continuation of the exception.  Like virtually all respondents to our

survey, we do not believe that it is necessary to amend the provision. 

Douglas F. Gansler

Attorney General
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