
  

 

 

 

Colin M. Battersby 

Direct Dial: (248) 593-2952 

E-mail: cbattersby@mcdonaldhopkins.com 

March 25, 2022 

VIA EMAIL (Idtheft@oag.state.md.us)  

Office of the Maryland Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD  21202 

 

Re:  Rick Hug & Associates – Incident Notification 

 

Dear Sir/Madam:  

 

McDonald Hopkins PLC represents Rick L. Hug CPA, P.C. dba Rick Hug & Associates 

(“Rick Hug”). We are providing courtesy notice of Rick Hug’s mailing of letters to 

approximately four (4) Maryland residents concerning fraudulent tax filings experienced by a 

number of Rick Hug clients. Rick Hug conducted an extensive forensic investigation and 

concluded that there was no evidence that any client or other data was accessed or removed from 

its systems. Nonetheless, out of an abundance of caution, Rick Hug is notifying its clients of the 

issue. 

Rick Hug was recently advised by the Oregon Department of Revenue that tax returns 

had been filed in 2022 using Rick Hug’s PTIN numbers (Preparer’s Tax identification number). 

Upon learning of this issue, Rick Hug immediately commenced a prompt and thorough 

investigation, working very closely with external cybersecurity professionals experienced in 

handling these types of incidents. Additionally, it has been in nearly constant communication 

with the Oregon Department of Revenue and the Internal Revenue Service. After an extensive 

and thorough forensic investigation, including an outside forensic team and the full cooperation 

of our existing IT team that monitors our systems 24/7, the investigators concluded on 

February 27, 2022 that there was no evidence that any client or other data was accessed or 

removed from our systems. Nonetheless, in connection with Rick Hug’s tax consulting services, 

its systems contain (to the extent individuals have provided it to Rick Hug), the following 

information for individuals receiving notice: full name, Social Security number, and financial 

account information. 

 

As a courtesy, Rick Hug wanted to voluntarily inform you (and its clients) of the incident 

and to explain the steps that it is taking to help safeguard its clients against identity fraud. Rick 

Hug is providing its clients with written notification of this incident commencing on or about 

March 25, 2022 in substantially the same form as the letter attached hereto. Rick Hug is offering 

its clients complimentary one-year membership with a credit monitoring service. Rick Hug will 

advise its clients to always remain vigilant in reviewing financial account statements for 
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fraudulent or irregular activity on a regular basis. Rick Hug will advise its clients about the 

process for placing a fraud alert and/or security freeze on their credit files and obtaining free 

credit reports. Rick Hug’s clients are also being provided with the contact information for the 

consumer reporting agencies and the Federal Trade Commission, and the Maryland Attorney 

General. 

 

At Rick Hug, protecting the privacy of personal information is a top priority. Rick Hug is 

committed to maintaining the privacy of personal information in its possession and has taken 

many precautions to safeguard it. Rick Hug continually evaluates and modifies its practices to 

enhance the security and privacy of the personal information it maintains. 

 

Should you have any questions regarding this notification, please contact me at (248) 

593-2952 or cbattersby@mcdonaldhopkins.com. Thank you for your cooperation. 

 

Very truly yours, 

 
Colin M. Battersby 

Encl. 





Activation Code: 
Enrollment Deadline 





If you find suspicious activity on your credit reports or have reason to believe your information is being misused, report it to 
law enforcement: that could include notifying the Attorney General and Federal Trade Commission, as well as calling your local 
law enforcement agency and filing a police report. Be sure to obtain a copy of the police report, as many creditors will want the 
information it contains to absolve you of the fraudulent debts. You may also file a complaint with the FTC by contacting them 
on the web at www.ftc.gov/idtheft, by phone at 1-877-IDTHEFT (l-877-438-4338), or by mail at Federal Trade Commission, 
Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580. Your complaint will be added to the FTC's 
Identity Theft Data Clearinghouse, where it will be accessible to law enforcement for their investigations. In addition, you may 
obtain information from the FTC about fraud alerts and security freezes. 

If your personal information has been misused, you may file a police report in the city in which you currently reside. 

Maryland Residents: You may obtain information about avoiding identity theft from the Maryland Attorney General’s Office:
Office of the Attorney General of Maryland, Consumer Protection Division, 200 St. Paul Place, Baltimore, MD 21202,
www.oag.state.md.us/Consumer, Telephone: 888-743-0023.
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