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January 28, 2022 
Pasha Sternberg 
310.229.1335 
PSternberg@Polsinelli.com  

VIA E-MAIL (IDTHEFT@OAG.STATE.MD.US)  
AND FEDERAL EXPRESS 
Office of the Attorney General
Attn: Jeff Karberg, Administrator of the Identity Theft Program  
Attn: Security Breach Notification
200 St. Paul Place  
Baltimore, Maryland 21202

Re: Notification of a Potential Data Security Incident 

Dear Mr. Karberg:

We represent Keller Supply Company (“Keller”) in connection with a recent incident that may 
have affected the personal information of one (1) Maryland resident and are reporting a potential 
data security incident pursuant to MD. CODE ANN., COM. LAW § 14-3504(H). This notice will 
be supplemented, if necessary, with any new significant facts discovered subsequent to its 
submission. While Keller is notifying you of this incident, Keller does not waive any rights or 
defenses relating to the incident or this notice, or the applicability of Maryland law on personal 
jurisdiction. 

NATURE OF THE SECURITY BREACH OR UNAUTHORIZED USE OR ACCESS 

Keller is a wholesaler of Plumbing, HVAC, and Pool & Spa products. On November 18, 2021, 
Keller discovered that it was impacted by a ransomware event that encrypted certain systems.  
Keller promptly investigated the incident with the help of a leading cybersecurity firm. During 
the forensic investigation, Keller learned that certain files were copied from its system, which 
may have contained personal information. The information at issue for the Maryland resident 
includes name, Social Security number, and date of birth. 

NUMBER OF MARYLAND RESIDENTS AFFECTED 

On or around November 22, 2021, Keller determined that the incident potentially impacted the 
personal information of one (1) Maryland resident. Keller mailed notification letters to the 
individuals via USPS mail on January 28, 2022.  This notice included a contact number these 
individuals can call should they have questions or require assistance. Keller also provided the 
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individuals a complimentary one-year membership of Experian IdentityWorks Credit 3B. A copy 
of the notice sent to the involved individuals is enclosed. 

STEPS TAKEN RELATING TO THE INCIDENT 

Upon learning of the incident, Keller promptly launched an internal investigation and took steps 
to contain the incident. Keller also engaged a third-party forensic firm to investigate and confirm 
the security of its computer systems. Keller has taken steps to reduce the risk of a similar incident 
occurring in the future, including assessing the implementation of additional technical safeguards. 
Finally, as discussed above, Keller notified individuals and provided complimentary credit 
monitoring services to those individuals who had their Social Security number potentially 
involved.

CONTACT INFORMATION 

Please contact me if you have any questions or if I can provide you with any further information 
concerning this matter.

Very truly yours,  

Pasha Sternberg  

Enclosure 










