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March 3, 2022

VIA EMAIL: IDTHEFT&OAG.STATE.MD.US

The Honorable Brian E. Frosh
Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202

Re: Security Incident Notification

Dear Attorney General Frosh:

We are providing notice on behalf of Pulte Mortgage LLC (“Pulte”), pursuant to Md. Code Ann.
Comm. Law § 14-3504, about a security incident involving one Maryland resident.

On or about October 27, 2021, the Pulte IT security team discovered an email phishing attempt
targeting a single Pulte employee. Pulte immediately launched an investigation into the incident
with the assistance of a leading cybersecurity firm. The investigation revealed indicia of
unauthorized logins to the email account on October 24 and 25, 2021. Although the employee
email account itself appears to have been accessed by an unauthorized individual, Pulte’s
investigation revealed no evidence that any email message containing any individual’s personal
information was accessed by an unauthorized individual.

Although we do not consider this incident to constitute a data breach under Maryland law, Pulte
conducted an analysis of the contents of the relevant employee email account to determine
whether the account contained personal information, and to identity and locate any individual
whose personal information was contained in the account. On February 24, 2022, Pulte
determined that the personal information of one Maryland resident was contained in the email
account.

The following types of personal information were contained in the email account for the one
Maryland resident: Name and Social Security Number.

Once Pulte became aware of the phishing activity, we immediately launched an investigation
with the assistance of leading cybersecurity experts. We secured the relevant email account and
we continue to monitor for suspicious activity. We are continuing to enhance our identity,
authentication and remote access controls, and to educate our workforce about cybersecurity
issues.
















