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Hello, 
 
On February 1, 2022, Pellissippi State Community College (PSCC) in Knoxville, Tennessee will be informing individuals of 
a recent data security incident that may have resulted in the unauthorized access to, or acquisition of, some personal 
information of our former and current students, faculty, and staff and participants in Tennessee Consortium for 
International Studies (TNCIS) programs. The attack occurred overnight on December 5-6, 2021. On January 13, 2022, we 
learned via preliminary analysis by our contracted cybersecurity consultant of the unauthorized access of one system. 
Based on the permanent address listed in our enterprise database, this includes 292 Maryland residents. 
 
What Happened? 
 
PSCC was the victim of a ransomware cyberattack overnight on December 5-6, 2021. We have confirmed unauthorized 
access to one system, but it is possible that others may have been accessed. 
 
What Information Was Involved? 
 
Our investigation confirmed that the attacker had access to our Active Directory database, which includes first and last 
name; PSCC username; PSCC email address; office location and phone number; job title and department (if an 
employee); P number (a unique number assigned to each student and employee used only at PSCC and not used to sign 
documents); General user ID number (a long random string of numbers used only by PSCC in its Banner system); and 
PSCC account password (hashed). 
This was the only database to which access was confirmed. It is possible, however, that other personal data in our 
system could have been accessed.  
 
What We Are Doing 
 
Since the incident, we have notified local law enforcement, including the Tennessee Bureau of Investigation, and 
appropriate state and federal authorities, scanned every computer, and enhanced security measures. 
 
Attached, in PDF format, is the text of the notification that will be sent on February 1, 2022. If you need additional 
information, please let me know. 
 
Thank you, 
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Audrey J Williams 
 
 

Audrey J Williams, MSEd, MSIS 
Vice President of Information Services/CIO 
Pellissippi State Community College 
10915 Hardin Valley Road • P.O. Box 22990 • Knoxville, TN 37933-0990 USA 
865 539.7198 
@ajwms 
Pronouns: she/her/hers (what is this?) 
   
  

 
 
 
 














