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April 11, 2022 
 
VIA E-MAIL  
 
Office of the Attorney General 
Attn: Security Breach Notification  
200 St. Paul Place 
Baltimore, MD 21202 
idtheft@oag.state.md.us  
 
 RE: Report of Data Security Breach 
 
Dear Attorney General: 
 
 We represent Davis Instruments Corporation (“the Company”), which is a California-based 
company specializing in the development and manufacture of systems, sensors and equipment for 
weather monitoring. This letter is being provided pursuant to Md. Code Ann. Comm. Law 14-
3504, which requires that your office be notified in the event of a breach in the security of personal 
information affecting a resident of the state of Maryland. 
 

The Company was recently victimized by a ransomware attack that encrypted parts of its 
computer network. The Company immediately worked with cybersecurity experts to restore its 
systems and investigate the incident. The Company was able to successfully restore its systems 
with minimal impact to its operations and customers. As part of its investigation, it learned that 
the person(s) who committed the ransomware attack may have accessed or acquired certain files 
on the Company’s systems that contained information about some of its customers and employees. 
As a result, The Company is notifying all potentially affected employees and customers of the 
potential disclosure out of an abundance of caution 

 
The information believed to have been accessed or acquired by the unauthorized person or 

persons could include any combination of the following: full name, address, checking account and 
routing number, and/or tax identification or social security number. At this time, the Company is 
aware of no identity theft or fraud as a result of this incident nor does it have any indication that 
anyone’s personal information has been misused. The Company believes this incident affected one 
resident of the state of Maryland.  
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Written notice is being mailed to all affected individuals on April 8, 2022. A sample copy 
of the notice letter is attached for your records.  

 
As an added precaution, the Company is offering all affected Maryland residents 12 months 

of credit monitoring and fraud detection services, which includes a $1 million identity theft 
insurance policy and fully managed ID theft recovery services. The notice to the affected 
individuals includes instructions on the use of these services. 

 
The Company has also taken additional steps in response to learning of this incident, 

including changing all passwords used to access its email system and computer network. The 
Company is also reviewing its policies and procedures to identify any additional ways to further 
strengthen the confidentiality and security of its clients’ information. The Company has also 
separately retained legal counsel to help respond to this incident.   

 
I believe this provides you with all information necessary for your purposes and to comply 

with Maryland law. However, if you have any questions or need further information, please contact 
me. 
 

Very truly yours, 

FREEMAN MATHIS & GARY, LLP 

 
 
ZACHARIAH E. MOURA 

 

Encl. 



10300 SW Greenburg Rd Suite 570 

Portland, OR 97223 

 

 

 

 

 

 
<<First Name>> <<Last Name>> 

<<Address1>> <<Address2>>  

<<City>>, <<State>> <<Zip>> 

April 8, 2022 

 

Notice of Data Breach 

Dear <<First Name>> <<Last Name>>, 

At Davis Instruments we take the privacy of our customers seriously. As part of that commitment, we are sending this 

letter to make you aware of a recent data security incident that may have affected your personal information. Please read 

this letter carefully.  

 

What Happened 

 

In December 2021, Davis Instruments was victimized by a ransomware attack that encrypted parts of our computer 

network. We immediately worked with cybersecurity experts to restore our systems and investigate the incident. We are 

pleased to say that we successfully restored our systems with minimal impact to our operations and customers. As part of 

our investigation, however, we learned that the person(s) who committed the ransomware attack may have accessed or 

acquired certain files on our systems that contained personal information about some of our customers. As a result, we 

are notifying all potentially affected individuals of the potential disclosure out of an abundance of caution. 

 

What Information Was Involved 

 

You are receiving this letter because our investigation indicates that there may have been unauthorized access to or 

acquisition of files on our systems that contained some of your personal information. We believe these documents may 

have included your name, address, checking account and routing number, and/or tax identification number. At this time, 

we are not aware of any misuse of this information or of any identity theft or fraud as a result of this incident. 

 

What We Are Doing 

 

Please know that we take the protection of our clients’ personal information seriously and we are taking steps to continue 

investigating this incident, help mitigate the potential for harm, and prevent future incidents from happening. At this time, 

we have not found the person behind the unauthorized access or determined his or her motives, but we have notified law 

enforcement and will continue cooperating with their investigations. In addition, we have implemented additional 

measures, including advanced endpoint detection and monitoring, to further protect the information we store. Out of an 

abundance of caution, we also changed all passwords used to access our computer networks and we will continue to 

review our policies and procedures to identify any additional ways to further strengthen the confidentiality and security 

of our information. 

 

What You Can Do 

 

In light of this incident, we recommend that you remain vigilant by reviewing and monitoring your account statements 

and credit reports. If you find any errors or unauthorized activity, you should contact your financial institution or call the 

To Enroll, Please Call: 

1-800-939-4170 

Or Visit: 

https://app.idx.us/account-

creation/protect 

Enrollment Code: [XXXXXXXX] 








