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Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
 
Via email to Idtheft@aog.state.md.us 
 
Dear Attorney General Frosh, 
 
This email is to report a security breach affecting 13 Maryland residents, as required by the Personal 
Information Protection Act. A copy of the 4-page notice that will soon be sent to residents is attached.  
 
Brief description: 
On December 27, 2021, a third-party contractor ("Contractor") notified Truist of a December 23 disruption to 
Contractor's computer systems used to process Truist sensitive personal information (“PI”). The disruption 
was later attributed to a malware cyberattack ("cyberattack").  Truist and Contractor coordinated closely 
through January 2022 to understand the scope of the attack, any exposure of PI to unauthorized individuals, 
and any risk of harm from such exposure. On March 25, 2022, Contractor notified Truist that further 
investigation revealed that Truist PI had been exfiltrated by the attacker. 13 Maryland residents’ Social 
Security numbers were found among 32 separate files containing 16,000 pages of non-structured data. It is 
therefore unlikely that the PI would be sought, found, and used for identity theft or other malicious purposes. 
 
Restoring system/information integrity: 
The Contractor reported to Truist that Contractor systems were returned to service using clean sources, 
including uncorrupted data sets. Truist has since increased security requirements on Contractor through 
updated contracts. 
 
Respectfully submitted on behalf of Truist Financial Corporation, 
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David Delaney (he/him/his) 
Vice President 
Assistant General Counsel, Cybersecurity & Privacy 
CIPP/US 
Office: 919-424-0883 
david.delaney@truist.com 
LinkedIn: David Delaney 

 
 
 
 
The information transmitted is intended solely for the individual or entity to which it is addressed and may contain 
confidential and/or privileged material. Any review, retransmission, dissemination or other use of or taking action in 
reliance upon this information by persons or entities other than the intended recipient is prohibited. If you have received 
this email in error please contact the sender and delete the material from any computer.  










