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April 19, 2022 
Alexander D. Boyd 
816-572-4470 
aboyd@polsinelli.com 

VIA E-MAIL (IDTHEFT@OAG.STATE.MD.US) 

Office of the Attorney General 
Attn: Jeff Karberg, Administrator 
 of the Identity Theft Program 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: Notification of a Data Security Incident 

Dear Mr. Karberg: 

We represent Frock Bros Trucking Inc. (“FBT”) in connection with an incident that may have 
involved the personal information of twenty-five (25) Maryland resident and provide this 
notice on behalf of FBT pursuant to MD. CODE ANN., COM. LAW § 14-3504(h). This 
notice will be supplemented, if necessary, with any new significant facts discovered 
subsequent to its submission. While FBT is notifying you of this incident, FBT does not waive 
any rights or defenses relating to the incident or this notice, or the applicability of Maryland 
law on personal jurisdiction. 

NATURE OF THE SECURITY INCIDENT 

On or about December 6, 2021, FBT suffered from a cybersecurity incident that prevented FBT 
from accessing certain electronic files. Upon learning of the issue, FBT quickly began an 
investigation and took steps to secure its systems and restore access to its files. As part of that 
investigation, FBT determined that an unknown, unauthorized third party accessed its systems 
between November 29, 2021 and December 5, 2021 and may have acquired certain documents 
from our system during that period. On March 10, 2022, FBT determined that the third party may 
have accessed or acquired files that contained the personal information of certain individuals 
including, depending on the individual, their name, Social Security number, driver’s license 
number, and/or medical treatment information.. At this point, FBT is not aware of any fraud or 
identity theft to any individual as a result of this incident.  
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NOTICE TO THE MARYLAND RESIDENTS 

On or about March 10, 2022, FBT determined that twenty-five (25) Maryland residents may 
have been involved in this incident. FBT is notifying the Maryland resident of the incident by 
letter today, April 19, 2022. For individuals whose Social Security number or driver’s license 
number may have been involved, the notification letter will include an offer for twelve (12) 
months of complimentary credit monitoring and identity theft protection. FBT has also 
established a confidential telephone inquiry line to assist the affected individuals with any 
questions they may have regarding the incident. Enclosed is a copy of the notice that is being 
sent to the Maryland resident via first-class United States mail.   

STEPS TAKEN RELATING TO THE INCIDENT 

Upon learning of the incident, FBT promptly controlled the incident by preventing any further 
access to its system. It also notified the FBI and engaged a forensic security firm to investigate 
and confirm the security of its computer systems. FBT is undertaking efforts to reduce the 
risk of a similar incident occurring in the future, including enhancing its technical security 
measures. Finally, as discussed above, FBT is notifying potentially-affected individuals, 
providing free credit monitoring services, and providing individuals with information on how 
they can protect themselves against fraudulent activity and identity theft. 

CONTACT INFORMATION 

Please contact me if you have any questions or if I can provide you with any further 
information concerning this matter.

Very truly yours, 

Alexander D. Boyd  

Enclosure 










