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May 12, 2022

Via United States Mail and E-mail (Idtheft@aog.state.md.us)
Office of the Maryland Attorney General

Attn: Security Breach Notification

200 St. Paul Place

Baltimore, Maryland 21202

Re: Lumina Solar, Inc. — Data Breach Notification

Dear Attorney General Frosh:

The law firm of Steptoe & Johnson PLLC and | represent Lumina Solar, Inc. (“Lumina”).
Pursuant to the Maryland Personal Information Protection Act (“PIPA”) Md. Code Ann. Comm.
Law 8 14-3504(h), | write to inform you of a data breach affecting the personally-identifiable
information of eighty-five (85) Maryland residents.

In late April 2022, an unauthorized person was afforded access to computerized data that
includes personal information belonging to certain current and former employees of Lumina,
including the aforementioned Maryland residents. Specifically, there was an inadvertent email
disclosure of 130 current and former employee W-2 forms. This information was an email
attachment sent to a former employee who had sought a copy of their own W-2 form. The personal
information at issue involves an individual’s first and last name, in combination with a Social
Security number.

Upon discovering the incident, as part of its good-faith, reasonable and prompt
investigation, Lumina engaged counsel, which contacted the former employee who had received
the email with the attachment of the W-2 forms. That former employee advised that the email
attachment had been deleted, that no improper use was made of any personal information not
belonging to that former employee, and that the “trash” folder of their email account also had been
deleted to ensure complete deletion of the personal information at issue.

While Lumina believes that the information has not been and is not likely to be misused,
because the investigation determined that the information had been compromised, Lumina seeks
to provide notice to the affected Maryland residents in compliance with applicable law. Lumina is
providing written notice of the data breach to all affected Maryland residents. A template copy of
that notice is attached to this letter.
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Further, Lumina is offering credit monitoring or identity theft restoration services through
LifeLock at no charge to the affected individuals. Lumina has also made available toll-free phone
numbers, addresses, and websites for the Federal Trade Commission (“FTC”), the Office of the
Maryland Attorney General, and each of the three credit reporting agencies, allowing the affected
individuals to obtain additional information and assistance.

Should you have any questions or require additional information, please do not hesitate to
contact me.

Very truly yours,

Jhon

Shawn A. Morgan

SAM/srp
Enclosure: Maryland Resident Affected Individual Notification Letter



NOTIFICATION LETTER FOR AFFECTED INDIVIDUALS WHO ARE

MARYLAND RESIDENTS

Put form letter below on Company letterhead and date the letter. The letter must include
the business address and telephone number of the sender of the letter.

Re: NOTICE OF DATA BREACH

We are contacting you about a data breach that has occurred at Lumina Solar, Inc.

(“Lumina” or “the Company”).

What Happened?

What Information Was Involved?

What We Are Doing

In April 2022, an unauthorized person was afforded
access to computerized data that includes personal
information belonging to you. Specifically, as the
Company previously advised you informally, there
was an inadvertent email disclosure of multiple
current and former employee W-2 forms. This
information was an email attachment sent to a
former employee who had sought a copy of their
own W-2 form.

This incident involved your W-2 and the categories
of personal information that were, or are reasonably
believed to have been, acquired are those found in a
W-2:  An individual’s name, combined with a
Social Security Number or state ID number.
However, information that is made available to the
general public from federal, State, or local
government records is excluded from the definition
of “personal information” under Maryland law.

While Lumina believes that the risk of actual
disclosure of your personal information is very low
and believes that the risk of improper use of your
personal information is minimal, potential damage
could occur if the information is misused. For this
reason, the Company is responding to the data
breach and taking actions to protect your personal
information.

Actions taken to remedy the situation: Lumina
contacted the former employee who received the
email. That former employee advised that the email
attachment was deleted, that no improper use was
made of any personal information not belonging to




What You Can Do

that employee, and that the “trash” folder of their
email account has been deleted to ensure complete
deletion of the personal information at issue.

Steps taken to protect you: Lumina is offering credit
monitoring or identity theft restoration services
through LifeLock at no charge to you for a period of

The Federal Trade Commission (“FTC”)
recommends that you place a free fraud alert on
your credit file. A fraud alert tells creditors to
contact you before they open any new accounts or
change your existing accounts. Contact any one of
the three major credit bureaus. As soon as one credit
Bureau confirms your fraud alert, the others are
notified to placed fraud alerts. The initial fraud alert
stays on your credit report for one year. You can
renew it after one year.

Equifax: 1-800-685-1111 or
http://equifax.com/personal/education/identity-theft/

Experian: 1-888-397-3742 or
https://www.experian.com/fraud/center.html

TransUnion: 1-888-908-8872 or
https://www.transunion.com/fraud-victim-resources

Ask each credit bureau to send you a free credit
report after it places a fraud alert on your file.
Review your credit reports for accounts and
inquiries you do not recognize. These can be signs
of identity theft. If your personal information has
been misused, visit the FTC site at

http://Identity Theft.gov to report the identity theft
and get recovery steps. Even if you do not find any
suspicious activity on your initial credit reports, the
FTC recommends that you check your credit reports
periodically so you can spot problems and address
them quickly.

You may also want to consider placing a free credit
freeze. A credit freeze means potential creditors
cannot get your credit report. That makes it less



For More Information

likely that an identity thief can open new accounts
in your name. To place a freeze, contact each of the
major credit bureaus at the links or phone numbers
above. A freeze remains in place until you ask the
credit bureau to temporarily lift it or remove it.

We have attached information from the FTC's
website http://identitytheft.gov/databreach, about
steps you can take to help protect yourself from
identity theft the steps are based on the types of
information exposed in this breach.

If you have additional questions, you can obtain
information from these sources about steps to take
to avoid identity theft:

The Federal Trade Commission

600 Pennsylvania Avenue, NW

Washington, DC 20580

877-FTC-HELP (382-4357) or (202) 326-2222
https://www.ftc.gov/

The Office of the Maryland Attorney General
200 St. Paul Place

Baltimore, Maryland 21202

Toll Free: 1-888-743-0023 or (410) 576-6574
https://www.marylandattorneygeneral.gov

You may enroll in by LifeLock at no cost to you by
contacting . Lumina will
share additional information or updates via letter to
affected individuals.

The privacy of your personal information remains Lumina’s top priority, and we regret
any worry or inconvenience this situation has caused. We have changed how this personal
information is maintained in our computer system to prevent an error like this from recurring.
We are grateful for your understanding as we resolved this matter.

[INSERT CLOSING],

Your Name



