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Without Prejudice 
 
To whom it may concern 
 
I would like to notify you of a data breach incident that occurred on our website 
www.ergopouch.com 
 
Date Occured  
Between 7.50 pm 18th April to 6.00pm on the 19th April 2022 
 
What Happened? 
23,000 bot attacks on our server gained a brute force entry and inserted a malware 
script that has been used to scrape personal data from consumers purchasing products 
on our website www.ergopouch.com 
 
How many Maryland Citizens were affected? 
Only 2 customers were affected 
 
Type of information that has been compromised? 
Credit Card Numbers 
CVV 
Name 
Email address 
Delivery address 
 
What steps have been taken to secure the site and protect information? 
1.We confirmed the site was exploited by using the Sucuri Site Check service and 
reported this to Digital Outlook (DO)  
2.Once DO had removed the malicious JavaScript we then cleared the CloudFlare cache 
so that it rebuilt the cache from the new code 
3. We also blocked access to the admin manage area from the 4 specific IPs AND 
installed a CAPTCHA when end users attempt to access this URL 
4. We also blocked on the server itself ANY access from the 4 specific IP addresses just 






