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May 19, 2022 

VIA EMAIL  
Maryland Attorney General  
Idtheft@oag.state.md.us  
 

RE: Notice of Data Event 
 

Dear Sir or Madam: 
 
We represent RWS Financial Group (“RWS”), a financial services firm located at 15431 

Middlebelt Road, Livonia, MI 48154. RWS recently learned that an unauthorized person may have 
had access to and/or acquired certain personal information of its current and former clients.  RWS 
retained this firm and a cybersecurity forensics firm to investigate a security incident that occurred 
on or about September 28, 2021, and, while RWS cannot confirm that any clients’ information 
was in fact accessed or acquired, RWS’ investigation and review of the information contained on 
its network reveals that there was the potential for access and/or acquisition. This submission is, 
accordingly, made to ensure compliance with the Maryland data breach notification law, Md. Code 
Com. Law §14-3504 (2018), which requires notice to your office in the event of a breach in the 
security of personal information affecting residents of the State of Maryland.  

 
On September 29, 2021, RWS became aware of an intruder into an email account on their 

system. RWS’ information technology managed service provider took immediate steps to 
eliminate access by the intruder and secure the network. RWS shortly thereafter began working 
with counsel and a third-party cybersecurity specialist to investigate the incident. The investigation 
revealed, on or about March 18, 2022, personal information respecting RWS’ current and former 
clients was potentially accessed and/or acquired by an unauthorized actor between the dates of 
September 28, 2021 through October 1, 2021. A comprehensive review of the information revealed 
that one (1) resident of the State of Maryland was potentially affected.  The types of personal 
information impacted include name, Social Security number, and financial account information.  

 
RWS notified all former and current employees whose information was potentially 

accessed and/or acquired. After providing this notification, RWS will provide notification to the 
one (1) resident of the State of Maryland affected by the incident. A sample copy of that notice is 
attached as Exhibit “A” for your records.  



 
 After discovering the incident, RWS undertook a secure, managed restoration of the 
account, had all passwords reset and implemented multi-factor authentication. RWS further 
engaged a third-party cybersecurity forensic firm to thoroughly investigate the incident. In 
addition, RWS is reviewing its existing security measures in place for enhancements to best 
prevent a similar incident from occurring in the future and encrypting personal information. RWS 
is also notifying other state regulators as necessary. 
 
 

I believe this provides you with all information necessary for your purposes and to comply 
with Maryland law. However, if anything further is needed, please contact me directly. 

 
Respectfully, 
 
FREEMAN MATHIS & GARY, LLP 

 

____________________ 
Kirsten Patzer 
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