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OFFICE OF THE ATTORNEY GENERAL
ATTN. SECURITY BREACH NOTIFICATION
200 ST PAUL PLACE o
BALTIMORE, MD 21202
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RE: Case # 442747
NOTICE OF DATA BREACH

Dear Sir/ Madam;

The purpose of this letter is to notify your office of a recent security incident that occurred impacting three
residents of the state of Maryland.

What Happened?

On March 3, 2022, One at Home-Broward Home Health agency, part of onehome health became aware that
two unencrypted laptops were stolen from an employee’s residence. The laptops contained unencrypted PHI
and email files. Onehome is a post-acute and home-based care company.

What Information Was Involved?

The information contained on the laptops pertaining to residents of Maryland included: first and last name,
home address, phone number, onehome identification number, date of birth, medical record number,
treatment, diagnosis, and in some instances, the last four digits of Social Security number. Personal financial
information and full Social Security numbers were not compromised.

What We Are Doing
Onehome has policies and procedures in place to maintain the security of information and we are taking

additional steps. The credentials and Multi Factor Authentication (MFA) for the employee responsible were
reset and all sessions terminated immediately. Onehome launched a forensic investigation to determine the
type of data that may have been compromised. The employee filed a police report with local authorities and
the theft remains under investigation. We are actively putting measures in place to enhance our endpoint and
application security protections to further mitigate this risk in the future.

Onehome notified the credit reporting agencies of this incident on April 13, 2022. Notification will be mailed
to impacted residents of your state on April 14, 2022. Onehome is offering an identity theft protection service
at no cost to all patients identified as having the last four digits of their Social Security numbers potentially
compromised.
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Enclosed are the two versions of the notification letter that was sent to the residents of Maryland:
a.) credit monitoring offered due to potential compromise of the last four digits of the Social Security number
b.) compromise of medical information only and credit monitoring was not offered

Onehome will promptly report to your office and appropriate law enforcement officials any information that is
shared with us that indicates this information has been inappropriately used. The designated point of contact
should you have any questions regarding this incident is Jim Theiss, Associate Vice President, at (502)-580-4322,
itheiss@humana.com, 500 West Main Street, Louisville, KY 40202. Please do not hesitate to reach out if you
have any questions regarding this situation.

Sincerely,

&2.,{’71;

James S. Theiss
Associate VP, Privacy & Ethics
Attachments
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<DATE>

|I To enroll in credit/identity monitoring—|

with Equifax, please call: |
PATIENT NAME | 1-855-833_—9182 |
ADDRESS Cr Vit
CITY STATE zIP Www.equ activat,
Enter your unique Activation Code:
<X0COO00000C>

L |

RE: 442747
NOTICE OF DATA BREACH

Dear <Patient Name>;

We are writing to notify you, a valued patient, of a recent incident involving some of your personal
information.

What Happened?

What Information Was Involved?

The information contained on the laptops included medical records, your full name, and date of birth, home
address, phone number, health insurance member identification number, medical record number,
treatment and diagnosis and the last four digits of your Social Security number. Financial information and
full Social Security number were not compromised as a result of this incident.

What Are We Doing?

We know that you may be worried about what took place.
We would like to help you safeguard your information from potential misuse. We have partnered with
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Equifax® to provide its Equifax Complete™ Premier product to you for one year. There is no cost for the
service. A description of this product and instructions about how to enroll are included in this mailing.

We strongly encourage you to enroll in this no cost service to protect yourself from the potential misuse of
your information.

What You Can Do
Although we are not aware of any actual misuse of your information, we are asking you to remain vigilant.
There are steps you can take to protect yourself. Review the following for suspicious activity:

e Explanation of Benefit (EOB) letters

e SmartSummary statements

e Medical records

e Account statements and credit reports

Watch for services you did not receive or accounts you did not open. Keep a copy of this notice in case of
future problems with your medical records.

If you see suspicious activity on your credit report, call your local police office to file a report for identity
theft. Get a copy of the report. Details are enclosed to obtain additional information from the Federal Trade
Commission (FTC) and consumer reporting agencies. You can learn to place a fraud alert and/or security
freeze on your account.

For More Information
Do you have any questions or need help with anything mentioned in this letter? Please contact us at 844-478-
1570. Our dedicated assistance line is available Monday-Friday, between 8AM-8PM Eastern Standard Time (EST).

Please accept our sincere apology for this incident. We value our customers and work hard to protect your
information.

Sincerely,

A T

Jim Theiss
Associate Vice President, Privacy and Ethics

Enclosures
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Identity Theft Guide

You are advised to report any suspected identity theft to law enforcement. You have the right to obtain
any police report filed in regard to this incident. If you are the victim of identity theft, you also have the
right to file a police report and obtain a copy of it.

In addition, the Federal Trade Commission suggests the following:

1.

Fraud Alert. Contact the toll-free number of any of the three consumer reporting companies
below to place a fraud alert on your file. You only need to contact one of the three companies to
place an alert. The company you call is required to contact the other two companies. A fraud
alert tells creditors to follow certain procedures, including contacting you before they open any

‘new accounts or change your existing accounts. For that reason, placing a fraud alert can protect

you but delay you when you seek to obtain credit. Under federal law, you may place a fraud alert
on your file free of charge.

Equifax | Experian " TransUnion |
P.O. Box 740256 Atlanta, P.O. Box 4500 P.O. Box 2000
GA 30348 Allen, TX 75013 |\ Chester, PA 19016 |
1-800-685-1111 1-888-EXPERIAN or 1-800-916-8800 |
www.equifax.com 1-888-397-3742 '[www.transunion.com

{ www.experian.com

2.

Free Credit Report. You may obtain a copy of your credit report, free of charge, once every 12
months from each of the three nationwide credit-reporting agencies. To order your annual free
credit report please visit www.annualcreditreport.com or call toll free at 1- 877-322-8228. Even
if you do not find any signs of fraud on your credit reports, experts in identity theft recommend
you check your credit reports every three months for the next year.

You can also order your annual free credit report by mailing a completed Annual Credit Report
Request Form (available from the U.S. Federal Trade Commission’s (“FTC”) website at
www.consumer.ftc.gov) to: Annual Credit Report Request Services, P.0O. Box 105281, Atlanta, GA
30348-5281.

For Colorado, Georgia, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico,
and Vermont residents: You may obtain -one or more (depending on the state)
additional copies of your credit report, free of charge. You must contact each of the
credit reporting agencies directly to obtain such additional report(s).

Contact the Federal Trade Commission and your state Attorney General. If you believe you are
the victim of identity theft or your personal information has been misused, you can contact the
Attorney General's Office in your home state an dfor the Federal Trade Commission at 1- 877-ID-
THEFT, (1-877-438-4338) or by visiting the Federal Trade Commission website at

3351 Executive Way
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www.ftc.gov/idtheft or write Identity Theft Clearinghouse, Federal Trade Commission, 600
Pennsylvania Avenue, NW, Washington, DC 20580.

For residents of Maryland: You may also obtain information about identity theft prevention
from the:

Maryland Office of the Attorney General

Consumer Protection Division

200 St. Paul Place, Baltimore, MD 21202 1-

888-743-0023, www.oag.state.md.us

For residents of North Carolina: You may also obtain information about identity theft
prevention from the:

North Carolina Attorney General’s Office

Consumer Protection Division 9001 Mail Service Center Raleigh, NC 27699-9001

1-877-5-NO-SCAM, www.ncdoj.gov

For residents of Rhode Island: You may also obtain information about identity theft prevention
from the:

Office of the Rhode Island Attorney General

Consumer Protection Unit 150 South Main Street

Providence, Rhode Island 02903

(401) 274-4400, consumers@riag.ri.gov

For residents of the District of Columbia: You may also obtain information about identity
theft prevention from the:

Office of the Attorney General

Office of Consumer Protection

441 4th Street, NW

Washington, DC 20001

consumer.protection@dc.gov

Security Freeze: You may also place a security freeze on your credit reports, free of charge. A
security freeze prohibits a credit reporting agency from releasing any information from a
‘consumer’s credit report without written authorization. However, please be aware that placing
a security freeze on your credit report may delay, interfere with, or prevent the timely approval of
any requests you make for new loans, credit mortgages, employment, housing or other services.
Under federal law, you cannot be charged to place, lift, or remove a security freeze.

You must place your request for a freeze with each of the three major consumer reporting
agencies:  Equifax (www.equifax.com); Experian (www.experian.com); and TransUnion
(www.transunion.com). To place a security freeze on your credit report, you may send a written
request by regular, certified or overnight mail to Equifax, Experian and TransUnion at the addresses
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above. You may also place a security freeze through each of the consumer reporting agencies’
websites or over the phone, using the contact information above.

In order to request a security freeze, you will need to provide some orall of the following
information to the credit reporting agency, depending on whether you do so online, by phone, or
by mail:

Your full name (including middle initial as well as Ir., Sr., I, 1, ete.);

Social Security Number;

Date of birth;

4. If you have moved in the past five (5) years, the addresses where you have lived over the
prior five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement,
or deed;

6. A legible photocopy of a government issued identification card (state driver’s license or ID
card, military identification, etc.);

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft.

ko

The credit reporting agencies have one (1) to three (3) business days after receiving your request
to place a security freeze on your credit report, based upon the method of your request. The
credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (PIN) or password (or both) that can
be used by you to authorize the removal or lifting of the security freeze. It is important to maintain
this PIN/password in a secure place, as you will need it to lift or remove the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, you must make a request to each of the credit reporting agencies by mail, through their
website, or by phone (using the contact information above). You must provide proper
identification (including name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze, as well as the identities of those
entities or individuals you would like to receive your credit report. You may also temporarily lift
a security freeze for a specified period of time rather than for a specific entity or individual, using
the same contact information above. The credit bureaus have between one (1) hour (for requests
made online) and three (3) business days (for request made by mall) after recelving your request
to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies by
mail, through their website, or by phone (using the contact information above). You must provide
proper identification (name, address, and social security number) and the PIN number or password
provided to you when you placed the security freeze. The credit bureaus have between one (1) hour
(for requests made online) and three (3) business days (for requests made by mail) after receiving
your request to remove the security freeze.

3351 Executive Way
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Equifax Complete™ Premier
*Note: You must be over age 18 with a credit file to take advantage of the product
Key Features
« Annual access to your 3-bureau credit report and VantageScore! credit scores
s Daily access to your Equifax credit report and 1-bureau VantageScore credit score
e 3-bureau credit monitoring? with email notifications of key changes to your credit reports
e WebScan notifications® when your personal information, such as Social Security Number, credit/debit card or bank account
numbers are found on fraudulent Internet trading sites
e Automatic fraud alerts*, which encourages potential lenders to take extra steps to verify your identity before extending credit,
plus blocked inquiry alerts and Equifax credit report lock®
« Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity
Restoration Specialist to work on your behalf
e Up to $1,000,000 of identity theft insurance coverage for certain out of pocket expenses resulting from identity theft®.
e Lost Wallet Assistance if your wallet is lost ar stalen, and one-stap assistance in canceling and reissuing credit, debit and
personal identification cards.
Enrollment Instructions
To sign up Online, go to www.equifax.com/activate
Enter your unique Activation Code then click “Submit” and follow these 4 steps:
1. Register: Complete the form with your contact information and click “Continue”.
e Ifyou already have a myEquifax account, click the ‘Sign in here’ link under the "Let’s get started” header.
o  Once you have successfully signed in, you will skip to the Checkout Page in Step 4
2. Create Account: Enter your email address, create a password, and accept the terms of use.
3. Verify Identity: To enroll in your product, we will ask you to complete our Identity verification process.
4. Checkout: Upon successful verification of your identity, you will see the Checkout Page.
e Click ‘Sign Me Up’ to finish enrolling.
* You're donel
¢ The confirmation page shows your completed enrollment.
e Click “View My Product” to access the product features.

To sign up for US Mail delivery, dial 1-855-833-9162 for the Equifax automated enrollment process.
Note that all credit reports and alerts will be sent to you via US Mail only.

1. Activation Code: You will be asked to enter your Activation Code provided above.

2. Customer information: You will be asked to enter your home telephone number, home address, name, date of birth and
Social Security Number.

3. Permissible Purpose: You will be asked to provide Equifax with your permission to access your credit file and to monitor your
file. Without your agreement, Equifax cannot process your enroliment.

4. Order Confirmation: Equifax will provide a confirmation number with an explanation that you will receive your Fulfillment
Kit via the US Mail (when Equifax is able to verify your identity) or a Customer Care letter with further instructions (if your
identity can not be verified using the information provided). Please allow up to 10 business days to receive this information.

'mmemwwmvmws.nmm For three-buregu VantogeScore oredit scores, data from Equifox®, Wm',mdnmsmfm'mmdwﬂ Any one-buregu
VontogeScare uses Equifox data. Mwﬂummwmofaaﬁsmmduﬂcdywmudﬂj&mtmofauﬂmmmmmﬂmgn *Credit monitoring fram Experian
and TrensUndon will take several doys to begin, Wabmm«!wmmmﬂwﬂb«,upmsmmnwnam,upmsbmkmrmnthaMMnmhm,mws
ernall addresses, and up to 10 medical 1D numbers. WebScon seardhes thousends of internet sites where consumers’ persona! Information [s suspected of being bought and sofd, and regularly adds new sites
fo the list of those It searches, H r, the b —‘ndd'eﬁesq!mﬂsmdfntmaettmm-ymﬂnocpnbﬂmedmdﬁ-twu!wdrmne,sammlsnogummmﬂmmdﬁemlmmd
smﬁwmmmﬂmmwwndhfumﬁw#u#uﬁmmt “The Automatic Fraud Alert feature is made ovaiiable to by Equifux information Services LLC
wmmbMifwwxmmuc wmmw.mmwammmmmmwmtmqux«mmmmmmmtmm
mMmammMMum.EnmmmwsﬁﬂhmammywwmmmmmmlhmfﬂﬂﬂdCmm‘:ofuﬂws.wmdlmﬂdcmm
mmmuﬁmtwmﬂmammﬁwwnarmtmmdnmwwwmgﬂ!a;mpmfuﬂmmﬁdemwmwwofwurmﬁmuraﬂmwmm
WW,MMWWNWMWMMmmmmmﬁmmemmmmﬂnmmmemmuf ., or for employ tenant or
WMMmmmnmawtmlwrdmwpmﬂrm.mdmﬂmmdamoﬂMd]ofﬁmuﬁmmummmﬂﬁmu!mmﬂ
m‘kmﬂrmm«mmmmmw&mmmnrpmenwgacmdormwm;mdmmwamwmmwmmoerMmmm
To opt out of such pre-approved offers, visit www. optoutprescreen. co ‘memmmgﬂmbmmkmmm#ahmmﬁhmhﬁwmmw@mojﬂwﬁam
mmtmpmr,m&rmwﬁmketm«dumdwEwmmm:,wmwmmm-ﬂubmqﬂrcfmm;:Hmerd’érmchcndudpn&d’esktym,mﬁlms,mdmﬁﬁwof
wmemnabcmhﬂm
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Important

At onehome, it is important you are treated fairly.

onehome does not discriminate or exclude people because of their race, color, national origin, age, disability,

sex, sexual orientation, gender, gender identity, ancestry, ethnicity, marital status, religion or language.

Discrimination is against the law. onehome complies with applicable federal civil rights laws.

If you believe that you have been discriminated against by onehome, there are ways to get help.

* You may file a complaint, also known as a grievance:
Discrimination Grievances, P.0. Box 14618, Lexington, KY 40512-4618
If you need help filing a grievance, call 877-320-1235 or if you use a TTY, call 711.

* You can also file a civil rights complaint with the U.S. Department of Health and Human Services,
Office for Civil Rights electronically through their Complaint Portal, available at https://ocrportal.hhs.gov/ocr/
portal/lobby.jsf, or at U.S. Department of Health and Human Services, 200 Independence Avenue, SW,
Reom 509F, HHH Building, Washington, DC 20201, 800-368-1019, 860-537-7697 (TDD). Complaint forms are
available at https://www.hhs.gov/ocr/office/file/index html.

* California residents: You may also call the California Department of Insurance toll-free hotline number-
800-927-HELP (4357), to file a grievance.

Auxiliary aids and services, free of charge, are available to you. 877-320-1235 (TTY: 711)

onehome provides free auxiliary aids and services, such as qualified sign language interpreters, video remote
interpretation, and written information in other formats to people with disabilities when such auxiliary aids
and services are necessary to ensure an equal opportunity to participate.

Language assistance services, free of charge, are available to you. 877-320-1235 (TTY: 711)
Espafiol (Spanish): Liame al nimero arriba indicado para recibir servicios gratuitos de asistencia linglistica.
RHMPX (Chinese): §] EENRERBAIS S S BE=IEMRE -

Ti€éng Vigt (Vietnamese): Xin goi s6 dign thoai trén day dé nhan dugc cic dich vy h trg ngdn ngdr mién phi.
220 (Korean): 2& 210] X| MH|AE wHo2ia) ojo| wiza HopstiAl2

Tagalog (Tagalog - Filipino): Tawagan ang numero sa itaas upang makatanggap ng mga serbisyo ng tulong
sa wika nang walang bayad.

Pyccxuii (Russian): MoseoHuTe no HOMEpY, ykasaHHOMY BhILLE, YTOGbI MOAYYUTL BecrnaTHble

yciyrv nepesoga.

Kreyol Ayisyen (French Creole): Rele nimewo ki Pi wo la a, pou resevwa sévis &d pou lang ki gratis.
Francais (French): Appelez le numéro ci-dessus pour recevoir gratuitement des services d'aide linguistique,
Polski (Polish): Aby skorzystac z bezplatnej pomocy jezykowej, prosze zadzwonié pod wyzej podany numer.
Portugués (Portuguese): Ligue para o niimero acima indicado para receber servigos lingufsticos, gratis,
Italiano (Italian): Chiamare il numero sopra per ricevere servizi di assistenza linguistica gratuiti.

Deutsch (German): Wihlen Sie die oben angegebene Nummer, um kostenlose sprachliche
Hilfsdienstleistungen zu erhaiten.

BXE (Japanese): SRS EXIEY - ECEL 0B A, LEDBSETHB/EC I,

iy (Farsi)

- Sy alal 95 0 slas b o 5ly & ygam il EMgud Sl sl
Diné Bizaad (Navajo): Wédahi béésh bee hanif bee wolta'igii bich’{" hédiilnih & bee t'43 jiik’eh saad
bee aka‘dnida’dwo’déé nika'adoowot.
4w sail (Arabic)
GCHLMKTEN 0422 eladly Bacluall Zle Olass e Jgaamdd odtel (asall @8 iy JLaid ooyl




A one

<DATE>

PATIENT NAME
ADDRESS
CITY STATE ZIP

RE: 442747
NOTICE OF DATA BREACH

Dear <Patient Name>;

We are writing to notify you, a valued patient, of a recent incident involving some of your personal information.

What Happened?

On March 3, 2022, One at Home-Broward Home Health agency, part of Onehome Health became aware that
an employee had two laptops stolen from their residence. The laptops did not contain proper security
controls to protect the information stored on the hard drives. As a result, some of your personal health
information may have been included on the devices.

What Information Was Involved?

The information contained on the laptops included medical records, your full name, and date of birth, home
address, phone number, health insurance member identification number, medical record number,
treatment and diagnosis. Financial information and Social Security number were not compromised as a result
of this incident.

What Are We Doing?

Onehome has policies and procedures in place to maintain the secu rity of your information and we are taking
additional steps. Onehome launched a forensic investigation to determine the type of data that may have
been compromised. The associate filed a police report with local authorities and the theft remains under
investigation. We are actively putting measures in place to enhance our endpoint and application security
protections to further mitigate this risk in the future.

What You Can Do
Although we are not aware of any actual misuse of your information we are asking you remain vigilant. There
are steps you can take to protect yourself. Review the following for suspicious activity:

e Explanation of Benefit (EOB) letters
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* SmartSummary statements
¢ Medical records

If you find unfamiliar activity on the statements you receive from Hu mana, please notify us immediately. Keep
a copy of this notice in case of future problems with your medical records.

For More Information
Do you have any questions or need help with anything mentioned in this letter? Please contact us at 844-478-

1570. Our dedicated assistance line is available Monday-Friday, between 8AM-8PM Eastern Standard Time (EST).

Please accept our sincere apology for this incident. We value our customers and work hard to protect your
information.

Sincerely,

Al T

Jim Theiss
Associate Vice President, Privacy and Ethics

Enclosures

3351 Execufive Way
Miramar, FL 33025
onehome.health



Important

At onehome, it is important you are treated fairly.

onehome does not discriminate or exclude people because of their race, color, national origin, age, disability,

sex, sexual orientation, gender, gender identity, ancestry, ethnicity, marital status, religion or language.

Discrimingtion is against the law. onehome complies with applicable federal civil rights laws.

If you believe that you have been discriminated against by onehome, there are ways to get help.

« You may file a complaint, also known as a grievance:
Discrimination Grievances, P.O. Box 14618, Lexington, KY 40512-4618
If you need help filing a grievance, call 877-320-1235 or if you use a TTY, call 711.

« You can also file a civil rights complaint with the U.S. Department of Health and Human Services,
Office for Civil Rights electronically through their Complaint Portal, available at https://ocrportal.hhs.gov/ocr/
portal/lobby.jsf, or at U.S. Department of Health and Human Services, 200 Independence Avenue, SW,
Room 509F, HHH Building, Washington, DC 20201, 800-368-1019, 800-537-7697 (TDD). Complaint forms are
available at https://www.hhs.gov/ocr/office/file/index.html.

. California residents: You may also call the California Department of Insurance toll-free hotline number:
800-927-HELP (4357), to file a grievance.

Auxiliary aids and services, free of charge, are available to you. 877-320-1235 (TTY: 711)

onehome provides free auxiliary aids and services, such as qualified sign language interpreters, video remote
interpretation, and written information in other formats to people with disabilities when such quxiliary aids
and services are necessary to ensure an equal opportunity to participate.

Language assistance services, free of charge, are available to you. 877-320-1235 (TTY: 711)
Espafiol (Spanish): Llame al nimero arriba indicado para recibir servicios gratuitos de asistencia lingiiistica.
@R (Chinese): BT L ENEERBHTERSERESRIRS
Tiéng Viét (Vietnamese): Xin goi sd dign thoai trén day dé nhan dugc cac dich vy hd trg ngdn nglr mién phi.
3t=20{ (Korean): £ 210{ X|& AMu|AS BO{H 9o HE 2 HASHIAL .
Tagalog (Tagalog - Filipino): Tawagan ang numero sa itaas upang makatanggap ng mga serbisyo ng tulong
sa wika nang walang bayad.
Pycckmii (Russian): MossoHuTe o HOMEpY, yka3saHHOMY BbilLE, yTo6bi MNONY4UTL HecnnaTHbie
yCnyTu nepesoga.
Kreyél Ayisyen (French Creole): Rele nimewo ki pi wo la a, pou resevwa sévis éd pou lang ki gratis.
Frangais (French): Appelez le numéro ci-dessus pour recevoir gratuitement des services d'aide linguistique.
Polski (Polish): Aby skorzysta¢ z bezptatnej pomocy jezykowej, prosze zadzwoni¢ pod wyzej podany numer,
Portugués (Portuguese): Ligue para o nimero acima indicado para receber servicos linguisticos, gratis.
Italiano (Italian): Chiamare il numero sopra per ricevere servizi di assistenza linguistica gratuiti.
Deutsch {German): Wahlen Sie die oben angegebene Nummer, um kosteniose sprachliche
Hilfsdienstleistungen zu erhalten.
B#iE (Japanese): BHOEFZE T —E XAz ELZOB G, LEROBSETHREII L
sl (Farsi)

23355 el F98 oylads b o Kaly Oyguay i) Sdlagud Blays gly
Diné Bizaad (Navajo): Wodahi béésh bee hani'i bee wolta'igii bich{’ hédiilnih éi bee t'aa jiik'eh saad
bee dka‘anida’awo’déé nika'adoowot.
4 il (Arabic)
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