
^L^PIPER

DLA Piper LLP (US)
1201 North Market Street
Suite 2100
Wilmington, Delaware 19801-1147

Edward J. McAndrew
(302) 468-5685
Ed.McAndrew@us.dlapiDer.com

June 2, 2022

VIA EMAIL: IDTHEFTX5),OAG.STATE.MD.US

The Honorable Brian E. Frosh
Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202

Re: Security Incident Notification

Dear Attorney General Frosh:

We are providing notice on behalf of On Deck Capital, Inc. (“OnDeck”) pursuant to Md. Code
Ann. Comm. Law § 14-3504, about an incident involving 1,169 Maryland residents.

On March 10, 2022, OnDeck’s security team detected suspicious activity on a limited number of
internal computers, which were quickly taken offline. OnDeck notified the Federal Bureau of
Investigation and immediately launched its own comprehensive investigation with the assistance
of leading cybersecurity experts. On March 13, 2022, OnDeck learned that an unauthorized actor
copied certain OnDeck data to a private cloud storage account.

On March 17, 2022, OnDeck’s investigators gained sole control over this private cloud storage
account. OnDeck’s investigators recovered the data contained in the account and have informed
OnDeck that the account is disabled. OnDeck’s investigation confirmed that the data was not
otherwise accessed while stored in this account. Since recovering the data, OnDeck has worked
with outside cybersecurity experts to analyze its contents, specifically with the aim of identifying
any personal information contained in the data. On May 17, 2022, OnDeck determined that a
limited amount of personal information of 1,169 Maryland residents was contained in the data
set that OnDeck recovered from the private cloud storage account.

The types of personal information contained in the data set varied by individual, and not all types
of information were present for each individual. In general, the data set included one or more of
the following types of personal information: Name, Social Security Number, Tax ID Number,
Driver’s License Number, Passport Number, financial account/payment card account number,
and medical or health insurance information.

The monitoring and security systems OnDeck had in place enabled it to quickly identify and
respond to the incident. Upon becoming aware of the incident, OnDeck promptly launched an
investigation with the assistance of leading cybersecurity experts and took steps to determine the
















