
 

 

 

 

VIA Email            

 

Office of the Attorney General  

Attn: Security Breach Notification 

200 St. Paul Place  

Baltimore, MD 21202 

 

Re: Notice of Security Incident 

 

To Whom it May Concern: 

 

I am writing on behalf of JK Enterprise Landscape Supply, LLC and affiliates, including Gateway Home & Garden Center, 

LLC, Tilden Farm Nursery, LLC, Saunders LS, LLC, and Culpeper Recycling, LLC (JK Group) to inform you that notice 

will be sent to 37 Maryland residents regarding a security incident in which the JK Group was the victim of a cyberattack 

that could have resulted in certain personal information being accessed without authorization.     

 

I. Nature of the Security Incident. 

 

On January 17, 2022, the JK Group discovered anomalous activity on a portion of our computer network.  Upon discovery, 

we immediately initiated an investigation of the incident with the assistance of forensics experts.  The investigation 

determined that certain files on a limited portion of the JK Group's network could have been subject to unauthorized access 

and/or acquisition from January 14-17, 2022.  However, the investigation could not conclusively determine the specific data 

impacted.  Because we cannot guarantee that files containing personal information were not accessed, we are providing 

notice to potentially impacted individuals.  Presently, we have no evidence of actual or attempted misuse of personal 

information. 

 

II. Number of Residents Affected and Notified. 

 

The files on the portion of the network affected contains the personal information of thirty-seven (37) Maryland residents.  

These files contained individuals' name and social security numbers.  For some individuals, our files also contained their 

health information or banking information.  Notice to the Maryland residents will be sent via first class mail on June 8, 

2022.  

 

III. Steps JK Group has Taken to Address the Incident. 

 

To help protect against a similar attack in the future, we have implemented additional measures designed to enhance the 

security of our network and systems.  We also arranged to have Experian help protect the affected individuals from identity 

theft by offering, free of charge, 24 months of credit monitoring, fraud consultation, and identity theft restoration services.  

We also provided an explanation of additional steps that affected individuals may consider taking, free of charge, to further 

protect themselves, including checking credit reports, utilizing fraud alert services and placing a security freeze on credit 

reports.  Please see the enclosed copy of the notification letter for additional details.   

 

Please contact me if you have any questions. 

 

Sincerely, 

 

 

Jake Klitenic  

General Manager 

 



 
 
 
 
 
 
 
 
 
 

 
 
Re: Notice of Data Breach 

 
  
 
We write to inform you about a recent incident experienced by JK Enterprise Landscape Supply, LLC and 
affiliates, including Gateway Home & Garden Center, LLC, Tilden Farm Nursery, LLC, Saunders LS, LLC, and 
Culpeper Recycling, LLC (JK Group) that may have involved some of your personal information.  While we are 
unaware of any attempted or actual misuse of your information, we are providing you with information about the 
incident and steps you can take to protect yourself, should you feel it necessary to do so.      
 
What Happened?  On January 17, 2022, we discovered anomalous activity on a portion of our computer network.  
Upon discovery, we immediately initiated an investigation of the incident with the assistance of forensics experts.  
The investigation determined that certain files on a limited portion of the JK Group's network could have been 
subject to unauthorized access and/or acquisition from January 14-17, 2022.  However, the investigation could 
not conclusively determine the specific data impacted.  Because we cannot guarantee that files containing your 
personal information were not accessed, we are providing you this notice.  Presently, we have no evidence of 
actual or attempted misuse of your personal information.      
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Return Mail Processing
PO Box 589
Claysburg, PA 16625-0589

June 8, 2022

What Information Was Involved?  The personal information that was potentially accessible on our system
contained your name and [Data Elements].

What We are Doing.  Upon discovery of this incident, we immediately secured our network, implemented
measures to further improve the security of our systems, safely remediated our systems, and initiated an
investigation of the incident.  In addition, we are notifying you so that you may take further steps to protect your
information, should you feel it appropriate to do so.  We also are providing you with access to 24 months of
credit monitoring and identity restoration services through Experian at no charge to you.  You must enroll by
August 31, 2022.

What You Can Do.  Please review the enclosed "Steps You can take to Help Protect Your Information," which
describes the services we are offering and how to activate them, and provides further details on how to protect
yourself.  We encourage you to remain vigilant against the potential for identity theft and fraud and to monitor
you credit reports for any potential suspicious activity.

More Information. We sincerely regret any inconvenience this incident may cause you.  If you have additional
questions, please call our dedicated assistance line at (855) 726-7360 (toll-free), Monday – Friday, 9:00 a.m. to
11:00 p.m. Eastern Time, and Saturday – Sunday, 11:00 a.m. to 8:00 p.m. Eastern Time.

Sincerely,

Jake Klitenic
General Manager

Dear Sample A. Sample:





Fraud Alert 

As a precaution against identity theft, you can consider placing a fraud alert on your credit file.  A "fraud alert" 
tells creditors to contact you before opening a new account or changing an existing account.  A fraud alert also 
lets your creditors know to watch for unusual or suspicious activity.  To place a fraud alert, call any one of the 
three major credit reporting agencies listed below.  An initial fraud alert remains effective for ninety days, and is 
free of charge.  If you wish, you can renew the fraud alert at the expiration of this initial period.  As soon as one 
credit agency confirms your fraud alert, the others are notified to place fraud alerts on your file. 

Equifax® 
P.O. Box 105069 
Atlanta, GA 30348-5069 
1-800-685-1111 
https://www.equifax.com/per
sonal/credit-report-
services/credit-fraud-alerts 

Experian 
P.O. Box 9701 
Allen, TX 75013-9701 
1-888-397-3742 
www.experian.com/fraud/
center.html 

TransUnion® 
P.O. Box 2000 
Chester, PA 19016-1000 
1-800-680-7289 
https://www.transunion.
com/fraud-alerts 

 
Security Freeze 

Under the law, you have the right to obtain any police report filed in regard to this incident.  If you are the victim 
of identity theft, you also have the right to file a police report and obtain a copy of it. 
 
Federal law also allows consumers to place, lift or remove a security freeze on their credit reports at no charge.  
A security freeze prohibits a credit reporting agency from releasing any information from a consumer's credit 
report without written authorization.  Be aware that placing a security freeze on your credit report may delay, 
interfere with, or prevent the timely approval of any requests you make for new loans, credit mortgages, 
employment, housing, or other services. 
 
To place a security freeze on your credit report, you must send a written request by regular, certified, or overnight 
mail at the addresses below to each of the three major credit reporting agencies: Equifax (www.equifax.com); 
Experian (www.experian.com); and TransUnion (www.transunion.com).  You may also request the security freeze 
through each of the credit reporting agencies' websites or over the phone: 
 
Equifax 
P.O. Box 105788 
Atlanta, GA 30348-5788 
1-888-298-0045 
https://www.equifax.com/personal/help/
place-lift-remove-security-freeze/ 

Experian 
P.O. Box 9554 
Allen, TX 75013 
1-888-397-3742 
www.experian.com/ 
freeze/center.html 

TransUnion 
P.O. Box 160 
Woodlyn, PA 19094 
1-888-909-8872 
www.transunion.com/ 
credit-freeze 

 
In order to request a security freeze, you will need to provide the following information:  
 
1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.);  
2. Social Security Number;  
3. Date of birth;  
4. If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five 

years;  
5. Proof of current address such as a current utility bill or telephone bill;  
6. A legible photocopy of a government issued identification card (state driver's license or ID card, military 

identification, etc.); 
7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or 

complaint to a law enforcement agency concerning identity theft; and 
8. If you are not a victim of identity theft, include payment by check, money order, or credit card (Visa, 

MasterCard, American Express or Discover only). Do not send cash through the mail. 
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The credit reporting agencies have three (3) business days after receiving your request to place a security freeze 
on your credit report.  The credit bureaus must also send written confirmation to you within five (5) business days 
and provide you with a unique personal identification number (PIN) or password, or both that can be used by you 
to authorize the removal or lifting of the security freeze.  
 
To lift the security freeze in order to allow a specific entity or individual access to your credit report, you must 
call or send a written request to the credit reporting agencies by mail and include proper identification (name, 
address, and social security number) and the PIN number or password provided to you when you placed the 
security freeze as well as the identities of those entities or individuals you would like to receive your credit report 
or the specific period of time you want the credit report available.  The credit reporting agencies have three (3) 
business days after receiving your request to lift the security freeze for those identified entities or for the specified 
period of time.  
 
To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and 
include proper identification (name, address, and social security number) and the PIN number or password 
provided to you when you placed the security freeze.  The credit bureaus have three (3) business days after 
receiving your request to remove the security freeze. 
 
Additional Information  

You may obtain additional information about identity theft (including, a security freeze) by contacting the above, 
the Federal Trade Commission (FTC), or your state Attorney General, or the Federal Trade Commission (FTC).  
The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580; 
www.identitytheft.gov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261.   

If you are a District of Columbia resident, you can contact the Office of the Attorney General for the District of 
Columbia at (202) 727-3400 or oag@dc.gov.  

If you are a Maryland resident, you can contact the Maryland Attorney General at (410) 576-6300 
Idtheft@oag.state.md.us.  
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