
  

Colin Battesby  
Direct Dial: 248.593.2952 
E-mail: cbattersby@mcdonaldhopkins.com 

June 15, 2022 

VIA EMAIL (Idtheft@oag.state.md.us) 

Brian E. Frosh 
Office of the Maryland Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202  

Re:  Benefit Plan Administrators, Inc. – Incident Notification 

To Whom It May Concern: 

McDonald Hopkins PLC represents Benefit Plan Administrators, Inc. (“BPA”) of 
Roanoke, Virginia. BPA provides third party administration services to employers to help 
employers manage their healthcare benefits. BPA is writing to provide notification of an incident 
at Benefit Plan Administrators that may affect the security of personal information of one or 
more past / current employees (hereinafter, the “Employees”) of one or more employers.1 By 
providing this notice, Benefit Plan Administrators does not waive any rights or defenses 
regarding the applicability of Illinois law or personal jurisdiction. 

BPA recently determined that unauthorized access to its network occurred on or about 
September 13, 2021. BPA immediately launched an investigation in consultation with outside 
cybersecurity professionals who regularly investigate and analyze these types of situations to 
analyze the extent of any compromise.  

After an extensive investigation, Benefit Plan Administrators concluded on March 15, 
2022 that an unauthorized party potentially removed a number of files and folders from BPA’s 
system that may contain personal information of current and/or past Employees of BPA’s 
employer group clients, such as names, addresses, dates of birth, Social Security numbers, 
gender classification, claims information, medications information, and medical 
diagnosis/conditions information.  

To date, BPA is not aware of any reports of identity fraud or improper use of any 
information as a direct result of this incident. Nevertheless, out of an abundance of caution, BPA 
notified the employers listed at Exhibit A of the incident on or about May 16, 2022. Further, 
BPA is also notifying the Employees on behalf of the employers listed at Exhibit A 
commencing on or about June 15, 2022 in substantially the same form as the letter attached 
hereto. 

1 A list of the applicable employers on behalf of which BPA is affording notice is enclosed at Exhibit A. 
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The Employees will be provided with twelve months of complimentary credit monitoring 
services. The notification letter will advise affected Employees about the process for placing 
fraud alerts and/or security freezes on their credit files and obtaining free credit reports. The 
affected Employees are also being provided with the contact information for the consumer 
reporting agencies and the Federal Trade Commission.  

At Benefit Plan Administrators, protecting the privacy of personal information is a top 
priority. Benefit Plan Administrators is committed to maintaining the privacy of personal 
information in its possession and has taken many precautions to safeguard it. Benefit Plan 
Administrators continually evaluates and modifies its practices and internal controls to enhance 
the security and privacy of personal information.  

Should you have any questions regarding this notification, please contact me at (248) 
593-2952 or cbattersby@mcdonaldhopkins.com. Thank you for your cooperation.

Very truly yours, 

Colin M. Battersby 

Encl. 



June 15, 2022 
Page 3 

{10465256:2 }

EXHIBIT A 

1. BENEFIT PLAN ADMINISTRATORS – 707 S. Jefferson St., Fl 5, Roanoke, VA
24016 - Notification letters sent to approximately 12 Past / Current Employees who
reside in Maryland

2. BASKERVILL & SON, PC -- P. O. BOX 400, RICHMOND, VA, 23218 - Notification
letters sent to approximately 4 Past / Current Employees who reside in Maryland

3. FAHRNEY-KEEDY SENIOR LIVING COMMUNITY – 8507 MAPLEVILLE
ROAD, BOONSBORO, MD 21713 – Notification letters sent to approximately 177 Past /
Current Employees who reside in Maryland

4. CFE EQUIPMENT CORPORATION - 818 WIDGEON RD, NORFOLK, VA 21117–
Notification letters sent to approximately 1 Past / Current Employees who resides in
Maryland

5. J. GIBSON MCILVAIN COMPANY - 10701 PHILADELPHIA RD, WHITE
MARSH, MD 21162 – Notification letters sent to approximately 244 Past / Current
Employees who reside in Maryland










