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Security Breach Notification
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Baltimore, MD 21202
E-Mail: idtheft@oag.state.md.us

From: David Sherry, Chief Information Security Officer

Notification of Data ExposureRe:

We are writing to notify your office of a data exposure that may have affected the security of
some personal information relating to 328 Maryland residents. By providing this Notice,
Princeton does not waive any rights or defenses regarding the applicability of Maryland law, the
applicability of the Maryland data event notification statute, or personal jurisdiction.

Description of the Incident and Data Potentially Impacted

On June 6, 2022, Princeton’s Office of Information Technology (“OIT”) discovered that certain
information about some former Princeton students was accessible in electronic files publicly
available on a website operated by Princeton. The files that were publicly available included social
security numbers and dates of birth. Not every affected state resident had the same information
exposed. The University took immediate action, including removing the information from public
access and engaging a third party cybersecurity firm to investigate and assist in remediating the
exposure.

Based on the investigation, there is no evidence of unauthorized access to the files through
Princeton’s computing systems. However, it appears that the files were accessed by third parties
through the public internet. On June 10, the Office of the General Counsel became aware that the
exposure may have impacted 328 residents of Maryland.

Notice to Maryland Residents

In accordance with Maryland law, Princeton intends to provide notice to all impacted Maryland
residents. Written notice is being provided in substantially the same manner as the letter
attached as Exhibit A.

Other Steps Being Taken To Protect Maryland Residents

Princeton University takes this exposure extremely seriously and is actively working to protect the
interests of impacted individuals. In addition to the steps referenced above, Princeton is in the
process of notifying affected individuals and establishing a toll free number for Maryland
residents. Further, to help relieve concerns and restore confidence following this incident, we have
















