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Office of the Attorney General  
200 St. Paul Place 
Baltimore, MD 21202 
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July 20, 2022 
 
 

Dear Attorney General Frosh: 
 

On behalf of our client, Apple, Inc. (“Apple”), we write to provide you with this notification of an 
incident that may have affected the personal information of three (3) Maryland residents. Apple 
recently learned that a customer service representative employed by one of Apple’s service providers 
may have used customers’ payment card information to make unauthorized purchases. 
 

On June 30, 2022, Apple’s Risk and Compliance Team identified that a number of customers 
had made similar complaints about unauthorized charges from non-Apple retailers appearing on their 
payment cards shortly after receiving assistance from the same Apple customer service 
representative. The representative in question was an employee of Concentrix, an Apple service 
provider. Upon learning of this incident, Apple undertook an investigation with Concentrix to 
determine whether unauthorized activity occurred. While a forensic investigation did not return any 
evidence that the representative acquired personal information without authorization, we are notifying 
customers and the Office of the Attorney General out of an abundance of caution. 
 

The data elements that may have been misused by the customer service representative 
include customer’s name, billing/shipping address, telephone number, email address, payment card 
account number, payment card expiration date, and payment card verification number (i.e., CVV2). 
 

Following Apple’s investigation, Concentrix terminated the customer service representative in 
question from Apple’s account. Additionally, Apple is also notifying the individuals affected by this 
incident by mail and offering them one year of complementary credit monitoring and identity theft 
protection services. A copy of the letter Apple is sending to customers is attached for your reference.  
 

Should you have further questions about this matter, please do not hesitate to contact me at 
202-706-5226 or marci@zwillgen.com. 

 
Sincerely,  
 
 

      Marci Rozen 
      Senior Legal Director, ZwillGen PLLC 











https://www.experian.com/
https://www.transunion.com/
https://www.equifax.com/





