
2000 Market Street, Suite 2300, Philadelphia, PA 19103
(215) 575-2600  Fax (215) 575-0856

Direct Dial:  (215) 575-2615
Email:  djshannon@mdwcg.com

August 15, 2022

Idtheft@oag.state.md.us
Maryland State Attorney General 

Re: Kohler and Eyre – Data Incident
Our File No. 41088-00205

Dear Sir or Madam:

We are writing to notify you of a data security incident involving 4 Maryland residents.  We are 
submitting this notice on behalf of our client, Kohler and Eyre.

Nature Of The Security Breach 

On December 10, 2021, Kohler and Eyre was the victim of a ransomware attack. Kohler and Eyre’s 
entire system was encrypted and backups were wiped out. In this attack, Kohler and Eyre lost 10 days worth of 
data. On January 9, 2022, Kohler and Eyre became aware that files were exfiltrated from the system. These files 
contained a portion of its customers’ personal information. 

The clients involved in this incident were forwarded letters notifying them of this incident.  A copy of 
the form letter is attached hereto.  

Steps Being Taken Related To The Incident

Kohler and Eyre took steps to address this incident promptly after it was discovered, including 
conducting an investigation to understand what had taken place and how.  Kohler and Eyre has secured their 
system and offices.  Kohler and Eyre has also reviewed their internal data management and protocols and have 
implemented enhanced security measures to help prevent this type of incident from recurring.

In addition, Kohler and Eyre is offering identity theft protection services through IDX, the data breach 
and recovery services expert.  IDX identity protection services include: 12 months of credit and CyberScan 
monitoring, a $1,000,000 insurance reimbursement policy, and fully managed id theft recovery services. 
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Should you need additional information regarding this matter, kindly contact me.

Very truly yours,

/s/ David J. Shannon

DAVID J. SHANNON

DJS/kr
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Notice of Data Breach 

 
 
 
Dear  
: 
      
We wanted to open this notification with a personal note from the Partners and Team Members at Kohler and 
Eyre CPA’s, LLP. We appreciate you and the trust and faith you place in us.  We focus on helping you 
implement strategies that will not only preserve your wealth but help it grow.  As required by law, we are 
required to inform you that in December, our security software and our data protection team discovered an 
attempt to access and freeze all of our Information Systems Data. This includes both sensitive and non-sensitive 
client data. Thankfully this did not happen. With the help of outside IT security experts, we have gone through 
all of our data to make sure we have everything verified as to how much and what may have been compromised. 
We have determined that about 4% of our system data was exposed. Of the data, about 1% had personal 
identifiers. As partners, our personal information as well as that of many of our own team member’s information 
was part of the 1%. So far, we have not seen any suspicious activity on any of our accounts from the data 
exposed.  
  
We seem to hear every day of large companies having millions of accounts exposed by data breaches. 
Thankfully, this is not the case here. We want you to know that we are doing not only what is required by law 
to protect your information, but we have upgraded both our hardware and software systems and have actively 
engaged security specialists to create stronger barriers against any future breach attempts. Please look at the 
following information and feel free to call, email or traditional mail us for any additional questions. 
     
What Happened  
 
On December 10, 2021, Kohler and Eyre was the victim of a ransomware attack. Our entire system was 
encrypted and our backups were wiped out. In this attack, Kohler and Eyre lost 10 days worth of data. On 

To Enroll, Please Visit: 
https://app.idx.us/account-

creation/protect 
Enrollment Code:  








