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neralRe: Notice of Security Breach - Wilson Combat

Dear Attorney General Frosh:

I write you today on behalf of Wilson’s Gun Shop, Inc. d/b/a Wilson Combat (“WC”). In
addition to selling firearms and related accessories, WC provides training, educational and other
related support services to thousands of customers across the globe. WC has additionally retained
a webservice that maintains a website for WC, allowing its customers to view and, in certain cases,
purchase one or more of WC’s products (www.shopwilsoncombat.com).

For years, WC has used New Jersey-based FreeStyle Software Inc. (“FreeStyle”) for these
services. FreeStyle is a cloud-based management and payment processing software that provides
online payment functionality for online vendors, including WC. Earlier this year, FreeStyle learned
that it was subject to a data breach. FreeStyle immediately commenced an investigation into the
matter to not only learn the nature of the breach, but the identity of those vendors impacted by it.
In these efforts, FreeStyle retained security experts at Verizon to conduct a PCI forensic
investigation and, at its conclusion, issue a report of their findings.

Recently, that report was finalized and, unfortunately, on July 26, 2022, 1,451 of WC’s
customers in Maryland were identified as potential victims of FreeStyle’s breach. The report
indicates that malware was downloaded onto FreeStyle’s servers and, as a result, any customer
who made a purchase on WC’s website from September 17, 2020 through February 3, 2022 had
or, at the very least, could have had their names, addresses, credit card information (number,
expiration date and security code) and transaction history disclosed.

Given its scope, federal law enforcement was notified of FreeStyle’s breach. On August
16, 2022, law enforcement confirmed that WC could proceed with notifying customers of the
breach without impeding on any ongoing investigation. WC is currently in the process of notifying
those customers of the breach, along with how these customers could be impacted by it. A full
copy of the notice is included herewith. WC has additionally notified multiple nationwide
consumer reporting agencies of FreeStyle's breach.

Thank you for your attention to this matter. If there is any additional information you
need from WC concerning FreeStyle’s breach, please do not hesitate to contact
me at duane@wilsoncombat.com.

Sincerely,

Duane Wormington
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NOTICE OF POTENTIAL SECURITY BREACH

Dear Valued Customer,

Recently, Wilson Combat was informed of a nationwide data breach by Freestyle Software,
Inc. ("Freestyle”), a company that provides online webhosting services. This breach could
have potentially included the personal information of, not only Wilson Combat, but of Wilson
Combat’s customers as well.

As you know, at Wilson Combat, our customers are and have always been our top priority. For
this reason, our team simply wanted to notify you of what we have learned about the breach
to date and steps you can take to safeguard your information going forward.

What Happened?

Freestyle is a software company that provides online payment processing functionality, such
as the “shopping cart,” for businesses, merchants and customers across the globe. Earlier
this year, Freestyle learned that malware had been downloaded onto a server that hosts
numerous e-commerce websites. After removing the malware, Freestyle began an
investigation to identify which sites were potentially impacted and, unfortunately, our website,
www.shoDwilsoncombat.com. was one of many.

Freestyle has confirmed to us that it, not only deleted the malware, but it promptly retained
data security experts to investigate the breach and assist in Freestyle’s containment and
remediation efforts. Based on the investigation, Freestyle has informed us that the payment
card information of individuals who used a card on our site between September 17, 2020
through February 3, 2022 may have been acquired by an unauthorized party.

What Information Was Involved?

Freestyle has advised that the malware at issue was designed to capture information entered
into the checkout page, including first and last name, payment card number, expiration date,
security code, billing address, gift certificate number (if applicable), and transaction details
(such as product type, price and quantity).

What Has Been Done?

As indicated above, upon learning of the malware, Freestyle immediately had it removed and
took steps to block any further unauthorized activity. Freestyle subsequently launched an
extensive investigation with the assistance of data security experts to determine the
timeframes of exposure for each of the affected businesses (such as Wilson Combat) and to
identify the impacted cardholders (such as yourself). State and federal law enforcement
authorities have been notified of the breach and Freestyle has confirmed that it has been
coordinating with the payment card companies in an effort to protect affected cardholders.
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