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September 16, 2022 

VIA EMAIL 

Office of the Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Re: Notice of Data Security Incident 

To Whom It May Concern: 

  We write on behalf of Audio Advisor, Inc. (“Audio Advisor”), to notify you of a 

data security incident that Audio Advisor recently experienced. The security incident involved the 

presence of malware on the servers of one of our third-party vendors, Freestyle Solutions, Inc. 

(“Freestyle”). Freestyle provides shopping cart and payment processing functionality to Audio 

Advisor. In early February 2022, Freestyle was notified by another customer that malware was 

found on a server hosting that customer’s website. According to Freestyle, it initiated an investi-

gation and removed malware found on servers that hosted certain customers’ e-commerce sites, 

including AudioAdvisor.com. At that time Freestyle could not determine the scope of the incident 

or whether any payment card information was compromised. 

 

  Freestyle retained reputable data security experts to conduct a thorough investiga-

tion of the incident’s nature and scope, and to assist the vendor in containment and remediation 

efforts. On or about August 2, 2022 Freestyle communicated the results of that investigation to 

Audio Advisor, including that payment card information for individuals who used a card on the 

Audio Advisor between September 18, 2020 and February 3, 2022 may have been acquired by an 

unauthorized party. That information included cardholder name, payment card number, card veri-

fication code, and expiration date. Based on the investigation, Freestyle provided no evidence that 

other cardholder information was affected by this incident. 

 

Upon receiving notice that customer payment card information may have been 

compromised, we commenced our own internal investigation which concluded on September 14, 

2022. That investigation identified three hundred seventy-nine (379) Maryland residents whose 

personal information was accessed without authorization. We remain in contact with Freestyle and 

are still waiting for additional information, including the final investigation report from Freestyle’s 

investigation firm. We are providing you this notice now and will supplement as necessary pending 

the receipt of the final investigation report.   
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  Audio Advisor is acting to assist the Maryland residents who may be impacted by 

this event. Audio Advisor is notifying the residents and recommending actions the residents can 

take to protect themselves, such as reviewing account statements for suspicious activity, obtaining 

credit reports, and placing fraud alerts or security freezes on their credit files. Furthermore, Free-

style has also taken steps to identify and block the malware operating on Audio Advisor’s server, 

has notified federal law enforcement authorities, and has coordinated with payment card compa-

nies to protect cardholders. 

 

Thank you for your attention in this matter. 

 

Sincerely, 

MILLER JOHNSON 

By 

Jason M. Crow 
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