




 

  

September __, 2022 
 
[Individual’s Address] 
 
Re: NOTICE OF DATA BREACH 
 
Dear [Individual]: 
 
We write to inform you of a recent incident that may have involved personal information 
about you.   
 
WHAT HAPPENED? On August 2, 2022, focusIT, Inc. was notified by the Texas 
Financial Crimes Intelligence Center that unknown threat actor(s) potentially compromised 
a third party system in the focusIT environment. FocusIT is a third party vendor of the 
Farmers and Merchants Bank who facilitates Residential Mortgage application processing.  
This compromise resulted in your personal information potentially being downloaded by 
unknown threat actors. This incident was swiftly investigated and contained. 
 
WHAT INFORMATION WAS INVOLVED? Personal information of some [insert focusIT 
business customer] account holders including name, address, Social Security number, and 
[date of birth]. 
 
WHAT WE ARE DOING. As a victim of this crime, we are working with the appropriate 
law enforcement and regulatory officials including the FBI. Please know that protecting 
your personal information is something that we take very seriously. We apologize for both 
this unfortunate incident and any inconvenience it may cause you. We are providing notice 
and offering credit monitoring services to certain individuals based on the personal 
information that was potentially exposed. Nevertheless, there are important steps that you 
can take to reduce the potential risk of identity theft or fraud.  
 
WHAT YOU CAN DO. If you provided your account and password information in a 
message, please change your password at all sites where you use the same password.  We 
further recommend avoiding easy-to-guess passwords. You should be on guard for identity 
theft schemes and phishing where malicious actors may pretend to represent us or reference 
this incident. If you have questions, please contact us at the number described below.  
 
To help protect your identity, we are offering a complimentary credit monitoring services 
as described below.  This product helps detect possible misuse of your personal information 
and provides you with identity protection support focused on immediate identification and 
resolution of identity theft. If you believe your personal information was affected, please 
contact us so that we may pursue our investigation to the fullest extent of the law.  In 
addition the following website by the National Cyber Security Alliance offers inciteful tips 
to protect yourself online. https://staysafeonline.org/resources/online-safety-privacy-
basics/ 
 



 

  

OTHER IMPORTANT INFORMATION. The Federal Trade Commission (FTC) 
recommends that you remain vigilant by checking your credit reports periodically. 
Checking your credit reports can help you spot problems and address them quickly. You 
can also order free copies of your annual reports through www.annualcreditreport.com. 
You should monitor your financial accounts for any suspicious activity.  For more 
information about steps you can take to reduce the likelihood of identity theft or fraud, call 
1-877-ID-THEFT (877-438-4338), visit the FTC’s website at 
http://www.ftc.gov/bcp/edu/microsites/idtheft/, or write to: Federal Trade Commission, 
600 Pennsylvania Avenue, NW, Washington, DC 20580.  However, if you believe you are 
the victim of identity theft, you should immediately contact your local law enforcement 
agency, your state’s attorney general, or the FTC.   
 

Credit Monitoring Instructions 
 
We have arranged for you to receive free credit monitoring to help you protect your identity 
and credit information. (See enclosed instructions.) If you choose to enroll, you will receive 
communications detailing any key changes to your credit reports.  To enroll, you will also 
need the Promotional Code provided below. Your coverage will last for 12-24 months from 
the date of enrollment depending on the state where you live. 
 
Website enrollment:      [Equifax URL] 
Your Promotional Code:     XXXXX 
 
Contact Information for Consumer Reporting Agencies and Information on Credit 

Report Fraud Alerts 
 
You may also choose to place a fraud alert on your credit file, which is free of charge to 
you and can be done with any one of the companies listed below (i.e., if you place a fraud 
alert with one company, they will automatically notify the others). A fraud alert tells 
creditors to contact you before they open any new accounts or change your existing 
accounts.  
 
 Experian Equifax TransUnion 
Phone 1-888-397-3742 1-800-525-6285 or 

1-888-766-0008 
1-800-680-
7289 

Address Experian Fraud Division 
P.O. Box 9554 
Allen, TX 75013 

Equifax Consumer Fraud 
Division 
PO Box 740256 
Atlanta, GA 30374 

TransUnion 
LLC 
P.O. Box 2000 
Chester, PA 
19016 

Online 
Credit 
Report 

https://www.experian.co
m/fraud/center.html 

https://www.equifax.com/
personal/credit-report-
services/  

https://fraud.tr
ansunion.com/
fa/fraudAlert/l
andingPage.jsp  



 

  

Fraud 
Alert Form 

 
 

Information on Security Freezes 
 
In addition to a fraud alert, you may place a security freeze on your credit file. A security 
freeze will block a credit bureau from releasing information from your credit report without 
your prior written authorization. Please be aware that it may delay, interfere with, or 
prevent the timely approval of any requests you make for new loans, mortgages, 
employment, housing or other services. The fees for placing a security freeze vary by state, 
and a consumer reporting agency may charge a fee of up to $10.00 to place a freeze or lift 
or remove a freeze.  
 
To place a security freeze on your credit report, you may send a written request to each of 
the major consumer reporting agencies by regular, certified, or overnight mail. You can 
also place security freezes online by visiting each consumer reporting agency online.  
 
 Experian Equifax TransUnion 
Address Experian Security Freeze 

P.O. Box 9554 
Allen, TX 75013 

Equifax Security Freeze 
P.O. Box 105788 
Atlanta, Georgia 30348 

TransUnion 
LLC 
P.O. Box 2000 
Chester, PA 
19016 

Online 
Security 
Freeze 
Form 

https://www.experian.co
m/freeze/center.html 

https://www.equifax.co
m/personal/credit-
report-services  

https://www.tra
nsunion.com/cr
edit-freeze  

 
You may obtain information from the FTC and the credit reporting agencies about fraud 
alerts and security freezes.  
 
FOR MORE INFORMATION. If you have any questions, please feel free to call 1-800-
###-####. We sincerely regret that this incident occurred.   

Sincerely,  

 

focusIT Security Team 



 

  

State-Specific Information 

If you are a resident of the following states, the following information applies to you. 
 
For residents of Maryland, New York, North Carolina, Rhode Island, the District of 
Colombia: For information on how to avoid identity theft or to contact your state’s 
attorney general, please use the below information. 
 
Maryland Attorney 
General 

North Carolina Attorney 
General 

Rhode Island Attorney 
General 

1 (888) 743-0023 
https://www.oag.state.md.us/ 
Attorney General of 
Maryland 
200 St. Paul Place  
Baltimore, MD 21202 

1-877-566-7226 
http://www.ncdoj.gov  
Attorney General’s Office  
9001 Mail Service Center 
Raleigh, NC 27699-9001 

(401) 274-4400 
http://www.riag.ri.gov/  
Rhode Island Office of 
the Attorney General 
150 South Main Street 
Providence, RI 02903 

District of Colombia 
Attorney General 

New York Attorney 
General 

 

(202) 727-3400 
https://oag.dc.gov 
Office of the Attorney 
General for the District of 
Columbia 
441 4th St. NW 
Washington, DC 20001 

1-800-771-7755 
https://ag.ny.gov/ 
Office of the Attorney 
General 
The Capitol 
Albany, NY 12224-0341 

 

 
For residents of New Mexico: You have rights under the federal Fair Credit Reporting 
Act (FCRA). These include: the right to access information in your consumer file at a 
consumer reporting agency; to dispute incomplete or inaccurate information in your 
consumer file at a consumer reporting agency; to have consumer reporting agencies correct 
or delete inaccurate information in your consumer file; the right to block information in 
your consumer file that is the result of identity theft; and the right to have a fraud alert 
placed on your consumer file (as described above). For more information, please visit 
https://www.consumer.ftc.gov/ or https://www.consumer.ftc.gov/articles/pdf-0096-fair-
credit-reporting-act.pdf.  
 
For residents of Rhode Island:  Under Rhode Island law, you have the right to obtain a 
police report filed in regard to this incident. If you are the victim of identity theft, you also 
have the right to file a police report and obtain a copy of it. 
 
Based on our investigation to date, we believe this incident affected the personal 
information of fewer than ## individuals in Rhode Island.  

 


