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Granite Suare, NewHaven,CI' 06511
03)714-4560 Fax(203)714-4561

Direct Dial: (203) 714-4565
Email: rdlangandwcg.com

September 27, 2022

Via Email: Idtheft@oag.state.md.us
Office of the Attorney General

Attn: Security Breach Notification
200 St. Paul Place

Baltimore, MD 21202

Re:  West Babylon Union Free School District — Data Incident
Our File No. 41105-00132

Dear Sir or Madam:

We are writing to notify you of a data security incident involving 7 Maryland residents. We are
submitting this notice on behalf of our client, West Babylon Union Free School District.

Nature Of The Security Breach

West Babylon UFSD is a school district located in West Babylon, New York. On or about July 25,
2022, West Babylon UFSD was the victim of a ransomware attack. During West Babylon UFSD’s
investigation of this incident, it discovered on August 24, 2022 that the attacker removed a limited number of
files from its system, which included some staff and students records. As a result, some of the personal
information belonging to Maryland residents may have been exposed to others. For staff members, this
information included their names, addresses and state ID numbers. For students, the information included their
names, guardian contact information, and their English as a New Language designation. West Babylon
UFSD’s servers and systems have been rebuilt and restored and are secure.

The residents involved in this incident were forwarded letters notifying them of this incident on
September 26, 2022. A copy of the form letter is attached hereto.

Steps Being Taken Relating To The Incident

Upon discovering this incident, West Babylon UFSD took steps to address this incident immediately after
it was discovered, including retaining third-party forensic and IT experts to conduct an investigation and restore
its systems. West Babylon UFSD has also reviewed its internal data management and protocols and has
implemented enhanced security measures to help prevent this type of incident from recurring.

West Babylon UFSD has also arranged to protect the individuals affected by this incident by providing
identity monitoring services for 12 months at no cost to the individuals.
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