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To: Maryland ID Theft Reporting Representative: 
 
This email is to notify the state (as required) about a data breach.  This breach affects 5 Maryland 
residents.  Below is a description of what happened along with steps taken to restore the integrity of the 
system and to better protect it going forward.  Note that Mount Vernon Mills, Inc. is a wholly owned 
subsidiary of RB Pamplin Corporation and is the Administrator of the retirement plans referenced, which is 
why you are getting this from me.     
 
WHAT HAPPENED 
On August 20, 2022, unauthorized persons hacked into the account of individuals at the Company who  
maintain information for the Retirement Plans for the Company’s employees, retirees, and beneficiaries 
who participate in or are or were eligible for the Company’s plans. The unauthorized persons encrypted 
the servers on which data was stored so that the Company could no longer access the account data. 
Consequently, the Company immediately launched an internal investigation and contracted with two 
outside firms to assist with the investigation. On September 1, 2022, the Company’s investigation 
determined that the unauthorized persons had not only encrypted the Company’s data, they also acquired 
and began to sell certain data on the dark web regarding employees, retirees, and beneficiaries who 
participate in or are or were eligible for the Company’s Plans. 
 
WHAT INFORMATION WAS INVOLVED  
The personal information involved in this cyberattack included the names, Social Security Numbers, birth 
dates, and addresses. 
 
WHAT WE ARE DOING  
The Company takes this incident very seriously. Immediately after the Company’s determination that a data 
breach had occurred on September 1, 2022, the Company took the following steps to contain, mitigate, and 
remedy the security incident: 

 Contracted with a third outside firm to assist the Company with its efforts to mitigate the effects 
of the cyberattack and to prevent future cyberattacks; 

 Improved security firewalls; 

 Upgraded software versions; 
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 Changed all system passwords and strengthened security rules; and 

 Recovered or rebuilt the data that was subject to the cyberattack. 
 
I have attached a copy of the letter that will be sent to all Maryland residents by Friday, October 14.  Thanks.  
 
Gary R. Williams  






