
 

 
 

 

Greenberg Traurig, LLP | Attorneys at Law  
77 West Wacker Drive  |  Suite 3100  |  Chicago, Illinois 60601  |  T +1 312.456.8400  |  F +1 312.456.8435 
 www.gtlaw.com 

   
Kevin M. Scott 
Tel 312.456.1040 
Fax 312.456.8435 
kevin.scott@gtlaw.com 

October 13, 2022 

VIA EMAIL 
 
Attorney General Brian E. Frosh 
Office of the Attorney General 
Identity Theft Unit 
200 St. Paul Place 
Baltimore, MD 21202 
 
Dear Attorney General Frosh: 

We represent Vellum Mortgage, Inc. (“Vellum”) located at 12700 Fair Lakes Circle, Suite 400, 
Fairfax, VA 22033, and are writing to notify your office of an incident that may affect the security 
of some personal information relating to 491 Maryland residents. 
 
Vellum was the target of a ransomware attack on its computer systems. Vellum moved quickly to 
contain the incident and conducted a thorough investigation with the assistance of security experts. 
On August 15, 2022, Vellum discovered that client personal information may have been accessed. 
Vellum believes it is likely the attacker only wanted money and not the information on its 
computers but, in an abundance of caution, is notifying its clients that their information may have 
been accessed by the attackers. The information at risk contained clients’ names, addresses, Social 
Security numbers, driver’s license numbers and/or other government identification, financial 
account information and/or the results of a credit check. 
 
Vellum takes the security of its clients’ information seriously and is taking measures to reduce the 
likelihood of a future cyberattack, including enhanced network security measures and increasing its 
defenses against these rampant attacks. Vellum is also offering all potentially affected individuals 24 
months of complimentary credit monitoring and identity theft restoration from IDX. 
 
On or about October 12, 2022, Vellum began mailing notifications to all potentially affected 
individuals. An example of the notification is attached. Notification has also been made to the 
three major credit reporting agencies. 
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Should you have any questions regarding this notification or other aspects of the data security 
event, please contact me for any additional information.  
 
Best Regards, 

Kevin M. Scott 
Shareholder 

 
 
 
 
 
  



 
Vellum Mortgage 

Return Mail to IDX 

10300 SW Greenburg Rd. Suite 570 

Portland, OR 97223 

 

 

 

 

<<First Name>> <<Last Name>> 

<<Address1>> <<Address2>>  

<<City>>, <<State>> <<Zip>> 

 

 

October 12, 2022 

 

Dear <<First Name>> <<Last Name>>, 

We are writing to inform you of a data security incident that may have impacted some of your personal information. We 

take the security of your information very seriously, and we sincerely apologize for any concern this incident may cause. 

This letter contains information about what happened, actions we have taken to prevent a reoccurrence, and steps you can 

take to protect your information. 

 

What Happened? 

Recently, we were the target of a ransomware attack on our computer systems. Ransomware is a computer virus that 

encrypts computer systems until and unless we pay money (i.e., the ransom) demanded by the attackers. These rampant 

attacks continue to challenge everyone. We moved quickly to contain the incident and conducted a thorough investigation 

with the assistance of security experts. On August 15, 2022, our recently concluded investigation identified that your 

personal information may have been accessible. We believe it is likely the attacker only wanted money and not the 

information on our computers but, in an abundance of caution, we are letting you know that your information may have 

been accessed by the attackers.  
 
What information was involved? 

Our investigation determined that the incident may have impacted one or more of the following types of information 

related to you, if you provided that information to Vellum Mortgage: your name, address, Social Security number, driver’s 

license or other government identification, financial account information, or the results of a credit check. If you would 

like more information about which specific pieces of information were associated with you, you can request that 

information by calling the number below. 

What We Are Doing 

We take the security of your information seriously and are taking measures to reduce the likelihood of a future cyberattack, 

including enhanced network security measures and increasing our defenses against these rampant attacks. In addition, out 

of an abundance of caution, we are offering identity theft protection services through IDX, the data breach and recovery 

services expert. IDX identity protection services include: 24 months of credit and CyberScan monitoring, a $1,000,000 

insurance reimbursement policy, and fully managed id theft recovery services. With this protection, IDX will help you 

resolve issues if your identity is compromised. Please note deadline to enroll is January 12, 2023. 

Additional information describing your services is included with this letter. 

 

 

  

To Enroll, Please Call: 

1-800-939-4170 

Or Visit: 

https://app.idx.us/account-

creation/protect 

Enrollment Code: [XXXXXXXX] 



 

What You Can Do 

Please review the enclosed “Additional Important Information” section included with this letter. This section describes 

additional steps you can take to help protect yourself, including recommendations by the Federal Trade Commission 

(FTC) regarding identity theft protection and details on how to place a fraud alert or security freeze on your credit file. As 

an added precaution, you may want to closely monitor your personal accounts for any suspicious activity. 

For More Information 

We have established a dedicated call center to answer questions or concerns you may have about this incident. You can 

reach the call center at 1-800-939-4170, Monday through Friday from 9:00 am – 9:00 pm Eastern Time, excluding major 

U.S. national holidays.  

Protecting your information is of the utmost importance to us. We appreciate your patience and understanding, and we 

sincerely apologize for any inconvenience or concern this incident may cause you. 

Sincerely, 

 

Jay Curley 

Principal



 

 

 

Recommended Steps to help Protect your Information 

 

1. Website and Enrollment. Go to https://app.idx.us/account-creation/protect and follow the instructions for enrollment using 

your Enrollment Code provided at the top of the letter.  

 

2. Activate the credit monitoring provided as part of your IDX identity protection membership. The monitoring included in 

the membership must be activated to be effective. Note: You must have established credit and access to a computer and the 

internet to use this service. If you need assistance, IDX will be able to assist you. 

 

3. Telephone. Contact IDX at 1-800-939-4170 to gain additional information about this event and speak with knowledgeable 

representatives about the appropriate steps to take to protect your credit identity.




