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Administrators

Via Electronic Mail to: idtheft@OM.Statg.rnd,us

November 17, 2022

Brian E. Frosh, Attorney General, State of Maryland
Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore,MD 21202

Dear Attorney General Frosh:

This letter is to provide you with information regarding a breach of Protected Health Information ("PHI") involving 8,213
Maryland residents. CareFirst Administrators ("CFA"-an affiliate of CareFirst Inc.) is providing you with information
regarding the unauthorized access or use as required by Maryland Code §14-3501et seq.

On March 21, 2022,our business associate,Conifer discovered that an unauthorized third party gained access to certain
Microsoft Office 365-hosted business email accounts through phishing. Upon discovery,Conifer immediately took action
to prevent any further unauthorized activity, began an investigation, and engaged a security firm. Based on Conifer's
investigation, the unauthorized party was able to access certain business email accounts at Conifer between March 17,
2022, and March 22, 2022.Those email accounts are separate from Conifer's internal network and systems, which were
not affected by this incident.

On June 24, 2022,Conifer notified CFA of the incident and on September1, 2022,after Conifer completed additional
data enrichment and validation to further identify impacted individuals,Conifer released a file to CFA. The PHI
potentially impacted included name, address, telephone number, email address, ethnicity, health plan identification
number,Social Security number as well as medical information. Conifer notified the impacted individuals and is
providing complimentary one-year credit monitoring subscription. A sample of the Conifer notification letter is enclosed.

As soon as Conifer discovered the incident, it immediately took action to prevent any further unauthorized activity,
including resetting the user password for the business email accounts where unauthorized activity was detected and
blocking malicious IP addresses and URLs. Conifer has and continues to enhance its security controls and monitoring
practices as appropriate to minimize the risk of any similar incident in the future, and Conifer accelerated its
implementation of multi-factor authentication for all business email accounts within the environment,which is
completed.

Please do not hesitate to contact me, if you have any questions about this incident.
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