
McDonald Hopkins PLC
39533 Woodward Avenue
Suite 318
Bloomfield Hills, Ml 48304

McDonaldHopkins
A business advisory and advocacy law firm®

P 1.248.646.5070
F 1.248.646.5075

Jim Giszczak
Direct Dial: 313.407.4049
E-mail: igiszczak@mcdonaldhonkins.com

November 10, 2022

VIA EMAIL fldthefi(a)pas.state.md.us)

Brian E. Frosh
Office of the Attorney General
St. Paul Plaza
Attn: Security Breach Notification
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Re: Lehigh University-Data Security Incident Notification

Dear Mr. Frosh:

McDonald Hopkins PLC represents Lehigh University (“Lehigh”). I am writing to provide
notification of an incident at Lehigh that may affect the security of personal information of
approximately one (1) Maryland resident. Lehigh’s investigation is ongoing, and this notification
will be supplemented with any new or significant facts or findings subsequent to this submission,
if any. By providing this notice, Lehigh does not waive any rights or defenses regarding the
applicability of Maryland law or personal jurisdiction.

On or about November 1, 2022, an unauthorized individual broke into a locked box which
contained a limited number of human resource files. These files were physical, paper documents,
not electronic files. Upon learning of this issue, Lehigh University immediately commenced a
prompt and thorough investigation. As part of its investigation, Lehigh University has been
working very closely with external cybersecurity professionals experienced in handling these types
of incidents. After an extensive investigation into the incident, Lehigh University discovered on
November 2, 2022 that certain human resource files were stolen from a locked box on campus by
an unauthorized individual(s). The files contained the personal information of one (1) Maryland
resident, including name, Social Security number, and passport number.

Lehigh is not aware of any reports of identity theft or fraud arising out of this incident.
Nevertheless, out of an abundance of caution, Lehigh wanted to inform you (and the affected
resident) of the incident and to explain the steps that it is taking to help safeguard the affected
residents against identity fraud. Lehigh is providing the affected residents with written notification
of this incident commencing on or about November 10, 2022 in substantially the same form as the
letter attached hereto. Lehigh is offering the affected resident whose Social Security number was
affected complimentary one-year membership with a credit monitoring service. Lehigh will advise
the affected resident to always remain vigilant in reviewing financial account statements for
fraudulent or irregular activity on a regular basis. Lehigh will advise the affected resident about
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