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VIA U.S. MAIL

Office of the Maryland Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202

Re: Pacific Union College-Incident Notification

Dear Sir or Madam:

McDonald Hopkins PLC represents Pacific Union College. I am writing to provide
notification of an incident at Pacific Union College that may affect the security of personal
information of approximately one (1) Maryland resident. Pacific Union College’s investigation is
ongoing, and this notification will be supplemented with any new or significant facts or findings
subsequent to this submission, if any. By providing this notice, Pacific Union College does not
waive any rights or defenses regarding the applicability of Maryland law or personal jurisdiction.

Pacific Union College recently learned that an unauthorized individual may have obtained
access to a limited number of employees’ email accounts between July 6, 2021 and February 25,
2022. Pacific Union College immediately launched an investigation in consultation with outside
cybersecurity professionals who regularly investigate and analyze these types of situations to
analyze the extent of any compromise of the email accounts and the security of the emails and
attachments contained within them. Pacific Union College devoted considerable time and effort to
determine what information was contained in the affected email accounts. Based on its
comprehensive investigation and document review, which concluded on October 15, 2022, Pacific
Union College discovered that the compromised email accounts contained a limited amount of
personal information, including the affected resident’s full name and email address/password.

To date, Pacific Union College is not aware of any reports of identity fraud or improper use
of any information as a direct result of this incident Nevertheless, out of an abundance of caution,
Pacific Union College wanted to inform you (and the affected resident) of the incident and to
explain the steps that it is taking to help safeguard the affected resident against identity fraud.
Pacific Union College is providing the affected resident with written notification of this incident
commencing on or about November 15, 2022 in substantially the same form as the letter attached
hereto. Pacific Union College is advising the affected resident about the process for placing fraud
alerts and/or security freezes on his/her credit files and obtaining free credit reports. The affected
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resident is also being provided with the contact information for the consumer reporting agencies,
the Federal Trade Commission, and the Maryland Attorney General.

At Pacific Union College, protecting the privacy of personal information is a top priority.
Pacific Union College is committed to maintaining the privacy of personal information in its
possession and has taken many precautions to safeguard it. Pacific Union College continually
evaluates and modifies its practices and internal controls to enhance the security and privacy of
personal information.

Should you have any questions concerning this notification, please contact me at (248)
220-1360 or cczuprynski@mcdonaldhopkins.com. Thank you for your cooperation.

Very truly yours,

Christine Czuprynski

Enel.
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