
Matthew V. Toldero 

Office: (267) 930-4554 

Fax: (267) 930-4771 

Email: mtoldero@mullen.law

19109 West Catawba Avenue, Suite 200 

Cornelius, NC 28031 

Mullen.law 

December 5, 2022 

VIA E-MAIL 
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Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

E-mail: idtheft@oag.state.md.us 

Re: Notice of Data Event 

To Whom It May Concern: 

We represent Black, Gould & Associates, Inc. (“BGA”) located at 3800 N. Central Avenue, 9th Floor, 

Phoenix, Arizona 85012, and are writing to notify your office of an incident that may affect the security of 

certain personal information relating to approximately nineteen (19) Maryland residents.  This notice will 

be supplemented with any new significant facts learned subsequent to its submission.  By providing this 

notice, BGA does not waive any rights or defenses regarding the applicability of Maryland law, the 

applicability of the Maryland data event notification statute, or personal jurisdiction. 

Nature of the Data Event 

On or about September 9, 2022, BGA discovered unusual activity within its environment.  BGA promptly 

took steps to secure its systems, and with the assistance of third-party forensic specialists, conducted an 

investigation to confirm the nature and scope of the incident. Through the investigation, BGA identified 

unauthorized access within its environment between August 31, 2022 and September 10, 2022. BGA 

undertook a thorough review of the potentially affected files to determine whether any potentially sensitive 

information was present within them. On September 21, 2022, BGA confirmed the population 

of individuals whose information was included in the affected files.   

On October 13, 2022, BGA notified relevant brokers that certain information may have been impacted. 

After confirming with its brokers, BGA then proceeded promptly with direct notifications to individuals 

for whom address information was available.  Although BGA has no indication of any misuse of personal 

information as a result of this event, out of an abundance of caution, BGA is providing notice to individuals 

who may have been impacted. 

The information that could have been subject to unauthorized access includes name and Social Security 

number. 
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Notice to Maryland Residents 

On or about December 5, 2022, BGA provided written notice of this incident on behalf of its’ broker clients 

to approximately nineteen (19) Maryland residents.  Written notice is being provided in substantially the 

same form as the letter attached here as Exhibit A. 

Other Steps Taken and To Be Taken 

Upon discovering the event, BGA moved quickly to investigate and respond to the incident, assess the 

security of BGA systems, and identify potentially affected individuals.  Further, BGA notified federal law 

enforcement regarding the event.  BGA is also working to implement additional safeguards and training to 

its employees.  BGA is providing access to credit monitoring services for  1 year, through IDX, to 

individuals whose personal information was potentially affected by this incident, at no cost to these 

individuals. 

Additionally, BGA is providing impacted individuals with guidance on how to better protect against identity 

theft and fraud.  BGA is providing individuals with information on how to place a fraud alert and security 

freeze on one’s credit file, the contact details for the national consumer reporting agencies, information on 

how to obtain a free credit report, a reminder to remain vigilant for incidents of fraud and identity theft by 

reviewing account statements and monitoring free credit reports, and encouragement to contact the Federal 

Trade Commission, their state Attorney General, and law enforcement to report attempted or actual identity 

theft and fraud. 

BGA is providing written notice of this incident to relevant state regulators, as necessary, and to the three 

major credit reporting agencies, Equifax, Experian, and TransUnion.   

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security event, please 

contact us at (267) 930-4554. 

Very truly yours, 

Matthew V. Toldero of 

MULLEN COUGHLIN LLC 

MVT/lhw 

Enclosure 
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8c Q^ QTTUT `bUSQedY_^% gU QbU Q\c_ `b_fYTY^W i_e gYdX QSSUcc d_ 55*+(+-66 ]_^dXc _V S_]`\Y]U^dQbi YTU^dYdi

]_^Yd_bY^W Q^T bUcd_bQdY_^ cUbfYSUc dXb_eWX @;M% Q\_^W gYdX WeYTQ^SU _^ X_g d_ RUddUb `b_dUSd QWQY^cd dXU `_ccYRY\Ydi _V

Y^V_b]QdY_^ ]YcecU' LU QbU S_fUbY^W dXU S_cd _V dXUcU cUbfYSUc% Red TeU d_ `bYfQSi bUcdbYSdY_^c% i_e gY\\ ^UUT d_

S_]`\UdU dXU QSdYfQdY_^ `b_SUcc i_ebcU\V ecY^W dXU U^b_\\]U^d Y^cdbeSdY_^c RU\_g'

<E>P =KQ ->J .K#  LU U^S_ebQWU i_e d_ bU]QY^ fYWY\Q^d QWQY^cd Y^SYTU^dc _V YTU^dYdi dXUVd Q^T VbQeT Ri bUfYUgY^W

i_eb QSS_e^d cdQdU]U^dc Q^T Uh`\Q^QdY_^c _V RU^UVYdc% Qc Q``\YSQR\U% Q^T Ri ]_^Yd_bY^W i_eb VbUU SbUTYd bU`_bdc V_b

cec`YSY_ec QSdYfYdi Q^T d_ TUdUSd Ubb_bc' N_e SQ^ VY^T _ed ]_bU QR_ed X_g d_ `b_dUSd QWQY^cd dXU `_dU^dYQ\ ]YcecU _V

Y^V_b]QdY_^ Y^ dXU U^S\_cUT *=1:< ,9> #-8 +-51 =9 );9=1/= &829;7-=498" IXUbU% i_e gY\\ Q\c_ VY^T ]_bU Y^V_b]QdY_^

QR_ed dXU YTU^dYdi ]_^Yd_bY^W cUbfYSUc gU QbU _VVUbY^W Q^T X_g d_ U^b_\\'

0KN 4KNB 3JCKNI>PFKJ# LU e^TUbcdQ^T dXQd i_e ]Qi XQfU aeUcdY_^c QR_ed dXYc Y^SYTU^d dXQd QbU ^_d QTTbUccUT Y^ dXYc

\UddUb' @V i_e XQfU QTTYdY_^Q\ aeUcdY_^c% `\UQcU SQ\\ #1,,$ 1*-&*0,0% C_^TQi dXb_eWX =bYTQi Vb_] 2 Q] & 2 `] <QcdUb^

IY]U% UhS\eTY^W J'H' X_\YTQic% _b W_ d_ Xdd`c3((bUc`_^cU'YTh'ec(RWQ' N_e ]Qi Q\c_ gbYdU d_ ec Qd3 :_]`\YQ^SU

;U`Qbd]U^d% 9\QS[% >_e\T ! 8cc_SYQdUc% @^S'% ,1)) D' :U^dbQ\ 8fU^eU% 2dX =\__b% FX_U^Yh% 8bYj_^Q 1.)*+'

LU Q`_\_WYjU V_b Q^i Y^S_^fU^YU^SU dXYc Y^SYTU^d ]Qi SQecU i_e Q^T bU]QY^ S_]]YddUT d_ dXU `bYfQSi _V Y^V_b]QdY_^ Y^

_eb `_ccUccY_^'

HY^SUbU\i%

#+*%)& $! "%(',

;_^Q\T L' 9Q[Ub

FbUcYTU^d

,H>@G" 1KQHA ! +OOK@F>PBO" 3J@#



9PBLO =KQ ->J :>GB PK 7NKPB@P 3JCKNI>PFKJ

-NBAFP 4KJFPKNFJD 3JOPNQ@PFKJO'

8B@KIIBJABA 9PBLO PK EBHL 7NKPB@P TKQN 3JCKNI>PFKJ

$' <B?OFPB >JA /JNKHHIBJP# >_ d_ Xdd`c3((bUc`_^cU'YTh'ec(RWQ Q^T V_\\_g dXU Y^cdbeSdY_^c V_b U^b_\\]U^d ecY^W i_eb

<^b_\\]U^d :_TU `b_fYTUT Qd dXU d_` _V dXU \UddUb' F\UQcU ^_dU dXU TUQT\Y^U V_b U^b_\\]U^d Yc CQbSX .% +)+,'

%# +@PFR>PB PEB @NBAFP IKJFPKNFJD `b_fYTUT Qc `Qbd _V i_eb @;M YTU^dYdi `b_dUSdY_^ ]U]RUbcXY`' IXU ]_^Yd_bY^W

Y^S\eTUT Y^ dXU ]U]RUbcXY` ]ecd RU QSdYfQdUT d_ RU UVVUSdYfU' D_dU3 N_e ]ecd XQfU UcdQR\YcXUT SbUTYd Q^T QSSUcc d_ Q

S_]`edUb Q^T dXU Y^dUb^Ud d_ ecU dXYc cUbfYSU' @V i_e ^UUT QccYcdQ^SU% @;M gY\\ RU QR\U d_ QccYcd i_e'

&# :BHBLEKJB# :_^dQSd @;M Qd #1,,$ 1*-&*0,0 d_ WQY^ QTTYdY_^Q\ Y^V_b]QdY_^ QR_ed dXYc UfU^d Q^T c`UQ[ gYdX

[^_g\UTWUQR\U bU`bUcU^dQdYfUc QR_ed dXU Q``b_`bYQdU cdU`c d_ dQ[U d_ `b_dUSd i_eb SbUTYd YTU^dYdi'

4KJFPKN =KQN +@@KQJPO

J^TUb J'H' \Qg% Q S_^ce]Ub Yc U^dYd\UT d_ _^U VbUU SbUTYd bU`_bd Q^^eQ\\i Vb_] UQSX _V dXU dXbUU ]QZ_b SbUTYd bU`_bdY^W

RebUQec% <aeYVQh% <h`UbYQ^% Q^T IbQ^cJ^Y_^' I_ _bTUb i_eb VbUU SbUTYd bU`_bd% fYcYd ggg'Q^^eQ\SbUTYdbU`_bd'S_] _b SQ\\%

d_\\&VbUU% *&100&,++&1++1'  N_e ]Qi Q\c_ TYbUSd\i S_^dQSd dXU dXbUU ]QZ_b SbUTYd bU`_bdY^W RebUQec \YcdUT RU\_g d_ bUaeUcd

Q VbUU S_`i _V i_eb SbUTYd bU`_bd'

:_^ce]Ubc XQfU dXU bYWXd d_ `\QSU Q^ Y^YdYQ\ _b UhdU^TUT lVbQeT Q\Ubdm _^ Q SbUTYd VY\U Qd ^_ S_cd'  8^ Y^YdYQ\ VbQeT Q\Ubd Yc Q

*&iUQb Q\Ubd dXQd Yc `\QSUT _^ Q S_^ce]Ub"c SbUTYd VY\U'  J`_^ cUUY^W Q VbQeT Q\Ubd TYc`\Qi _^ Q S_^ce]Ub"c SbUTYd VY\U% Q

RecY^Ucc Yc bUaeYbUT d_ dQ[U cdU`c d_ fUbYVi dXU S_^ce]Ub"c YTU^dYdi RUV_bU UhdU^TY^W ^Ug SbUTYd'  @V i_e QbU Q fYSdY] _V

YTU^dYdi dXUVd% i_e QbU U^dYd\UT d_ Q^ UhdU^TUT VbQeT Q\Ubd% gXYSX Yc Q VbQeT Q\Ubd \QcdY^W cUfU^ iUQbc'  HX_e\T i_e gYcX d_

`\QSU Q VbQeT Q\Ubd% `\UQcU S_^dQSd Q^i _^U _V dXU dXbUU ]QZ_b SbUTYd bU`_bdY^W RebUQec \YcdUT RU\_g'

8c Q^ Q\dUb^QdYfU d_ Q VbQeT Q\Ubd% S_^ce]Ubc XQfU dXU bYWXd d_ `\QSU Q lSbUTYd VbUUjUm _^ Q SbUTYd bU`_bd% gXYSX gY\\

`b_XYRYd Q SbUTYd RebUQe Vb_] bU\UQcY^W Y^V_b]QdY_^ Y^ dXU SbUTYd bU`_bd gYdX_ed dXU S_^ce]Ub"c Uh`bUcc QedX_bYjQdY_^'

IXU SbUTYd VbUUjU Yc TUcYW^UT d_ `bUfU^d SbUTYd% \_Q^c% Q^T cUbfYSUc Vb_] RUY^W Q``b_fUT Y^ i_eb ^Q]U gYdX_ed i_eb

S_^cU^d'  ?_gUfUb% i_e cX_e\T RU QgQbU dXQd ecY^W Q SbUTYd VbUUjU d_ dQ[U S_^db_\ _fUb gX_ WUdc QSSUcc d_ dXU `Ubc_^Q\

Q^T VY^Q^SYQ\ Y^V_b]QdY_^ Y^ i_eb SbUTYd bU`_bd ]Qi TU\Qi% Y^dUbVUbU gYdX% _b `b_XYRYd dXU dY]U\i Q``b_fQ\ _V Q^i

ceRcUaeU^d bUaeUcd _b Q``\YSQdY_^ i_e ]Q[U bUWQbTY^W Q ^Ug \_Q^% SbUTYd% ]_bdWQWU% _b Q^i _dXUb QSS_e^d Y^f_\fY^W dXU

UhdU^cY_^ _V SbUTYd'  FebceQ^d d_ VUTUbQ\ \Qg% i_e SQ^^_d RU SXQbWUT d_ `\QSU _b \YVd Q SbUTYd VbUUjU _^ i_eb SbUTYd bU`_bd'

I_ bUaeUcd Q cUSebYdi VbUUjU% i_e gY\\ ^UUT d_ `b_fYTU dXU V_\\_gY^W Y^V_b]QdY_^3

*' =e\\ ^Q]U #Y^S\eTY^W ]YTT\U Y^YdYQ\ Qc gU\\ Qc Ab'% Hb'% @@% @@@% UdS'$4

+' H_SYQ\ HUSebYdi ^e]RUb4

,' ;QdU _V RYbdX4

-' 8TTbUccUc V_b dXU `bY_b dg_ d_ VYfU iUQbc4

.' Fb__V _V SebbU^d QTTbUcc% ceSX Qc Q SebbU^d edY\Ydi RY\\ _b dU\U`X_^U RY\\4

/' 8 \UWYR\U `X_d_S_`i _V Q W_fUb^]U^d&YcceUT YTU^dYVYSQdY_^ SQbT #cdQdU TbYfUb"c \YSU^cU _b @; SQbT% ]Y\YdQbi

YTU^dYVYSQdY_^% UdS'$4 Q^T

0' 8 S_`i _V UYdXUb dXU `_\YSU bU`_bd% Y^fUcdYWQdYfU bU`_bd% _b S_]`\QY^d d_ Q \Qg U^V_bSU]U^d QWU^Si S_^SUb^Y^W

YTU^dYdi dXUVd YV i_e QbU Q fYSdY] _V YTU^dYdi dXUVd'

HX_e\T i_e gYcX d_ `\QSU Q VbQeT Q\Ubd _b SbUTYd VbUUjU% `\UQcU S_^dQSd dXU dXbUU ]QZ_b SbUTYd bU`_bdY^W RebUQec \YcdUT

RU\_g3



/MQFC>S /SLBNF>J :N>JO;JFKJ

Xdd`c3((ggg'UaeYVQh'S_](`Ubc_^Q\(

SbUTYd&bU`_bd&cUbfYSUc(

Xdd`c3((ggg'Uh`UbYQ^'S_](XU\`( Xdd`c3((ggg'dbQ^ce^Y_^'S_](

SbUTYd&XU\`

111&+21&))-. *&111&,20&,0-+ 1,,&,2.&/2,1

<aeYVQh =bQeT 8\Ubd% F'E' 9_h *).)/2

8d\Q^dQ% >8 ,),-1&.)/2

<h`UbYQ^ =bQeT 8\Ubd% F'E' 9_h

2..-% 8\\U^% IM 0.)*,

IbQ^cJ^Y_^ =bQeT 8\Ubd% F'E' 9_h

+)))% :XUcdUb% F8 *2)*/

<aeYVQh :bUTYd =bUUjU% F'E' 9_h *).011

8d\Q^dQ% >8 ,),-1&.011

<h`UbYQ^ :bUTYd =bUUjU% F'E' 9_h

2..-% 8\\U^% IM 0.)*,

IbQ^cJ^Y_^ :bUTYd =bUUjU% F'E'

9_h */)% L__T\i^% F8 *2)2-

+AAFPFKJ>H 3JCKNI>PFKJ

N_e ]Qi VebdXUb UTeSQdU i_ebcU\V bUWQbTY^W YTU^dYdi dXUVd% VbQeT Q\Ubdc% SbUTYd VbUUjUc% Q^T dXU cdU`c i_e SQ^ dQ[U d_

`b_dUSd i_eb `Ubc_^Q\ Y^V_b]QdY_^ Ri S_^dQSdY^W dXU S_^ce]Ub bU`_bdY^W RebUQec% dXU =UTUbQ\ IbQTU :_]]YccY_^% _b i_eb

cdQdU 8dd_b^Ui >U^UbQ\' IXU =UTUbQ\ IbQTU :_]]YccY_^ ]Qi RU bUQSXUT Qd3 /)) FU^^ci\fQ^YQ 8fU^eU DL%

LQcXY^Wd_^% ;: +).1)4 ggg'YTU^dYdidXUVd'W_f4 *&100&@;&I?<=I #*&100&-,1&-,,1$4 Q^T IIN3 *&1//&/.,&-+/*'  IXU

=UTUbQ\ IbQTU :_]]YccY_^ Q\c_ U^S_ebQWUc dX_cU gX_ TYcS_fUb dXQd dXUYb Y^V_b]QdY_^ XQc RUU^ ]YcecUT d_ VY\U Q

S_]`\QY^d gYdX dXU]'  N_e SQ^ _RdQY^ VebdXUb Y^V_b]QdY_^ _^ X_g d_ VY\U ceSX Q S_]`\QY^d Ri gQi _V dXU S_^dQSd

Y^V_b]QdY_^ \YcdUT QR_fU'  N_e XQfU dXU bYWXd d_ VY\U Q `_\YSU bU`_bd YV i_e UfUb Uh`UbYU^SU YTU^dYdi dXUVd _b VbQeT'  F\UQcU

^_dU dXQd Y^ _bTUb d_ VY\U Q bU`_bd gYdX \Qg U^V_bSU]U^d V_b YTU^dYdi dXUVd% i_e gY\\ \Y[U\i ^UUT d_ `b_fYTU c_]U `b__V dXQd

i_e XQfU RUU^ Q fYSdY]'  @^cdQ^SUc _V [^_g^ _b cec`USdUT YTU^dYdi dXUVd cX_e\T Q\c_ RU bU`_bdUT d_ \Qg U^V_bSU]U^d Q^T

i_eb cdQdU 8dd_b^Ui >U^UbQ\'  IXYc ^_dYSU XQc ^_d RUU^ TU\QiUT Ri \Qg U^V_bSU]U^d'

%9; $4<=;4/= 92 #96>7.4- ;1<4018=<% dXU ;YcdbYSd _V :_\e]RYQ 8dd_b^Ui >U^UbQ\ ]Qi RU S_^dQSdUT Qd3 -)) /dX HdbUUd% DL%

LQcXY^Wd_^% ;: +)))*4 +)+&0+0&,-))4 Q^T _QW7TS'W_f'

%9; '-;A6-80 ;1<4018=<% dXU CQbi\Q^T 8dd_b^Ui >U^UbQ\ ]Qi RU S_^dQSdUT Qd3 +)) Hd' FQe\ F\QSU% */dX =\__b% 9Q\dY]_bU%

C; +*+)+4 *&-*)&.+1&1//+ _b *&111&0-,&))+,4 Q^T ggg'_QW'cdQdU']T'ec'

%9; (1? '1@4/9 ;1<4018=<! i_e XQfU bYWXdc `ebceQ^d d_ dXU =QYb :bUTYd GU`_bdY^W 8Sd% ceSX Qc dXU bYWXd d_ RU d_\T YV

Y^V_b]QdY_^ Y^ i_eb SbUTYd VY\U XQc RUU^ ecUT QWQY^cd i_e% dXU bYWXd d_ [^_g gXQd Yc Y^ i_eb SbUTYd VY\U% dXU bYWXd d_ Qc[ V_b

i_eb SbUTYd cS_bU% Q^T dXU bYWXd d_ TYc`edU Y^S_]`\UdU _b Y^QSSebQdU Y^V_b]QdY_^'  =ebdXUb% `ebceQ^d d_ dXU =QYb :bUTYd

GU`_bdY^W 8Sd% dXU S_^ce]Ub bU`_bdY^W RebUQec ]ecd S_bbUSd _b TU\UdU Y^QSSebQdU% Y^S_]`\UdU% _b e^fUbYVYQR\U Y^V_b]QdY_^4

S_^ce]Ub bU`_bdY^W QWU^SYUc ]Qi ^_d bU`_bd _edTQdUT ^UWQdYfU Y^V_b]QdY_^4 QSSUcc d_ i_eb VY\U Yc \Y]YdUT4 i_e ]ecd WYfU

i_eb S_^cU^d V_b SbUTYd bU`_bdc d_ RU `b_fYTUT d_ U]`\_iUbc4 i_e ]Qi \Y]Yd l`bUcSbUU^UTm _VVUbc _V SbUTYd Q^T Y^cebQ^SU

i_e WUd RQcUT _^ Y^V_b]QdY_^ Y^ i_eb SbUTYd bU`_bd4 Q^T i_e ]Qi cUU[ TQ]QWUc Vb_] fY_\Qd_b'  N_e ]Qi XQfU QTTYdY_^Q\

bYWXdc e^TUb dXU =QYb :bUTYd GU`_bdY^W 8Sd ^_d ce]]QbYjUT XUbU'  @TU^dYdi dXUVd fYSdY]c Q^T QSdYfU Tedi ]Y\YdQbi `Ubc_^^U\

XQfU c`USYVYS QTTYdY_^Q\ bYWXdc `ebceQ^d d_ dXU =QYb :bUTYd GU`_bdY^W 8Sd'  LU U^S_ebQWU i_e d_ bUfYUg i_eb bYWXdc

`ebceQ^d d_ dXU =QYb :bUTYd GU`_bdY^W 8Sd Ri fYcYdY^W ggg'S_^ce]UbVY^Q^SU'W_f(V(+)*.)-PSV`RPce]]QbiPi_eb&

bYWXdc&e^TUb&VSbQ'`TV% _b Ri gbYdY^W :_^ce]Ub GUc`_^cU :U^dUb% G__] *,)&8% =UTUbQ\ IbQTU :_]]YccY_^% /))

FU^^ci\fQ^YQ 8fU' D'L'% LQcXY^Wd_^% ;':' +).1)'

%9; (1? ,9;5 ;1<4018=<! dXU DUg N_b[ 8dd_b^Ui >U^UbQ\ ]Qi RU S_^dQSdUT Qd3 EVVYSU _V dXU 8dd_b^Ui >U^UbQ\% IXU

:Q`Yd_\% 8\RQ^i% DN *+++-&),-*4 *&1))&00*&00..4 _b Xdd`c3((QW'^i'W_f('

%9; (9;=3 #-;9648- ;1<4018=<% dXU D_bdX :Qb_\Y^Q 8dd_b^Ui >U^UbQ\ ]Qi RU S_^dQSdUT Qd3 2))* CQY\ HUbfYSU :U^dUb%

GQ\UYWX% D: +0/22&2))*4 *&100&.//&0++/ _b *&2*2&0*/&/)))4 Q^T ggg'^ST_Z'W_f'


