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December 6, 2022 

VIA E-MAIL

Office of the Attorney General  
Attn: Security Breach Notification  
200 St. Paul Place  
Baltimore, MD 21202 
Idtheft@oag.state.md.us

Dear Attorney General Frosh: 

I am writing on behalf of my client, scPharmaceuticals, Inc. (“scPharmaceuticals”) to 
notify you about a recent criminal cyber-attack that impacted the company.  

 Based on our investigation, we understand that the attackers gained access to 
scPharmaceuticals’ systems on or around November 18, 2022. While scPharmaceuticals 
continues to investigate the incident, we have discovered that the attackers may have accessed 
certain contractor data from scPharmaceuticals’ systems. The information impacted includes 
names and Taxpayer Identification number. 

 scPharmaceuticals is notifying residents of Maryland potentially affected by the breach 
for whom scPharmaceuticals maintains personal information. There are two residents of 
Maryland whose personal information may have been impacted. In addition to information about 
the breach, the notice will provide contact information should the individual have questions 
about the incident and resources and guidance for dealing with identity theft. A copy of the 
notice is attached.   

 Please contact me at (202) 637-3307 or marissa.boynton@lw.com in the event that you 
have any questions regarding this matter. 

Sincerely yours, 

      Marissa Boynton  
      LATHAM & WATKINS LLP 



2400 District Avenue, Suite 310, Burlington, MA 01803 
p: (781) 301-6869 | f: 857-445-4834 

www.scpharmaceuticals.com 

 

scPharmaceuticals Inc. 

 

[Date], 2022 

Notice of Data Breach 

[Name], 

On behalf of scPharmaceuticals Inc., I am writing to inform you about a recent incident 

involving your personal information. We regret that this incident occurred and take the privacy 

and security of your personal information extremely seriously.  

WHAT HAPPENED. scPharmaceuticals was recently the victim of a criminal cyber-attack. 

Based on our investigation, we understand the attackers gained access to scPharmaceuticals’ 

systems sometime on or around November 18, 2022. We are notifying you because we have 

determined that some of your personal information may have been impacted. We do not have 

any evidence that your information was taken or misused.  

WHAT INFORMATION WAS INVOLVED. The information that may have been impacted 

includes your name and Taxpayer Identification number.  

WHAT WE ARE DOING. scPharmaceuticals is committed to maintaining the privacy and 

security of your information and is taking this security incident very seriously. Since learning of 

the incident, we have taken steps to prevent any similar incident from recurring in the future. We 

conducted an internal investigation and reported the incident to the relevant law enforcement 

authorities.  

WHAT YOU CAN DO. We encourage you to remain vigilant by reviewing your financial 

account statements regularly and monitoring your credit reports for suspicious activity. You are 

entitled under U.S. law to one free credit report annually from each of the three nationwide 

consumer reporting agencies. To order your free credit report, visit www.annualcreditreport.com 

or call toll-free at 1-877-322-8228. The U.S. Federal Trade Commission provides further 

guidance on steps you can take to protect your personal information, which you can access 

online at https://www.identitytheft.gov. Additional information on steps that you can take to 

protect your identity is attached to this letter. We encourage you to review these steps and to take 

appropriate action to prevent any misuse of your information.   

FOR MORE INFORMATION. We regret that this incident has occurred. Should you have any 

questions about this matter, please do not hesitate to contact Katherine Taudvin at 

ktaudvin@scpharma.com.  



   

Other Important Information 

 

As we indicated, we recommend that you regularly review statements from your accounts and periodically obtain your 

credit report from one or more of the national credit reporting companies. You may obtain a free copy of your credit report 

online at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request 

Form (available at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 

30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit 

reporting agencies listed below. 

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com 

Experian: P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com 

TransUnion: P.O. Box 1000, Chester, PA 19022, 1-888-909-8872, www.transunion.com 

 

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate 

or do not recognize. Look for information, such as home address and Social Security number, that is not accurate. If you 

see anything you do not understand, call the credit reporting agency at the telephone number on the report. 

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and promptly 

report any suspicious activity or suspected identity theft to us and to the proper law enforcement authorities, including 

local law enforcement, your state’s attorney general and/or the Federal Trade Commission (“FTC”). You may contact the 

FTC or your state’s regulatory authority to obtain additional information about avoiding identity theft. 

Federal Trade Commission, Consumer Response Center 

600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft 
 

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft from the 

Attorney General of your state:  
 

Maryland Office of the Attorney General, Consumer Protection Division 

200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us 
 

 

For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft from 

the North Carolina Attorney General’s Office: 
 

North Carolina Attorney General’s Office, Consumer Protection Division 

9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov 

 

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors on 

notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud alert be 

placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert 

stays on your credit report for at least 90 days. You may have an extended alert placed on your credit report if you have 

already been a victim of identity theft with the appropriate documentary proof. An extended fraud alert stays on your 

credit report for seven years. You can place a fraud alert on your credit report by calling the toll-free fraud number of any 

of the three national credit reporting agencies listed below. 

 



   

Equifax:   1-800-685-1111, www.Equifax.com/personal/credit-report-services    

Experian:  1-888-EXPERIAN (888-397-3742), https://www.experian.com/help/  

TransUnion LLC: 1-888-909-8872, https://www.transunion.com/fraud-alerts  

 

Credit Freezes:  You  have the right to put a credit freeze, also known as a security freeze, on your credit file without charge. 

A credit freeze is designed to prevent potential credit grantors from accessing your credit report without your consent. If 

you place a credit freeze, potential creditors and other third parties will not be able to get access to your credit report 

unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit.  

Unlike a fraud alert, you must separately place a credit freeze on your credit file at each credit reporting company. The 

following information should be included when requesting a security freeze (documentation for you and your spouse must 

be submitted when freezing a spouse’s credit report): full name, with middle initial and any suffixes; Social Security number; 

date of birth (month, day and year); current address and previous addresses for the past five (5) years; and applicable fee 

(if any) or incident report or complaint with a law enforcement agency or the Department of Motor Vehicles. The request 

should also include a copy of a government-issued identification card, such as a driver’s license, state or military ID card, 

and a copy of a utility bill, bank or insurance statement. Each copy should be legible, display your name and current mailing 

address, and the date of issue (statement dates must be recent).  

Please contact the three major credit reporting companies as specified below to find out more information about placing 

a freeze on your credit file: 

Equifax:   1-800-685-1111, www.Equifax.com/personal/credit-report-services    

Experian:  1-888-EXPERIAN (888-397-3742), www.experian.com/help 

TransUnion LLC: 1-888-909-8872, https://www.transunion.com/credit-freeze  

 

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national credit 

reporting agencies listed above. 

 

 

 

 

 

 

 

 

 

 


