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I would like to inform you of a notification incident that occurred at MainStreet Bank.  We have identified unauthorized 
access of a third-party system that occurred between October 24th 2022 02:48 UTC and November 1st 2022 15:00 
UTC.  We have disabled the suspicious accounts, forced password changes of all employee accounts in this system, and 
made additional account and security changes to the platform to reduce the possibility of future account compromise.    
 
This system contains a small subset of customer records and is totally isolated from our Core system.  We have currently 
identified 23 suspicious IP addresses, 10 compromised user accounts, 121 suspicious web requests, and 38 documents 
related to this incident. 
 
We will be sending breach notifications to 80 individuals, 14 of which have Maryland addresses listed as their residence 
address. Please let me know if you require any additional information.  Thank you.   
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