
SCHRADER BRIDGEPORT

December 20, 2022
Jeff Karberg, Administrator of the
Identity Theft Program
Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202
Idtheft@oag.state.md.us

Dear Mr. Karberg:

In accordance with Maryland Personal Information Protection Act, please accept this letter as
our notice to the Office of the Attorney General, in accordance with Maryland Commercial Law Code
§ 14-3504.

On or about October 24, 2022 Schrader-Pacific (“Schrader”) became aware that it was the
victim of a ransomware attack. Immediately, Schrader’s management, IT, and third-party experts were
engaged to investigate the incident, secure personal information, and protect Schrader’s network from
compromise. Law enforcement was notified, and we commenced an investigation to determine the
nature and scope of the incident.

To date, our investigation has revealed that sometime between October 6 and 24, 2022, threat
actors gained access to Schrader’s IT environment likely through a phishing campaign. The threat
actors were able to acquire a limited set of data from Schrader’s network before being detected.
Therefore, approximately 3 Maryland residents may have been affected by this data incident.

In accordance with Maryland law,Schrader is notifying those potentially affected. The notices
to those affected will contain information about the incident, how to protect themselves, and how to
obtain free credit reports. The draft notice letter is enclosed herein.

Notice to the Attorney General was delayed due to Schrader’s efforts to identify affected
individuals from systems that were identified as compromised.

For further information about this data incident, you may contact Darius Davenport, at
ddavenport^cwm-law.com.

Sincerely,

Kersi Dordi
General Manager

Enclosure

205 Frazier Road
Altavista, VA 24517
Phone 434-369-4741 •Fax 434-369-6592



SCHRADER BRIDGEPORT
«Date» ( Format: Month Day, Year)

«first_name»«middle_name»«last_name»«suffix»
«address_1»
«address_2»
«city»,«state_province»«postal_code»
«country»

Dear«first_name»«middle_name»«last_name»«suffix»,
Schrader-Pacific (“Schrader”) writes to notify you of a data security incident that may have impacted you. This letter is to
inform you about the incident, our response, and steps you may take to protect against possible misuse of your personal
information, should you feel it appropriate to do so.
What Happened? On or about October 24, 2022, Schrader became aware that it was the victim of a data incident.
Immediately, Schrader’s management, IT, and leading third-party cybersecurity experts were engaged to investigate the
incident, secure personal information, and protect Schrader’s network from compromise. Law enforcement was notified,
and we commenced an investigation to determine the nature and scope of the incident.
To date, our investigation has revealed that sometime between October 6 and 24, 2022 threat actors gained access to
Schrader’s IT environment. The threat actors were able to acquire a limited set of data from Schrader’s network before
being detected. Despite the fact that the threat actors acquired a limited set of data, we are informing all Schrader
employees out of an abundance of caution. We want you to know that Schrader has further fortified its network defenses
to prevent future attacks of this nature.
Possible Information That Was Involved? It is possible that your full name or first initial and last name combined with
your Social Security number, date of birth, passport number or financial account information may have been seen or
accessed. This information is called your personal information. It tells others about you and is a part of your identity.

What We Are Doing. We take the confidentiality, privacy, and security of information in our care seriously. Law
enforcement was notified, and we commenced an investigation to determine the nature and scope of the incident. While
investigation remains ongoing, we are taking steps now to implement additional safeguards and review policies and
procedures relating to data privacy and security.
Schrader has implemented additional security measures designed to further protect the privacy of our employees, residents
and vendors. Among other steps taken, we have engaged a leading strategic service provider to monitor our cybersecurity
systems, reviewed our system’s architecture, and implemented stronger policies to prevent future attacks.
To help relieve concerns and restore confidence following this incident, we have secured the services of Kroll to provide
identity monitoring at no cost to you for two years. Kroll is a global leader in risk mitigation and response, and their team
has extensive experience helping people who have sustained an unintentional exposure of confidential data. Your identity
monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration.

Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services.
You have until«b2b_text_6(activation deadline)»to activate your identity monitoring services.
Membership Number:«Membership Number s_n»

For more information about Kroll and your Identity Monitoring services, you can visit info.krollmonitoring.com.
Additional information describing your services is included with this letter.
















