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January 17, 2023

Brian E. Frosh
Attorney General of Maryland
200 St. Paul Place
Baltimore, MD 21202
ldtheft@oag.state.md.us

Re: 1st Franklin Financial Corporation - Notice of Data Security Incident

Dear Mr. Frosh:

I serve as outside legal counsel to 1st Franklin Financial Corporation (“1FFC”) and the 1st

Franklin Financial Corporation Master Welfare Benefit Program (the “Plan”). 1FFC is a
financial services company with its principal office located at 135 E. Tugalo Street,
Toccoa, GA 30577.1 The Plan is IFFC’s company-sponsored employee benefit plan,
which includes a self-insured health insurance plan.2

This correspondence is to notify you of a security incident at 1FFC that occurred between
November 17 - 18, 2022, involving the unauthorized encryption of certain electronic files
within the company’s network environment. 1FFC immediately took steps to address the
situation, promptly changing passwords and blocking the unauthorized access.

Third-party forensic experts were also engaged to investigate and remediate this incident.
Findings from the investigation indicate that during the incident an unauthorized third
party may have accessed and/or exfiltrated data from certain file folders in IFFC’s
network. On or about December 15, 2022, 1FFC determined that the potentially-impacted
files may contain personally identifiable information. From there, 1FFC conducted a
review of the data (which involved a combination of automated and eyes-on examination
of the impacted files) to identify individuals whose personal information may have been

1 By providing ibis notice, 1FFC and the Plan do not waive any rights or defenses regarding the applicability of your
State’s law, the applicability of your State’s data event notification statute, or personal jurisdiction.
2 The Plan is also providing notice to consumers in accordance with potential notification requirements
the Health Information Portability and Accountability Act ("HIPAA").
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