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IDtheft@oag.state. md.us:

Re: Notice of Cybersecurity Incident
To Whom It May Concern:

~ Pursuant to'Md. Code Ann., Com. Law § 143504, AIG Claims, Inc. {("AlG
Claims”) provides notice of a cybersecunty incident that oecurred at AlG Claimg'
vendor, Elevate Services, Inc: (“Elevate’), between March 5, 2022, and Marchi 15,
2022 (the “Elevate Security Inicident’ or the “Incident”). To be: clear there has been
no impact to AIG Claims” operations or systems as a resuit of this Incident. AIG
Claims is a subsidiary member of American Internationai Group, Inc., a global
insurance organization, and provides claims administration services for claims
made against the insureds of its insurance company affiliates. Elevate provided AIG:
Claims with specialized administration services relating to the evaluation of certain
claims. Elevate’s principal place of business is 2375 E. Camelback Road, Suite
690, Phoenix, AZ 85016.

AIG Claims has determined that a number of individuals whose ciaims were
administered by AIG Claims were among those identified by Elevate as among
those whose data was affected in the: Elevate Security Incident. We confirmed on
January 25, 2023 that that data included one individual residing in'Maryland. The
types of personal information-exposed included: name, medical information, and
health insurance information. According to Elevate, while it was able to determine
which servers the threat acfors had access to, it was-not able to, in ali cases,
identify whather such data was; in fact, accessed or exfilti'afe_d'.by the threat actors.
Accordingly, AIG Claims is treating all data as though it were exfiltrated.

_ _ AlG .Claims first became aware of the Elevate Security Incident on
December 5, 2022, via .a phone call from Elevate. At the time, it was not-clear what

data from AIG Claims, if any, were involved. According to Elevate, it had previously
attempted to not'ify AIG Claims about'the Incident in November 2022, after

completing its review of the affected data files to alfribute them to clients, but AIG
Claims has no record of receiving that notice: Duririg the December 5th call, and in
subseduent exchanges Elevate informed AIG Claims-that, while it had identified

certain individuals purportedly associated with data belonging to AlG Claims, it had

not ascertained the specific data elements contained in-those data nor had it
verified states of residency for.any of those individuals,

On December 22, 2022, at AIG: Claims’ request, Elevate shared the affected
data files purportedly assoclated with AIG Claims. AlG Claims began its review that
same day to evaluate its data breach notification abligations. On December 23,
2022, AIG Claims confirmed that data, including PIl, belonging toits insureds’
claimants were included in the affected dataset, and matéhed that data to the

affected individuals’ states of residency. AIG Clalms corripleted its review on



AlG

January 25, 2023, eonfirming that only one individual's information was involved.
Based on this information, AlG Claims deterimined that it would be required to notify
your office about this incident.

Etevate has represented to AIG Claims that it engaged third-party vendors
to.respond to the incident and-that one of these vendors concluded on June 7,

2022, that there were no lingering threats to Elevate's systems. Elevate has also
‘reparted that it has hardened its.|T security and deployed continuous monitering:

technology on its endpoints. Notice to individuals was not delayed as a result of a
law enforcement investigation. To date, AlG Claims has received no reports of
identity theft.or fraud from affecied individuals. AIG Claims understands that it is.

_one of many Elevate customers impacted by the tncident and does not appear fo

have been targeted specifically.

~ Although AIG Claims’ systems were not impacted by Elevate's Security
Incident, AIG Claims is assessing whether any of its policies, procedures, or
training would behefit fraorn any enhancements in light of the Elevate Security

Incident.

AlG Claims takes the protection of personal information very seriously and

1% committed to answering any guestions your office may have. Please do not

hesitate to.contact me at Conrad.Naas@AlG.com or (212) 458-9153.
Respectfully yours,

@M ) Voo
Conrad J. Naas

Senior Vice President and Deputy General Counsel
AlG Claims, Inc.
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<<Pate>> | Format: Month Day., Year)
<<firsi. name>> <<middle_name>> <<fast_name>> e<suffix>>.
<zaddress_i»>
<<addrass 2>
<<gity>>, <<state_province>> <<postal_code>>
<<coufry>>

<<Ph text 1{Rer Noticg of Data Breaclyy»

Dear <<first_names> <<{gsi_pames>,

On-behalf of AlG: Clalms, Inc., Elevate Services, Inc: (“Elevate” or “we™) is wrltmg to inform you of a recent data Security
event that occurred at Elevate that may involve: some of your personal information. Elevate acts. s a third-party service
provider to AIG Claims, Inc. to carry out insurance claims administration services. Both Elq\_fate and AIG Claims, Inc. take

the protection of your personal information very seriously and deeply. regret that this incident occurred. Although we are

unaware of any cases. of identity theft as a result of this incident, we are providing you with information about the event,.
Elevate’s response, and steps:you may take to better protect against the possibility. of identity theft and fraud.

What Happened? On March 14, 2022, we became aware that certain computer systens in out environment were inaccessible
as a result of malicious file encryption; including some we used to store data’'on ‘behalf of AIG Claims, Inc. We immediately
took steps 1o secure our systems and Taunched an irivestigation to determine the fuil nature and scope- of the event. We also
promptly notified federal law enforcement. Through our investigation, we determined that a malicious actor gained access toa
limited number of our systems between Match 5, 2022 and March 15, 2022,:and certain files on those systems were accessed
and downloaded By the malicious actor.

We performed a réview of the contents of the affected systems to determine what information could have been contained in
the impacted files and to whom the information felated. Upon completien-of the review, we then conducted a mariual review
of our records to confirm the identities of individuals potentially affected by this eventand the Elevate customers; including
AIG Claims; Inc., with whom they were associated,

‘What Information Was.Involved? The scope of your personal information that was affected. includes the following

types of information rélating to you: <<h2b _text 3{dats elementsyso.

What We Are Doing. We take this event and the security of your | information very seriously. Upon becoming aware of the
event, we immediately took steps to'secure our systems. We also conducted an investigation to confirm the nature and scope
ofthe activity and determine who may be-affected. This notification was not delayed due 't any law enforcement investigation,
Addltionaily, while we have safeguards in place to protect data in our care, we further enhanced our technical and
administrative processes as part of our ongoing commitment to data security: As ari additional precaution, we-are offering

-comphmentary credit- monitoring and identity restoration services for twelve (12) months through Kroll. For enroliment
-instructions, see below under-“Steps You Can Take to Protect: Personal Information.”
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What You Can Do, We encourage you to remain vigilant against incidents of identity theft and fraud, to review your
account statements, and monitor your credit reports for suspicious activity and to detect errors. You may also review the
information contained i the enclosed “Steps You'Can Také to Protect Personal Information;” ‘There you witl find more.
information on the éredit monitoring and identity restoration services we are making available to you. While we wilt cover
the cost of these services, you will need to complete the: athatlon_process Enroilment instructions.are enclosed with this
Tettet.

For More Information. If you have additional questioris, please call our dedicated-assistance line at (855) 624-3241,

‘Monday through Friday, 9:00'am to 6:30 pm Eastern Standard Time (except U.S. holidays). You may also write to Elevate
.at 2375 E. Camelback Road, Suite 690, Phoenix; AZ 85016.

‘Sincerely,

Steve Harmon _
Chief Operating Officer & General Counsel
Elévate Services, Inc.




STEPS YOU CAN TAKE TO.PROTECT PERSONAL
INFORMATION Activate 'Identit-v Monitoring 'Ser.'v'i'ces

To help relieve concerns and restore confidence followmg this incident, we have secured the services of Kroil to.provide
identity monitoring at no cost to you for one’ ‘year. Kroll is a giobal leader in risk mitigation and response, and.their team
has extensive: experlence helping people who have sustained an unintentional exposure of confidential data. Your identity
monitoring services include Credit Monitoting, Web Watcher, Public Persona, Quick Cash Scan, $1 Million Identity Fraud
Loss Reimbursement, Fraud Consultation, and Identity Thefi Restoration.

Visit hitps://enroll.krojlmonitoring.cont o activate'and take advantage Of'.y()ur.identity monitoring services.
You have until <<b2b_text_d(ActivationDeddfine}== to’ activate your :denmy monitoring services.
Membership Number: <<MembershipNumber (8§ N>

'For moré information about:Kroll and your Identity Monitoring services, you can visit info.krollmonitoing.com.

KROLL

TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You have been provided with access to the following services from Kroll:

Single Bureau Credit Monitoring

You will receive alerts-when there are changes to your credit data——for instance, when a new line of credit is applied for
in.your name, If you do not recognize the activity, you'll have the option to call a Kroll fraud'specialist, who will be able
to help you determine if it is an indicator of identity theft.

Web Watcher _ _ _ _
Web Watcher monitors internet sites.where criminals may buy, sell, and trade personal identity information. An alert will
be generated if evidence of your personal identity information. is found.

Public Persona
Public Persona monitors and notifies when names, aliases, and addresses bécome associated withyour Sooial Security
number. i 1nformat10n is found _you:wlll_ receive an alert.

Quick Cash Scan-
Quick Cash Scan monitors short-term and cash-advance loan sources, You will receive an alert when a loan‘is reported,
and you can ¢all a Kroll fraud specialist for more information.

$1 Million Identity Fraud Loss Reimbursement
Reimburses you for out-of-pocket expenses totaling up to $1 million in covered legal costs and expenses for any one
stolen identity event. All coverage is subject to the conditions and exclusions in the policy.

_Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most effective
ways to help protect your identity, explamlng yolur rights-and protections under the law, assistance with fraud alerts, and
interpreting how-personal information is accessed and used, including investigating suspicious activity that could be tied:
to an identity theft event.

Identity Theft Restoration

If you becoine a victim of identjty theft, an experienced Kroll licensed investigator will work on your-behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do miost of the work:
for yon. Your investigator will be:able to dig deep to uncover the scope of the identity theft, and then work to resolve it.

Kroll's activation website is only compatible with the tuttent version of -one version earlier of Chrome, Firefos, Safari and Edge:
To receive credit services, you must bé over the age of 18 and have establishéd credit i the U.S:, have a Spcial Security number in your
narme, and have-a U.S. residential dddress associated with your credit file.

Monitor Your Accounts

'Undet U.S: law, a-consurnet is entitled to one free credit teport annually. from each of the three major credit reporting
bureaus, Equlfax, Experian, and Transtnion. To order your freeé credit réport, visit wwwv.annualereditreport.com or call,
‘toll-freé, 1-877-322-8228. You may also directly contact the three major eredit reporting bureaus listed below to request
a free copy of your credit report.




Cornisumers have the right to place an initial or extended “fraud alert” on:a credit file.at'no cost. An initial fraud: alert is-a
‘one-year alert that is placed on a consumnier’s.credit file. Upon seeing a fraud alert display on a consumer’s credit file, a
business is required to take steps to verify the consumer’s tdentxty before extending new credit, H you are a victim of
identity theft, your are entittéd to an extended fraud alert, which is a fraud alert lasting seven years. Should you wish to
place a fraud alert, pledse contact any one of thé three major credit reporting bureaus listed below.

As an alternative to a fraud alert, consumers have the right to place a “credit freeze™ on a credit report, which will prohibit
a credit buréau from releasing information in the credit report without the consumer’s: express authorization. The credit
freeze is designed to prevent credit, loans, and servicesfrom being:approved in your name withiout your coiisent, However,
you. stiould be aware that using a credit freeze to take control over who-gets access to the personal and financial information
in your credit report may -delay, interfere with, or prohibit the timely approval of any subsequent request or application
you make regarding a new loan, credit, mortgage, or any- other account involving the extension of credit.. Pursuant to
federal law, you cannot be charged to place or lift a credit freeze on your credit report. To request d security freeze, you
will need to provide the following information:

Full naine (including middle initial as*well as Jr., Sr., 1L, UL, efc.);
Social Security humber;
Dhate:of birth;
Addresses for the prior twa to five years;
Proof of current address, such as a current utility bill or télephone bill;
A legible photocopy of a governmerit-issued idenitification card (state diiver’s licerise or ID card, etc.): and
. A copy of eithér the police Teport, investigative report, or complaint to a law enforcement agency concerning
identity: theft if you are-a victim of” Identlty theft.
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Should you wish to place a credit freeze, please contact the three major credit reporting bureaus listed below:

Eouifax. Experian TransUnion
“https:/fwww.equifax.com/personal/ | hitps:/fwww.experian.com/help/ hitps://www transiunion.com/credit-
credit-report-services/ ' help.
1-888-298-0045 1-888:397-3742 1-800-916-8800
Equifax Fraud Alert, P.O. Box 105069 Experian Fraud Alert, P.O. Box 9554, | TransUnien Fraud Alest, P.O. Box
Atlanta, GA 303485069 | Allen, TX 75013 2000; Chester; PA 19016
[Equifax Credit Freeze, P:0O. Box | Experian‘Credit Freeze, P.O. TransUnion Credit Freéze, P.O. Box
105788 Atlanta;, GA 303485788 Box 9554; Allen, TX 75013 160, Woodlyn, PA 19094

Additional Information

You may further educate yourself regarding identity theft, fraud alerts, credit freezes, and the steps you can take to protect
your personal information by contacting the consumer reporting bureaus, the F ederal Trade Commiission, or yout state
aftorney- general,” The Federal Trade Commission (“FTC™) may be reached at: 600 Pennsylvania Avenue' NW,
Washington, DC 20580; www.identitvtheft.zov; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The
Federal Trade Commission also encourages those who discover that their information has been misused to file a complaint
with them. You can obtain further information on how to file such a complaint by way of the contact information listed
above. Yoir-have the right to-file a police report if you ever experience identity theft or fraud. Please noteta file a report
with law enforcement for identity theft, you will likely need to provide some proof that you have been a victim. Instarices
of known or quspected identity. theft should also be reported to law enforcement and your state attorney: general. This
notice has not been delayed by law-enforcement.

For Arkansas, California, Colorado, Flovida, Hlinois, Iowa, Kansas, Missouri, Nevada, Ohio; South Caroliria, Texas,

Yirginia residents, you may obtain oné or-more (depending on the state) additional copies of your credit report, free of
charge. You iiust contact each of the credit bureaus directly to obtain such additional repert(s). You may obtain information
froin'the Federal Trade Commission and the credit regorting agencies about fraud alerts and security freezes.

For Maryland re wdents the- Maryl'and At'tomey Generai h‘lay be contacted at: 200 St. Paut Place, 16th Floor; Baltimore,

For New Mex:co resrdenrs you have: rlghts purquant to the Fair Credit: Reportmg Act, such as the right to be told if
Ainformation in your credit file has been used against you, the right to know what is in your- credit file, the right to ask for
your crédit score, and tie: nght to dispute incomiplete or inaccurate information. Further, pursuant to the. Fair. Credit
Reporting Act, the consumer- reporting bureaus must correct or delete inaccurate, incomplete, or unveritiabie mformatlon,
consummer reporting’ agencies may notreport dutdated negative information; access to-your file is limited; you miust give
your-consent for credit reports to be provided to éniployers; you may limit “prescreeticd” offers of credit



and insurance you get based on information:in your credit report; and you may seek damages from violator. You may have
additional rights under the Fair Credit Reporting Actnot summarized here. Identity theft victims and active~duty military
personnel have specific additional rights pursuant to the Fair Credit. Reporting Act. We encourage you to review your
rights. purstant to. the Fair Credit Reporting Act by visiting www.consumeifinance. pov/f/201504_cfob_summary_ your-
rights-under-fera.pdf, ‘or by writing Consumer Response Center, Room. 130-A, Fedetal Trade Commission, 600
Pennsylvania Ave. N.W.; Washington, D.C. 20580.

For Rhode Island residents, the Rhode Tsland Attorney General may be reached at: 150 South Main Street, Providence,
RI 07903 www.riag.ri.gov: and 1-401-274-4400. Under Rhode Island law, you have the right to.obtain any police report
filed in regard to this event. There are # Rhode Istand residents impacted by this event.




