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Good afternoon:  
Pursuant to Md. Code Ann. Comm. Law 14-3504, I am providing notice of a security incident and a sample notice letter 
that will be delivered to affected individuals by my client, Majestic Care of Middletown (“Majestic Care”), after March 
28, 2023 via first class U.S. mail.  My client is providing this notice as expediently as possible having confirmed the scope 
of the incident, the number of individuals impacted, and its obligations under applicable state law.  
 
Incident and Unauthorized Disclosure 
On December 13, 2022, Majestic Care first learned of a security incident that disrupted access to Majestic Care 
information systems (the “Incident”).  The disruption to Majestic Care information systems lasted from December 13, 
2022 until access was restored on or about December 16, 2022.  Upon discovery of the Incident, Majestic Care 
immediately engaged a trusted third-party forensics firm to assist in ending the disruption to Majestic Care information 
systems as well as understanding the scope and impact of the Incident.  Based on its investigation, Majestic Care learned 
that the attack was made possible by an unauthorized individual through malicious software on its internal systems and 
that the initial instance of unauthorized access began on December 9, 2022.  Majestic Care has worked with its third-
party forensics firm to secure all systems, remediate any risks, and successfully and securely bring our systems back 
online, while adopting additional technical and organizational tools to address system vulnerabilities.  On February 3, 
2023, Majestic Care learned that in addition to the disrupted access to Majestic Care information systems, the Incident 
may have also resulted in the unauthorized access, viewing, or removal of personally identifiable information from its 
systems. On March 15, 2023, after analyzing impacted data sets provided by forensics, Majestic Care confirmed that the 
personally identifiable information of one (1) Maryland resident may have been impacted.   Once aware of the Incident 
and its potential impact on personal information, Majestic Care began analyzing the impacted files to better understand 
what personal information was potentially at risk, and began to provide notice to individuals and governmental 
authorities, as applicable. 
 
Maryland Individuals Impacted 
Upon learning of the Incident and the indication that personally identifiable information may have been at risk, Majestic 
Care immediately began reviewing files that may have been impacted.  Majestic Care confirmed that the personally 
identifiable information of one (1) Maryland resident may have been impacted.  Majestic Care has been working since 
then to confirm the individuals, states of residence, and data at risk.  
 
Potentially Compromised Information 
As described in the attached sample notice letter, personally identifiable information that could have been potentially 
accessed or viewed as a result of the Incident may have included:  

 First and last name; 

 Mailing address; 
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 Date of birth; 

 Telephone number; 

 Driver’s license number; 

 Social Security number; and  

 Information related to healthcare payment and treatment.  
 
Response and Remediation 
Majestic Care is continuing its due diligence, including engaging additional resources and experts and evaluating the 
extent of risk to personally identifiable information.  Majestic Care is working to continue to improve its practices and 
systems to prevent another attack, disruption of services, or disclosure of information.  Majestic Care continues to retain 
its trusted third-party forensics firm to assess its remediation efforts and adopt additional safeguards, such as endpoint 
detection and response tools and multifactor authentication.  Majestic Care is also reviewing and investing in additional 
technical and administrative safeguards used on its networks.  
 
In addition, Majestic Care has offered the single Maryland resident impacted by the Incident 12-motnhs of credit 
monitoring services free of charge through Experian.  
 
Should you have any questions regarding this matter, please do not hesitate to contact me.  
 
Sincerely, 
Zachary Heck, Esq., CIPP/US/E, CIPM 
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Notification of Security Incident 
Majestic Care of Middletown (“Majestic Care”) takes the security and protection of you and your loves ones’ personal 
information seriously.  We are providing you with this letter to make you aware of a security incident that may have 
resulted in the unauthorized access or viewing of your personal information or the personal information of a Majestic 
Care patient that identified you as a personal representative or next of kin.   
 
What Happened 
On December 13, 2022, we first learned of a security incident that disrupted access to Majestic Care information 
systems (the “Incident”).  The disruption to Majestic Care information systems lasted from December 13, 2022 until 
access was restored on or about December 16, 2022.  Upon discovery of the Incident, Majestic Care immediately 
engaged a trusted third-party forensics firm to assist in ending the disruption to Majestic Care information systems as 
well as understanding the scope and impact of the Incident.  Based on our investigation, we learned that the attack was 
made possible by an unauthorized individual through malicious software on our internal systems and that the initial 
instance of unauthorized access began on December 9, 2022.  We have worked with our third-party forensics firm to 
secure all systems, remediate any risks, and successfully and securely bring our systems back online, while adopting 
additional technical and organizational tools to address system vulnerabilities.  On February 3, 2023, Majestic Care 
learned that in addition to the disrupted access to Majestic Care information systems, the Incident may have also resulted 
in the unauthorized access, viewing, or removal of your protected health information from our systems.  Once aware of 
the Incident and its potential impact on personal information, we began analyzing the impacted files to better understand 
what personal information was potentially at risk, and we began to provide notice to individuals and governmental 
authorities, as applicable.  
 
What Information Was Involved 
Although Majestic Care has confirmed unauthorized access to its information systems between December 9, 2022 and 
December 16, 2022, there is no conclusive evidence that the intruder has used or disclosed any of the accessible personal 
information.  At this point in our investigation, we can neither confirm nor deny that any personal information was 
successfully exfiltrated by the intruder.  In an abundance of caution, we are informing you that the intruder may have 
accessed, viewed, or removed from our systems the following categories of protected health information:  first and last 
name; mailing address; date of birth; telephone number; driver’s license number; Social Security number; and 
information related to healthcare payment and treatment.  
 
What We Did and What We Are Doing 
Upon learning of the Incident, we immediately took protective measures to understand the Incident’s scope and to 
secure our systems and data.  We engaged a third-party forensics firm to investigate the Incident, identify the root cause, 
and determine the scope of accessible information.  We have carefully brought our systems back online, and we continue 
to closely monitor our network and information systems for unusual activity.  Additionally, we are continuing our due 
diligence efforts, including engaging as appropriate, additional resources and experts and evaluating the extent of risk 
to personal information. 
 
We will continue to implement the recommendations from our third-party forensics firm to further improve Majestic 
Care’s administrative, technical, and physical safeguards.   
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report available.  If you request a credit thaw online or by phone, the credit bureaus are required by law to complete the 
request within one hour.  If you request the thaw by regular mail, the credit bureaus have three business days after 
receiving your request to lift the security freeze for those identified entities or for the specified period of time. 
 
The Federal Trade Commission (FTC) provides more information about how to protect your identity at either 
https://www.ftc.gov/ or https://www.identitytheft.gov/.  You may also find additional information on any applicable 
rights under the Fair Credit Reporting Act.  You can contact the FTC using the information below.  
 

Federal Trade Commission - 1-202-326-2222 
Bureau of Consumer Protection 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 

 
For Maryland Residents: You may also contact the 
Maryland Attorney General’s Office for more 
information about how to protect your identity by using 
the information below: 
 
Attorney General Anthony G. Brown 
200 St. Paul Place 
Baltimore, MD 21202 
Phone: 410-528-8662 
Website: https://www.marylandattorneygeneral.gov/ 

For New York Residents: You may also contact the 
New York Attorney General’s Office for more 
information about how to protect your identity by 
using the information below: 
 
Attorney General Letitia James 
Toll Free Phone Number:  
(800) 771-7755 
Website: https://ag.ny.gov/ 

For North Carolina Residents:  You may also contact 
the North Carolina Attorney General’s Office for more 
information about how to protect your identity by using 
the information below: 
 
Attorney General Josh Stein  
9001 Mail Service Center  
Raleigh, NC 27699-9001 
Toll Free in NC: 1-877-566-7226 
Outside NC:  919-716-6000  
Website: https://ncdoj.gov/ 

For Washington D.C. Residents:  You may also 
contact the Washington D.C. Attorney General’s 
Office for more information about how to protect your 
identity by using the information below: 
 
Attorney General Brian Schwalb 
400 6th St. NW 
Washington, D.C. 20001 
Phone: (202)-727-3400 
Website: https://oag.dc.gov/ 

 
Again, we sincerely regret that this Incident has occurred.  If you have any questions, please contact us at: 
Contact:   Majestic Care of Middletown 
Email:  security@majesticcare.com    
Telephone:  (888) 397-0071 (please reference engagement number B088542)  
Address: 777 E. Main St., Westfield, IN 46074 
 
Sincerely,  
 
 
 
 
Donn Kump 
Privacy & Security Officer 
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Experian – Credit Monitoring Information 
 

To help protect your identity, we are offering a complimentary 12-month membership of Experian’s®  IdentityWorksSM.  
This product provides you with superior identity detection and resolution of identity theft.  To activate your membership 
and start monitoring your personal information please follow the steps below:  
 

• Ensure that you enroll by: June 30, 2023 (Your code will not work after this date.) 
• Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit 
• Provide your activation code:  

 
If you have questions about the product, need assistance with identity restoration or would like an alternative to 
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at (888) 397-0071 by June 
30, 2023.  Be prepared to provide engagement number B088542 as proof of eligibility for the identity restoration 
services by Experian. 
 
 

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS 
MEMBERSHIP: 

               
A credit card is not required for enrollment in Experian IdentityWorks. 
 
You can contact Experian immediately regarding any fraud issues, and have access to the following features once you 
enroll in Experian IdentityWorks:   

 
 Experian credit report at signup: See what information is associated with your credit file.  Daily credit 

reports are available for online members only.* 
 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration agents are immediately available to help you address credit and 

non-credit related fraud. 
 Experian IdentityWorks ExtendCARETM:  You receive the same high-level of Identity Restoration 

support even after your Experian IdentityWorks membership has expired. 
 Up to $1 Million Identity Theft Insurance**:  Provides coverage for certain costs and unauthorized 

electronic fund transfers. 
 
If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve 
those issues, please reach out to an Experian agent at (888) 397-0071.  If, after discussing your situation with an agent, 
it is determined that Identity Restoration support is needed, then an Experian Identity Restoration  agent is available to 
work with you to investigate and resolve each incident of fraud that occurred (including, as appropriate, helping you 
with contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit 
file with the three major credit bureaus; and assisting you with contacting government agencies to help restore your 
identity to its proper condition). 
 
Please note that this Identity Restoration support is available to you for three months from the date of this letter and 
does not require any action on your part at this time.  The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration.  You will also find self-help tips and information about identity protection at 
this site. 
 
* Offline members will be eligible to call for additional reports quarterly after enrolling. 
 
** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 
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