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Colin M. Battersby   
Direct Dial: 248-593-2952 
E-mail: cbattersby@mcdonaldhopkins.com 
 

April 21, 2023 
 
 
VIA EMAIL (Idtheft@oag.state.md.us) 

Anthony G. Brown 
Office of the Attorney General 
St. Paul Plaza 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202  
 
 
 Re: Oxenham Group – Incident Notification  
 
Dear Mr. Brown: 
 
 McDonald Hopkins PLC represents Oxenham Group. I am writing to provide notification 
of an incident at Oxenham Group that may affect the security of personal information of 
approximately three (3) Maryland residents. Oxenham Group’s investigation is ongoing, and this 
notification will be supplemented with any new or significant facts or findings subsequent to this 
submission, if any. By providing this notice, Oxenham Group does not waive any rights or 
defenses regarding the applicability of Maryland law or personal jurisdiction. 
  
 On or about December 8, 2022, Oxenham Group discovered an outgoing spam email 
campaign that appeared to be from one of its employee email accounts. Upon discovering this, 
Oxenham Group’s technology team acted quickly to reset passwords and ensure the security of its 
systems. At that time, Oxenham Group began a comprehensive review of the impacted data to 
determine the types of protected information that may have been exposed and to identify 
individuals potentially impacted by the incident. On March 23, 2023, Oxenham Group concluded 
its review and determined that the incident involved 3 Maryland residents. Further, on April 19, 
2023, Oxenham Group located the most recent contact information for these individuals. The 
personal information potentially obtained included first and last name and one or more of the 
following: date of birth, social security number, tax ID, and bank account information. 

 Oxenham Group wanted to inform you (and the affected residents) of the incident and 
explain the steps that it is taking to help safeguard the affected residents against identity fraud. 
Oxenham Group is providing the affected residents with written notification of this incident 
commencing on or about April 24, 2023 in substantially the same form as the letter attached hereto. 
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Oxenham Group is offering the affected residents whose Social Security numbers were potentially 
impacted complimentary one-year memberships with a credit monitoring service. Oxenham Group 
is advising the affected residents about the process for placing fraud alerts and/or security freezes 
on their credit files and obtaining free credit reports. The affected residents are also being provided 
with the contact information for the Maryland Attorney General’s office, the consumer reporting 
agencies and the Federal Trade Commission.  

At Oxenham Group, protecting the privacy of personal information is a top priority. 
Oxenham Group is committed to maintaining the privacy of personal information in its possession 
and has taken many precautions to safeguard it. Oxenham Group continually evaluates and 
modifies its practices and internal controls to enhance the security and privacy of personal 
information.  
 

Should you have any questions concerning this notification, please contact me at (248) 
593-2952 or cbattersby@mcdonaldhopkins.com. Thank you for your cooperation. 

 
Very truly yours, 

    Colin M. Battersby 
 
Encl. 
 



Re: Notice of a Data Security Incident

Dear , 

The privacy and security of the personal information we maintain is of the utmost importance to Oxenham 
Group, LLC Oxenham Group
security incident that involved some of your information. We want to provide you with information about 
the incident, what we did in response, and steps you can take to protect yourself against possible misuse of 
the information. 

What Happened? 

On or about December 8, 2022, we discovered an outgoing spam email campaign that appeared to be from 
one of our employee email accounts. When we discovered the suspicious activity, our technology team 
acted quickly to reset passwords and ensure the security of our systems. 

What We Are Doing. 

Based on the results of our investigation, on March 23, 2023, we determined that your information was 
contained within the compromised email account and therefore potentially subject to unauthorized access. 

What Information Was Involved.  

The information involved contained your 

What You Can Do. 

We wanted to make you aware of the incident and suggest steps that you should take to protect yourself. 
This letter provides precautionary measures you can take to protect your personal information, including 
placing a fraud alert and/or security freeze on your credit files, and/or obtaining a free credit report. If your 
bank account information was impacted, we recommend that you contact your financial institution to 
inquire about steps to take to protect your account, including whether you should close your account or 
obtain a new account number. Additionally, you should always remain vigilant in reviewing your financial 
account statements and credit reports for fraudulent or irregular activity on a regular basis.  

Finally, we are providing you with access to Single Bureau Credit Monitoring/Single Bureau Credit 
Report/Single Bureau Credit Score services at no charge. These services provide you with alerts for 12 
months from the date of enrollment when changes occur to your credit file.  This notification is sent to you 
the same day that the change or update takes place with the bureau. These services will be provided by 
Cyberscout through Identity Force, a TransUnion company specializing in fraud assistance and remediation 
services.  



  

To enroll in Credit Monitoring services at no charge, please log on to 
 and follow the instructions provided. When prompted 

please provide the following unique code to receive services: .
 
In order for you to receive the monitoring services described above, you must enroll within 90 days from 
the date of this letter.  The enrollment requires an internet connection and e-mail account and may not be 
available to minors under the age of 18 years of age.  Please note that when signing up for monitoring 
services, you may be asked to verify personal information for your own protection to confirm your identity. 
 
For More Information.  
 
Please accept our apologies that this incident occurred.  We remain fully committed to maintaining the 
privacy of personal information in our possession and have taken many precautions to safeguard it.  We 
continually evaluate and modify our practices to enhance the security and privacy of your personal 
information. 
 
If you have any further questions regarding this incident, please email  

Sincerely, 
 
Steven Mogle  
Managing Partner 
Oxenham Group, LLC 
4816 S. Technopolis Drive 
Sioux Falls, SD 57106  






