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April 25, 2023 

VIA ELECTRONIC MAIL TO IDTHEFT@OAG.STATE.MD.US 

Anthony G. Brown 
Attorney General  
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
 

Re: Incident Notification 

Dear Attorney General Brown: 

In accordance with Md. Code Ann., Com. Law § 14-3504, we are writing on behalf 
of our client, Piramal Pharma Solutions, Inc. (“Piramal”), to notify you of a data security 
incident. 

On March 23, 2023, Piramal’s parent company, Piramal Pharma Solutions (“PPS”), 
learned that a local server at its Canadian subsidiary’s facility in Aurora, Canada was not 
accessible. An investigation revealed that files on the local server were encrypted with 
lockbit ransomware. PPS immediately engaged IT professional, InfoSec, and PPS’s 
security monitor partner to respond to and perform a full investigation of the incident. As 
a result of the investigation, PPS learned that an unauthorized actor accessed certain 
Piramal files and data stored on the local server.  

Upon learning of the unauthorized access, PPS undertook a thorough review of 
the potentially affected data. On April 4, 2023, PPS determined and notified Piramal that 
data belonging to Piramal may have been impacted by this incident, including personal 
information. The information accessed without authorization during the incident varies by 
individual but may have included the full name, address, date of birth, and Social Security 
number of one (1) Maryland resident.  

In accordance with Md. Code Ann., Com. Law § 14-3504,1 Piramal will mail a 
notification letter to the one (1) Maryland resident whose personal information may have 

 
1 Notwithstanding its compliance with the Maryland notification statute, Piramal reserves any and all defenses and 
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been involved in the incident. The letter will be dispatched via U.S. Mail on April 26, 2023. 
A copy of the notification letter is enclosed.  

Piramal and its parent company, PPS, understand the importance of protecting 
personal information and deeply regret the occurrence of the incident. To help protect the 
affected individuals, Piramal and PPS are offering free identity theft protection services. 
Further, Piramal and PPS are providing individuals with information on how to place a 
fraud alert and security freeze on one’s credit file, the contact details for the national 
consumer reporting agencies, information on how to obtain a free credit report, a reminder 
to remain vigilant for incidents of fraud and identity theft by reviewing account statements 
and monitoring free credit reports, and encouragement to contact the Federal Trade 
Commission, their state Attorney General, and law enforcement to report attempted or 
actual identity theft and fraud. 
 

Please do not hesitate to contact me if you have any questions regarding this 
matter.  

Very truly yours, 
 

 
 
Dana R. Howard 

 
DH:PTE 
 
Enclosure 
 

 
objections to claims relating to this incident, including, but not limited to, lack of personal jurisdiction.  
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At Piramal we take our responsibilities to protect your personal information very seriously. We are deeply 
disturbed by this situation and apologize for any inconvenience.  

 

Sincerely, 

 

 


