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The Honorable Anthony G. Brown
Office of the Attorney General
Attn: Security Breach Notification
200 St. Paul Place
Baltimore, MD 21202

Re: Security Incident Notification

Dear Attorney General Brown:

We are providing notice on behalf of CNU Online Holdings, LLC d/b/a CashNetUSA
(“CNU”), pursuant to Md. Code Ann. Comm. Law § 14-3504, about incidents involving eleven
(11) Maryland residents.

Between April 19 and May 6, 2023, CNU’s security team discovered that an
unauthorized party used the personal information of eleven Maryland residents, including valid
email address and password, to gain access to the resident’s CashNetUSA account. Based on
CNU’s investigation, it does not believe that the unauthorized party obtained the user
information needed to gain account access from CNU or that CNU’s security systems were
breached.

Access to the account could have enabled the unauthorized party to view the account
holder's account holder's name, telephone number, physical address, email address, their bank
account number, CashNetUSA Customer ID and Loan ID, last four digits of their Social Security
number, last four digits of their driver license, and basic employment and income information.

Once CNU became aware of the incidents, it flagged the accounts to prevent any
transactional activity or changes to the account profile, pending verification of account security
with the account holders. CNU also reset the passwords on the accounts. In addition, CNU is
continuing to monitor the accounts for suspicious activity.

CNU mailed written notification to the affected Maryland residents on May 12, 2023.
Please find enclosed a copy of the text of the notification to the account holders.
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