
2000 Market Street, Suite 2300, Philadelphia, PA 19103
(215) 575-2600  Fax (215) 575-0856

Direct Dial:  (215) 575-2615
Email:  djshannon@mdwcg.com

May 30, 2023

Idtheft@oag.state.md.us
Maryland State Attorney General 

Re: Incident Notification

Dear Sir or Madam:

We are writing on behalf of our client, Over The Top (OTT), to notify your office of a cyber security 
incident.  OTT’s headquarters is located at Lake Forest, CA. On November 29, 2022, OTT became aware that 
one of its buckets on its computer system was publicly accessible on the internet.  The bucket contained 
information for individuals for marketing purposes for OTT’s client, The Joint.  The Joint is a chiropractic 
franchise company.  OTT immediately began an investigation and shutdown any access to the bucket on its 
computer system.  OTT then installed additional security protocols to ensure that this type of computer file 
could not be accessed by the public.  OTT is not aware of any individual or entity compromising or using this 
information in any nefarious way.  OTT conducted a careful review of the file and determined that the files 
contained information belonging to 18 Maryland residents, including their names, e-mail addresses, addresses 
and date of birth.  No other personal information was contained in this file.

On May 26, 2023, OTT mailed Notification Letters via the United States Postal Service First Class Mail 
to the 18 Maryland residents.  A copy of the Notification Letter is enclosed. Credit monitoring for two years has 
been offered.  To help prevent something like this from happening again, OTT also worked to further enhance 
security of its networks.  

Please do not hesitate to contact me with any questions regarding this matter.  

Very truly yours,

/s/ David J. Shannon

DAVID J. SHANNON

DJS/kr
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Again, at this time, there is no evidence that your information has been misused. However, we encourage you to take
full advantage of this service offering. IDX representatives have been fully versed on the incident and can answer
questions or concerns you may have regarding protection of your personal information.

For More Information

You will need to reference the enrollment code at the top of this letter when calling or enrolling online, so please do not
discard this letter.

We apologize for any inconvenience or concern this incident may cause. Please call 1-888-220-4665 or go to
https://response.idx.us/overthetop for assistance or for any additional questions you may have.

Thank you,

Over The Top Marketing Corporation


