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June 5, 2023

VIA ELECTRONIC MAIL 

Attorney General Anthony G. Brown 
Office of the Attorney General 
ATTN: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
Email: idtheft@oag.state.md.us

Re: Notice of Data Security Incident 

Dear Attorney General Brown: 

Constangy, Brooks, Smith & Prophete, LLP represents Pearland Independent School 
District (“Pearland ISD”), a school district located in Texas, in connection with a recent 
data security incident described in greater detail below. The purpose of this letter is to 
notify you of the incident in accordance with Maryland’s data breach notification statute.

1. Nature of the Security Incident 

On November 8, 2022, Pearland ISD became aware of unusual activity within its network 
environment. In response, Pearland ISD took immediate steps to secure its systems. 
Pearland ISD then promptly began an investigation into this activity and engaged leading, 
independent cybersecurity experts to help with its response to, and investigation of, the 
unusual activity identified. Through the investigation, Pearland ISD learned that certain 
information may have been accessed or acquired without authorization.

Pearland ISD then engaged a team to conduct a comprehensive review of all potentially
affected data, and on April 18, 2023, Pearland ISD learned that the personal information 
belonging to certain individuals associated with Pearland ISD may have been accessed or 
acquired without authorization during the course of this incident. Pearland ISD then 
worked diligently to evaluate potentially impacted information, confirm identities of 
potentially impacted individuals, and set up complimentary services being provided. That 
process was completed on May 18, 2023.

The information affected may have included name, date of birth, address, Social Security
number, payment card information, username and password to an online account, health 
insurance information, and/or certain medical information. Please note that we have no 
current evidence to suggest misuse or attempted misuse of personal information involved 
in the incident.
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2. Number of Maryland Residents Involved 

On June 5, 2023, Pearland ISD notified fifty-four (54) Maryland residents of this data 
security incident via U.S. First-Class Mail. A sample copy of the notification letter sent to
the impacted individuals is included with this correspondence. 

3. Steps Taken to Address the Incident 

In response to the incident, Pearland ISD is providing individuals with information about 
steps that they can take to help protect their personal information, and, out of an abundance 
of caution, it is also offering individuals complimentary credit monitoring and identity
protection services through IDX. Additionally, to help reduce the risk of a similar future 
incident, Pearland ISD has implemented additional technical security measures throughout 
its environment. 

4. Contact Information 

Pearland ISD remains dedicated to protecting the information in its control. If you have 
any questions or need additional information, please do not hesitate to contact me at 
MEfaplomatidis@Constangy.com. 

Sincerely, 

Maria Efaplomatidis 
Partner
CONSTANGY, BROOKS, SMITH 

& PROPHETE, LLP

Enclosure: Sample Notification Letter 










