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Direct Dial 1.817.854.6286 

j.johnson@schwab.com

June 8, 2023

Via email: Idtheft@oag.state.md.us

Anthony G. Brown 

Office of the Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Re: Notification Pursuant to Md. Code Com. Law § 14-3501 et seq.

Dear Attorney General Brown: 

We are writing on behalf of Charles Schwab & Co., Inc. (“Schwab”) to notify you of a 

security breach involving the personal information of 19 Maryland residents. 

On April 19, 2023, Schwab was notified by one of its business partners of unusual 

account activity. Upon learning of the issue, Schwab locked potentially affected accounts and 

initiated a privileged investigation to determine the scope of the incident and to identify affected 

clients. 

Through the investigation, which concluded on or around May 8, 2023, Schwab

determined that certain client accounts may have been accessed without authorization in or

around March 6, 2023 to April 19, 2023 by a third-party service provider that assists Schwab in 

handling calls from clients. One or more of the following categories of personal information may

have been accessed: name, address, Social Security number, account number, email address, 

driver’s license number, date of birth, phone number, account balance, and account transactions.

Schwab is continuing to monitor for any signs of identity theft or fraud in connection with this 

incident.

Schwab will mail written notification letters to affected clients on or around June 9, 2023, 

and has attached a template copy of the notification letter as Exhibit A. Out of an abundance of 

caution, Schwab will provide the potentially affected Maryland residents whose personal 

information may have been accessed with credit monitoring and identity protection services 

through IdentityForce at no charge for a period of twenty-four months. Additionally, Schwab

will monitor the potentially affected accounts and will continue to apply multiple layers of 

security protections, including 24/7 monitoring of its systems and client accounts for any signs of 
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unusual activity. 

If you have questions concerning this notification, please do not hesitate to contact me.

Sincerely, 

Jay Johnson 

Managing Director, Legal Counsel 



EXHIBIT A
















