
June 12, 2023

Attorney General Anthony G. Brown 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
E-mail: idtheft@oag.state.md.us 

Re: Notice of Data Incident 

Dear Attorney General Brown: 

Pursuant to Maryland’s Personal Information Protection Act, Md. Code Ann. Comm. Law 
14-3504 (“PIPA”), I am writing to notify you on behalf of our client, Halma plc (“Halma”), of a 
data exposure incident that may affect seventy-nine (79) Maryland residents.

NATURE OF THE BREACH 

On June 8, 2023, one of Halma’s technology vendors, MOVEit, notified Halma that US 
employee personal data was held on a system that was compromised and may have been 
illegally exfiltrated. This was part of the recent cyber-attack on a file transfer system called 
MOVEit which has affected several thousand businesses globally. The attackers may have 
accessed Halma’s US employee data that may include personal information related to our
employees’ employment, including their name, bank name and account number. 

STEPS TAKEN RELATING TO THE INCIDENT

Upon becoming aware of the incident, Halma began working with its cybersecurity
partners to ensure the data is now secure, as well as actively monitoring the Dark Web for any
mention of Halma data. Halma will notify the impacted Maryland residents on June 12, 2023. A 
copy of the notice is attached to the email.

CONTACT INFORMATION

Should you have any questions regarding this notification or other aspects of this incident, 
please contact me at (404) 879-2410 or at Ted.Claypoole@wbd-us.com. 

Sincerely, 

/s/ Theodore F. Claypoole

Partner

Womble Bond Dickinson (US) LLP

Womble Bond Dickinson (US) LLP is a member of Womble Bond Dickinson (International) Limited, which consists of independent and autonomous law 
firms providing services in the US, the UK, and elsewhere around the world. Each Womble Bond Dickinson entity is a separate legal entity and is not 
responsible for the acts or omissions of, nor can bind or obligate, another Womble Bond Dickinson entity. Womble Bond Dickinson (International) Limited 
does not practice law. Please see www.womblebonddickinson.com/us/legal-notice for further details. 



One of our technology partners has alerted us of an employee data breach. Unfortunately, this means 
that some of your data has been accessed illegally, along with colleagues at your company and others 
that are part of the Halma Goup in the US. 

This was part of a recent cyber-a�ack on a file transfer system called MOVEit which has affected a large 
number of companies globally.  

I appreciate that this news will be of concern. This message sets out what it means for you, what ac�ons 
you can take, and what Halma is doing in response to the a�ack. 

What this means for you 

The informa�on that has been accessed is as follows: 

 Employee ID 
 Employee name 
 Employee email 
 Employee date of joining 
 Health savings 
 Bank details (bank name and account number) 
 Informa�on rela�ng to dependents, for some not all, this includes: 

o Names 
o Date of birth 
o Address 
o Contact number 
o Email 

What you should do 

1, Be alert to scams.  

 Be wary of emails, phone calls or text messages from unknown sources, and do not divulge any 
personal informa�on, including passwords.  

 Do not click on links or a�achments in suspicious emails. 
 If an email appears from someone you know but looks suspicious then contact that person 

through other means, such as a text message or phone call, to confirm it. 
 Learn more about how you can keep your informa�on safe, and spot poten�al threats, here. 

2, Contact your bank. 

 Banks have high levels of security to protect their customers and are used to dealing with cyber 
security issues. Contact the bank where your salary is paid into, and it will advise on any 
addi�onal steps you need to take. 

3, Change your passwords. 

 It is good prac�ce to regularly change your password, especially for important online services. 
Follow best prac�ce: 



o Make sure your password is long and strong. Include a mixture of 
uppercase and lowercase characters, numbers and symbols. 

o Don't reuse passwords you've used on other accounts. 
o Use mul�-factor authen�ca�on when it's an op�on. 
o Consider a password manager to help securely store them. 
o Pick security ques�ons only you know the answer to. 

4, Addi�onal support. 

We will shortly offer all affected employees access to an online tool to help protect you from iden�ty 
the�. We will contact you as soon as it is available.  

In addi�on, the Halma IT team and its security partners are ac�vely monitoring the web – including what 
is known as the Dark Web where informa�on is o�en illegally shared – to assess if any data has been 
leaked. We will keep you informed with all relevant new informa�on.  

Who to contact 

If you have any ques�ons or receive a suspicious email, text message or phone call then please follow 
the steps above and report it to your local IT helpdesk. 

I understand that you may want to know exactly what data of yours has been accessed. If you do, then 
please contact Halma.Security@halma.com and the team will get back to you as soon as possible. 

Jennifer Ward 

Group Talent and Communica�ons Director  

Halma  

 

FAQs for employees 

How has this happened? 

A third-party so�ware applica�on called MOVEit, used by large number of companies globally, suffered a 
cyber security breach. The data breach included some data held employees of Halma companies and 
Halma Group. 

Has Halma or my company been hacked? 

No. It was a data breach of a third-party so�ware provider that was working for Halma. 

What informa�on of mine has been compromised? 

 Employee ID 
 Employee name 
 Employee email 
 Employee date of joining 
 Health savings 
 Bank details (bank name and account number) 



 Informa�on rela�ng to dependents, for some not all, this includes: 
o Rela�onship to employees  
o Names 
o Date of birth 
o Address 
o Contact number (Home and or Mobile) 
o Email 
o SSN 
o Gender 
o Date of Birth 

Who has got my data? 

The data was accessed by a cyber-criminal organisa�on. Given the nature of the breach, it is unclear who 
has access to your data at this stage. 

Have my bank details been leaked?  

We understand that the breach includes bank details – bank name and account number. We recommend 
that you inform your bank that your pay goes into. It will advise on next steps. 

Do I need to change my passwords? 

We are not aware that the breach included any log-in passwords. However, it is good security prac�ce to 
change them regularly. Best prac�ce is as follows: 

 Make sure your password is long and strong. Include a mixture of uppercase and lowercase 
characters, numbers and symbols. 

 Don't reuse passwords you've used on other accounts. 
 Use mul�-factor authen�ca�on when it's an op�on. 
 Consider a password manager to help securely store them. 
 Pick security ques�ons only you know the answer to. 

Will I start to receive unsolicited scam or spam emails? 

Given the nature of the breach, it is unclear who has access to your data at present. Therefore, please 
remain vigilant. Do not open suspicious or unsolicited emails and do not click on suspicious website links 
or a�achments in emails. 

Will my pay be impacted this month?  

No. This vulnerability was isolated to a par�cular piece of third-party so�ware which has been 
disconnected. Our payroll provider employs robust security processes across all our services and none of 
their own so�ware is affected, meaning payroll services con�nue to run as normal. 

Will I receive a phone call from you regarding this incident and how should I respond?  

Neither we nor any third-party provider will contact you by phone directly with regards to this incident. 
Be very cau�ous about anyone calling you about inves�ga�on of this incident, even if they do not refer 
to any of the poten�ally compromised informa�on. 



Who should I contact if I have a concern or if I receive suspicious or unsolicited messages? 

If you have any ques�ons or receive a suspicious email, text message or phone call then please follow 
the steps above and report it to your local IT helpdesk. 

ANNEX I 

Addi�onal Resources for Individuals 

 

Obtaining copies of your credit reports.   

 

For residents of Colorado, Georgia, Maine, Maryland, Massachuse�s, New Jersey, Puerto Rico, 
and Vermont: You may obtain one or more (depending on the state) addi�onal copies of your credit 
report, free of charge. You must contact each of the credit repor�ng agencies directly to obtain such 
addi�onal report(s). 

 

You may also obtain a copy of your credit report, free of charge, whether or not you suspect any 
unauthorized ac�vity on your account.  You may obtain a free copy of your credit report, once every 12 
months from each of the agencies, by contac�ng any one of the following na�onal consumer repor�ng 
agencies: 

 

Experian: www.experian.com or 1-888-397-3742 or P.O. Box 4500, Allen, TX 75013 

TransUnion: www.transunion.com or 1-800-680-7289 or TransUnion LLC, P.O. Box 1000, Chester, 
PA 19016 

Equifax: www.equifax.com or 1-800-525-6285 or Equifax Informa�on Services LLC, P.O. Box 
740241, Atlanta, GA 30374-0241 

 

You can also order a free credit report by visi�ng www.annualcreditreport.com, by calling toll-free at 1-
877-322-8228, or by mailing a completed Annual Credit Report Request Form (available at 
h�ps://www.consumer.�c.gov/ar�cles/pdf-0093-annual-report-request-form.pdf) to Annual Credit 
Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.   

 

Contac�ng the FTC and State A�orneys General.   

 

All U.S. Residents: If you believe you are the vic�m of iden�ty the� or have reason to believe 
your personal informa�on has been misused, you should immediately contact the Federal Trade 



Commission and/or the A�orney General’s office in your home state. You may also contact these 
agencies for informa�on on how to prevent or minimize the risks of iden�ty the�.   

 

You may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania 
Avenue, NW, Washington, DC 20580, www.�c.gov/bcp/edu/microsites/idthe�, 1-877-IDTHEFT (438-
4338). 

 

For Colorado residents, you may contact the Colorado Office of the A�orney General, 
Consumer Protec�on: 1300 Broadway, 9th Floor, Denver, CO 80203; toll-free at 1-720-508-6000, 
www.coag.gov.  

 

For Connec�cut residents, you may contact the Connec�cut Office of the A�orney General, 165 
Capital Avenue, Har�ord, CT 06106; toll-free at 1-860-808-5318; h�ps://portal.ct.gov/ag 

 

For DC residents, you may contact the District of Columbia Office of the A�orney General, 
Consumer Protec�on: 400 6th Street, NW, Washington, DC 20001; toll-free at (202)-442-9828 or by email 
at consumer.protec�on@dc.gov; h�ps://oag.dc.gov/consumer-protec�on. 

 

For Illinois residents, you may contact the Illinois Office of the A�orney General, Iden�ty The� 
Hotline: 100 W Randolph St., Fl. 12, Chicago, IL 60601; toll-free at 1-866-999-5630; 
h�ps://www.illinoisa�orneygeneral.gov/.  

 

For Massachuse�s residents, you may contact to Massachuse�s Office of the A�orney General, 
1 Ashburton Place, Boston, MA 02108; toll-free at 1-617-727-8400; h�ps://www.mass.gov/contact-the-
a�orney-generals-office 

 

For Maryland residents, you may contact the Maryland Office of the A�orney General, 
Consumer Protec�on Division: 200 St. Paul Place, 16th Flr., Bal�more, MD 21202, 
www.oag.state.md.us/Consumer, and toll-free at (888) 743-0023 or (410) 528-8662. 

 

For New York residents, you may contact the New York Office of A�orney General, Consumer 
Frauds & Protec�on: The Capitol, Albany, NY 12224; toll-free at 1-800-771-7755; 
h�ps://ag.ny.gov/consumer-frauds/iden�ty-the�.  

 



For North Carolina residents, you may contact the North Carolina Office of the A�orney 
General, Consumer Protec�on Division: 9001 Mail Service Center, Raleigh, NC 27699-9001; toll-free at 
(877) 566-7226 or (919) 716-6000; h�ps://ncdog.com.  

 

For Rhode Island residents, you may contact the Rhode Island Office of the A�orney General, 
Consumer Protec�on: 150 South Main Street, Providence, RI 02903; toll-free at (401) 274-4400; 
h�ps://riag.ri.gov/consumerprotec�on.  

 

Repor�ng of iden�ty the� and comple�ng a police report. 

 

For residents of Iowa: We recommend that you report any suspected incidents of iden�ty the� 
to law enforcement or to the A�orney General, Consumer Protec�on Division.  
h�ps://www.iowaa�orneygeneral.gov/for-consumers/general-consumer-informa�on/iden�ty-the�  

 

For residents of Massachuse�s: You have the right to obtain a police report if you are a vic�m of 
iden�ty the�. 

 

For residents of Oregon: State law advises you to report any suspected iden�ty the� to law 
enforcement, including the A�orney General, and the Federal Trade Commission.  

 

 

 

 

 

 

 

 


