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We are writing to inform you of an incident that affected the security of health information of nine (9) Maryland 
residents.  On April 4, 2023  Maimonides Medical Center (MMC) in Brooklyn, New York learned that there was an 
unauthorized access to one of its servers.  Health information regarding the 9 Maryland residents was on that 
server.  The information available included name, address, diagnosis and treatment information and name of provider 
and insurance plan, but no social security numbers or financial information about the Maryland residents was 
available.  Attached to this email is a copy of the notification that was sent to all impacted individuals.  MMC engaged 
information technology consultant to conduct a forensic analysis of the incident and to assist in implementing 
safeguards to prevent similar incidents from occurring the in the future.  Access to the affected server now requires 
network multi-factor authentication.    
  
Please let us know if you have any additional questions.  
  
Sincerely,  
  
Stacey L. Gulick  
Garfunkel Wild, P.C.  
516-393-2264 
 

Disclaimer 

NOTICE: This e-mail and the attachments hereto, if any, may contain legally privileged and/or confidential information. It is intended 
only for use by the named addressee(s). If you are not the intended recipient of this e-mail, you are hereby notified that any 
dissemination, distribution or copying of this e-mail and the attachments hereto, if any, is strictly prohibited. If you have received 
this transmission in error, please immediately notify the sender by telephone and permanently delete this e-mail and the 
attachments hereto, if any, and destroy any printout thereof. 



 

 
 

RE: Important Security Notification. Please read this entire letter.

 

Maimonides Medical Center recently discovered an incident that may affect the security of your personal 
information. On April 4, 2023, we learned that an unauthorized entity had gained access to patient information
on one of our computer servers. Upon investigation, we learned that the unauthorized entity had access to the 
server from March 18, 2023 to April 4, 2023. We have identified that certain of your information was stored on
that server. The unauthorized entity was not able to access your electronic medical record, but could have
accessed information containing your name, address, or limited clinical information, including diagnosis, treatment 
information, the name of your provider or insurance plan.

Immediately upon identification of the incident, we took measures to prevent further access to the information on
the server by unauthorized parties. We also hired outside cybersecurity experts to ensure that safeguards, such 
as additional authentication, were put in place to reduce the likelihood that a similar event could occur in the
future. 

Maintaining the security of our patients’ information is exceptionally important to us and I want to assure you that 
we invest in the technology, training, personnel and outside experts necessary to protect your privacy. We 
continuously update and upgrade our systems based on current best practices and are committed to taking all 
appropriate steps to limit risk of any future incident. 

Furthermore, to help protect your identity, we are offering complimentary access to Experian IdentityWorksSM for
twenty-four (24) months. 

If you believe there was fraudulent use of your information as a result of this incident and would like to discuss 
how you may be able to resolve those issues, please reach out to an Experian agent. If, after discussing your
situation with an agent, it is determined that identity restoration support is needed then an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred
from the date of the incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit 
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper
condition).

Please note that Identity Restoration is available to you for twenty-four (24) months from the date of this letter
and does not require any action on your part at this time. The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration. 
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Return Mail Processing
PO Box 589
Claysburg, PA 16625-0589

May 31, 2023
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Dear Sample A. Sample:
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