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At the time of the incident, Storopack GmbH already had in place an Endpoint Security Operations Center
(SOC); Multi-Factor Authentication; Endpoint Encryption; Privileged Access Management; Network Access 
Control; Network Segmentation; and Patch Management. To enhance its security, Storopack GmbH and its 
affiliated companies including Storopack Inc., are implementing a completely new Server environment and 
enhanced Security Operations Center, with additional security management and training. Features include 
additional patch management, enhanced phishing awareness training, and enhanced privilege access 
management. 

Storopack GmbH previously informed its employees and those of its affiliated companies, including Storopack, 
Inc., of the attack on April 20, 2023. As part of training and to prepare for any additional threats from the 
attacker(s), Storopack, Inc. has decided to provide an updated written notice to current and former employees 
with an offer of 24 months' free credit monitoring and identify theft protection. A copy of the April 20
notification and the updated/free credit monitoring/identity theft protection form are attached.

Respectfully, 

Robert W. Dibert 
Attorney at Law

Mansfield Rule TM Certified Plus 2022 

400 West Market Street, Suite 3200

Louisville, KY 40202-3363 

502.568.0379 Direct 
502.589.5400 Main 
502.475.7342 Mobile 
502.581.1087 Fax 

bdibert@fbtlaw.com | frostbrowntodd.com 

NOTICE: This electronic mail transmission is for the use of the named individual or entity to which it is directed and may 
contain information that is privileged or confidential. It is not to be transmitted to or received by anyone other than the 
named addressee (or a person authorized to deliver it to the named addressee). It is not to be copied or forwarded to any
unauthorized persons. If you have received this electronic mail transmission in error, delete it from your system without 
copying or forwarding it, and notify the sender of the error by replying via email or by calling Frost Brown Todd LLP at 
(513) 651-6800, so that our address record can be corrected.



TO ALL EMPLOYEES

Metzingen, 20th April 2023 

Dear employees, 

On March 21, a cyber attack was perpetrated on Storopack's global IT network. 

Due to the limited communication possibilities in the last weeks as well as the 

necessity to collect facts first, a more extensive, internal information is provided by

now and with the following. 

As foreseen in our IT emergency protocol, we immediately shut down our systems 

after we became aware of the attack on March 21, set up the predefined crisis team

in Metzingen and informed the entire organization via a telephone information 

cascade. 

On March 22, we informed the police, other responsible authorities, and our data 

protection officer, and gradually began to activate our SAP emergency access.

On March 23, we informed the public by means of a press release and on our

websites about the incident, our continued ability to produce and deliver, as well as 

our limited availability by telephone and the inaccessibility of our @storopack.com e-

mail addresses. 

Also on March 23, we began working with IT security experts to prepare the most 

secure possible restart of our systems, which has already occurred in part and will 

continue in the coming weeks and months until normal operations are achieved.

Despite extensive forensics, it was unfortunately not possible to determine how the 

attack took place. What could be traced is the outflow of data, which, however, could 

not be specified. According to the data protection guidelines in Germany, we have to 

inform all employees worldwide about this in a personalized letter. This will be done 

in the coming weeks. 

Despite the serious consequences for our operational capability, we were able to

produce and deliver worldwide at all times. There are two main reasons for this:

Firstly, it is our SAP emergency access and secondly, the enormous commitment, 

creativity and team spirit of all of you. 



We already proved during the Covid-19 pandemic that we can handle a crisis very

well. Now we have another proof of great team spirit and excellent resilience. 

Only our online stores in Belgium, Germany and Switzerland were unavailable. 

We did not contact the attackers and consequently did not pay a ransom. 

Some employees have had little work in recent weeks, others enormously more. In 

the coming weeks, this will gradually turn around. Thank you for your flexibility in

doing so! 

After the recovery of our @storopack.com e-mail addresses we can assure all 

external addressees that there are no viruses from the attack hidden in our emails. 

Through elaborate forensics and the most careful cleaning we can exclude this. 

To be on the safe side, please change the passwords for all portals used from your

Storopack computer. 

What findings remain after the cyber attack?

Our SAP emergency access was a prerequisite for orderly emergency operations. 

Setting up this infrastructure in the event of a potential cyber attack was very

forward-looking. Many thanks and praise to our IT team for this!

From what we have learned from the police and IT security experts, this makes us a 

more than rare exception. For most companies that are hit by cyber attacks, 

production and delivery are not possible for several months. 

Nevertheless, there is potential for improvement. Above all, the impact must be less 

in case of a future attack. We will work on this, because cyber attacks can never be 

completely ruled out.

We should also look at the opportunities and positive sides: The successful handling

of the attack will strengthen us for the future. Our IT systems will be even better

protected and the reconfirmed crisis management capability will generate additional 

confidence internally and externally. 

In recent weeks, we have had to do without a lot of written information and systems. 

Therefore, we should use the unintended experience to question what we can make 

easier or drop entirely in the future. Please have the courage to try things out!

Storopack's stability has not been affected by the cyber attack. The economic 

damage is not serious according to what we know today. Our incoming orders in the 

weeks since the attack have been at a normal level. In addition, Storopack is on a 

very solid financial basis. 



My parents, my sister and I would like to sincerely thank all of you for your

enormous commitment, creativity and team spirit, so that we were able to keep 

Storopack productive and able to deliver worldwide during the last weeks!

With best regards 

Hermann Reichenecker
















