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June 22, 2023 

Anthony Brown 
Attorney General – Maryland 
200 St. Paul Place
Baltimore, MD 21202 
idtheft@oag.state.md.us 

Re: Citi Trends, Inc. - Notice of Data Security Incident 

Dear Mr. Brown: 

I serve as outside legal counsel to Citi Trends, Inc. (“Citi Trends”). Citi Trends is a 
retailer of apparel, accessories and home trends with its principal office located at 104
Coleman Blvd, Savannah, GA 31408.1

This correspondence is to notify you that on January 14, 2023, Citi Trends 
experienced disruption of its back office and distribution center IT systems as a result of
a Hive ransomware incident. Citi Trends immediately took steps to address the situation 
and law enforcement was promptly notified of the event. Passwords were promptly
changed, and the unauthorized access was blocked.

Third-party forensic experts were also engaged to investigate and remediate this 
incident. Findings from the investigation indicate that during the incident the unauthorized 
third party had the ability to extract data from certain file folders in Citi Trends’ network.
Subsequently, Citi Trends continued its investigation and conducted a voluminous 
document review process (which involved programmatic searching and hand reviewing 
of individual documents) to identify individuals who potentially needed to be notified of 
this incident. Through these efforts, Citi Trends determined that information regarding 
residents of your State may have been impacted by this incident.

In an abundance of caution, notification letters will be sent via U.S. Mail to 1,137
residents of your State on or about June 22, 2023. The notification letters include 

1 By providing this notice, Citi Trends does not waive any rights or defenses regarding the applicability of your 
State’s law, the applicability of your State’s data event notification statute, or personal jurisdiction. 
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instructions for activating credit monitoring services at no cost to the recipients. The 
personally identifiable information that was potentially at risk included first and last name,
social security number, and bank account number and routing information if the individual 
provided that information to Citi Trends for ACH transfers. A sample notification letter is 
enclosed for your reference and includes:

 A description of the security event;
 Steps taken to investigate;
 Steps taken to mitigate any potential harm to consumers;
 Instructions for activating free identity theft protection services that include 

credit monitoring and a $1 million insurance reimbursement policy to all 
consumers who received notification;

 Instructions on how to place a security freeze on the recipient’s consumer
credit report; and 

 Instructions regarding how to obtain more information about this event, etc.

Citi Trends is fully committed to protecting consumer privacy and the confidentiality
of personal information. To that end, Citi Trends has a written information security policy.
Please contact me if you require any additional information regarding this incident. 

Best regards, 

Brad C. Moody

Enclosures: 
See attached for sample Notification Letter



 
 

Re: Notice of Security Incident 

We are notifying you of a recent security event that may have involved some of your personal information. 

What happened? On or about January 14, 2023, a third-party entered and disrupted our information technology
network. We immediately investigated and responded swiftly to this event, changing passwords and blocking the 
unauthorized access. Outside technical experts were also engaged to enhance the security of our systems. 
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PO Box 589
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June 21, 2023
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Dear Sample,

ENGAGE#

What information was involved? This unauthorized third-party had the ability to extract data from our IT
environment, including certain files containing employee and prospective employee information. Based upon
the results of the investigation, Citi Trends undertook an extensive process of reviewing the potentially-
impacted files for sensitive information. While we do not have any evidence that anyone has actually obtained
and misused your information, we are notifying you out of an abundance of caution that the potentially-
impacted files may have included your first and last name, [Extra1] and other information you may have shared
with us in connection with your employment. We recommend that you remain vigilant and follow the steps
below.

What Are We Doing and What Can You Do? For peace of mind, we are offering you ## months of free
credit monitoring and $1 million in identity theft insurance through Experian. You must activate the Experian
product by the activation date for it to be effective. The activation instructions are included with this
notification. We also have enclosed some additional steps that you can take to protect yourself as you deem
appropriate.

For more information about this incident, please call 833-901-4626 between Monday through Friday 8 am –
10 pm CST, Saturday and Sunday 10 am – 7 pm CST (excluding major U.S. holidays).

In conclusion, we want you to know that we take the protection of your data seriously and encourage you to take
advantage of the services offered.

Sincerely,

Citi Trends, Inc.








