
Nicholas A. Kurk 
Direct Dial: 312-642-6738 
E-mail: nkurk@mcdonaldhopkins.com 

June 29, 2023

VIA EMAIL (Idtheft@oag.state.md.us)

Brian E. Frosh 
Office of the Maryland Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 

Re: KBF CPAs – Incident Notification 

Dear Mr. Frosh:

McDonald Hopkins PLC represents KBF CPAs (“KBF”). I am writing to provide 
notification of an incident at KBF that may affect the security of personal information of three 
(3) Maryland residents. KBF’s investigation is ongoing, and this notification will be 
supplemented with any new or significant facts or findings subsequent to this submission, if any.
By providing this notice, KBF does not waive any rights or defenses regarding the applicability
of Maryland law or personal jurisdiction. 

In November 2022, an unauthorized individual obtained access to a third-party storage 
platform used by KBF. Upon learning of the issue, KBF immediately launched an investigation 
in consultation with outside cybersecurity professionals who regularly investigate and analyze 
these types of situations. KBF devoted considerable time and effort to determine what 
information was contained in the impacted documents. Based on this comprehensive 
investigation and manual document review, KBF determined on June 6, 2023 that the impacted 
documents contained a limited amount of personal information, including the affected residents’
full names, Social Security numbers, driver’s license numbers, and financial account 
information.

KBF has no indication that any information has been misused. Nevertheless, out of an 
abundance of caution, KBF wanted to inform you (and the affected residents) of the incident and 
to explain the steps that it is taking to help safeguard the affected residents against identity fraud. 
KBF is providing the affected residents with notification of this incident commencing on or 
about June 29, 2023 in substantially the same form as the letter attached hereto. KBF is 
providing the affected residents with 12 months of complimentary credit monitoring services and 
is advising the affected residents to always remain vigilant in reviewing financial account 
statements for fraudulent or irregular activity on a regular basis. KBF is advising the affected 
residents about the process for placing a fraud alert and/or security freeze on their credit files and 
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obtaining free credit reports. The affected residents are also being provided with the contact 
information for the consumer reporting agencies, the Maryland Attorney General, and the 
Federal Trade Commission.

At KBF, protecting the privacy of personal information is a top priority. KBF is 
committed to maintaining the privacy of personal information in its possession and has taken 
many precautions to safeguard it. KBF continually evaluates and modifies its practices and 
internal controls to enhance the security and privacy of the personal information.

Should you have any questions concerning this notification, please contact me at (312)
642-6738 or nkurk@mcdonaldhopkins.com. Thank you for your cooperation. 

Very truly yours, 

Nicholas A. Kurk 
Encl.





If your tax return was rejected or you received a tax notice from a government agency (such as a notice from the
IRS indicating someone was otherwise using your Social Security number), we recommend that you follow the
below guidance:

• Respond immediately to any IRS notice you receive, and call the number provided and/or follow the
instructions contained in the notice;

• File an Identity Theft Affidavit (Form 14039) with the IRS (the form can be downloaded at:
https://www.irs.gov/pub/irs-pdf/fl4039.pdf).

o Additional instructions for filing the Affidavit are included on the following pages.
• You may choose to opt-in to the IRS Identity Protection (IP) PIN Program. An IP PIN is a six-digit

number that prevents someone else from filing a tax return using your Social Security number. The IP
PIN is known only to you and the IRS and helps the IRS verify your identity when you file your
electronic or paper tax return. To opt-in, you should use the online “Get an IP PIN” tool (which can be
found here: https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin). If you don’t
already have an account on IRS.gov, you must register to validate your identity. An IP PIN is valid for
one calendar year. You must obtain a new IP PIN each year. The IP PIN tool is generally unavailable
mid-November through mid-January each year.

• If you are filing Form 14039, you should also check with your local state tax agency to see if there are
any additional steps to take at the state level for reporting tax-related identity theft;

o A complete listing of each state tax agency’s website can be found at:
https://www.taxadmin.org/state-tax-agencies. Additional information for reporting tax-
related identity fraud to state tax agencies can be found on the following pages.

• Review guidance from the IRS about tax-related identity theft at: https://www.irs.gov/uac/taxpayer-
guide-to-identity-theft (Taxpayer Guide to Identity Theft) and https://www.irs.gov/pub/irs-
pdf7p5027.pdf (IRS Publication 5027, Identity Theft Information for Taxpayers)', and/or

• Call or visit your local law enforcement agency and file a police report.

Keep in mind that if you have an open identity theft case that is being worked on by the IRS, you need to continue
to file your tax returns while the investigation is ongoing. Additional information regarding preventing tax
related identity theft can be found at: http://www.irs.gov/uac/Identity-Protection. In addition to the above, we
also recommend that you take additional steps with agencies outside of the IRS, and report incidents of identity
theft to the Federal Trade Commission and contact the fraud departments of the three major credit bureaus. More
information, including contact information, for these agencies can be found in the attachment.

For More Information.

Please accept our apologies that this incident occurred. We remain fully committed to maintaining the privacy
of personal information in our possession and have taken many precautions to safeguard it. We continually
evaluate and modify our practices to enhance the security and privacy of your personal information.

If you have any further questions regarding this incident, please call our dedicated and confidential toll-
free response line that we have set up to respond to questions at ^^^^^^^^|This response line is staffed
with professionals familiar with this incident and knowledgeable on what you can do to protect against misuse
of your information. The response line is available H||||||S||||||K

Sincerely,

KBF CPAs
5285 Meadows Rd
Lake Oswego, OR 97035
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