
July 11, 2023 

Via Email: Idtheft@oag.state.md.us

Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place
Baltimore, MD 21202 

To the Office of Attorney General for the State of Maryland:

We are writing to inform you of a recent data security incident that occurred at Pension Benefit 
Information, LLC (“PBI”), a vendor to the University of Denver’s planned gift management service 
provider, TIAA Kaspick. TIAA Kaspick uses PBI to identify in a timely manner beneficiaries or
annuitants who might have passed away. 

Number of Maryland Residents Affected: two (2) 

Description of the Incident: On June 29, 2023, the University of Denver was notified by TIAA 
Kapsick that it had data impacted by a third-party data security incident involving MOVEit 
Transfer.

According to PBI, on or around May 31, 2023, Progress Software, the provider of MOVEit Transfer
software disclosed a vulnerability in their software that had been exploited by an unauthorized
third party. PBI utilizes MOVEit in the regular course of their business operations to securely
transfer files.

Upon learning about the MOVEit vulnerability, PBI took steps to apply the patch provided by
Progress Software. PBI also launched an investigation into the nature and scope of the 
vulnerability and its impact on PBI systems. Through the investigation, PBI learned that the third
party accessed one of its MOVEit Transfer servers on May 29, 2023 and May 30, 2023 and
downloaded data. PBI conducted a manual review of its records to confirm the identities of 
individuals potentially affected by this event and their contact information to provide notifications.
PBI also reported the event to federal law enforcement.

The data security incident resulted in the exposure of personal information (i.e., first and last 
name, date of birth, and social security numbers) to an unauthorized actor.

PBI will provide individual notifications to impacted individuals and PBI will provide affected
individuals with two years of credit monitoring at no cost. This coverage will be supplied through 
the efforts of Kroll, LLC, a cybersecurity consulting firm that, among other things, specializes in 
incident response services and related notifications.



Form of Notice to be sent to Affected Residents: See attached.

Date by which Notice to Residents will be sent via regular Mail: July 13, 2023

Sincerely, 

Margaret Tezak 

Privacy and Policy Manager
Enterprise Risk Management 
Margaret.Tezak@du.edu
(303) 587-7476 (mobile) 

Eric Hartman 
Executive Director
Enterprise Risk Management 
University of Denver
eric.hartman@du.edu 
www.du.edu/risk 
303 . 871 . 2327 (office)
931 . 636 . 9343 (mobile)












