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July 14, 2023

VIA EMAIL AND USPS CERTIFIED MAIL 

Attorney General Anthony G. Brown 
Office of the Attorney General 
Attn: Security Breach Notification 
200 St. Paul Place 
Baltimore, MD 21202 
idtheft@oag.state.md.us

Re: Data Security Incident 

Dear Attorney General Brown: 

I write on behalf of Alatus Aerosystems LLC (“Alatus”), a manufacturer of military and commercial 
aircraft components, with respect to a data security event involving certain personal information of a 
Maryland resident. By providing this notice, Alatus does not waive any rights or defenses regarding the 
applicability of Maryland law or personal jurisdiction. 

On March 26, 2023, Alatus discovered that it was the victim of a ransomware attack. Alatus promptly
began investigating the incident, including through the retention of an independent forensic provider and 
legal counsel, and actively engaged with the U.S. Department of Defense Cyber Crime Center (DC3)
and the Federal Bureau of Investigation (FBI) to investigate the incident. During March and April, 
Alatus worked to identify potentially affected files, which process included retracing the steps of the 
unauthorized actor. Alatus also began to attempt to restore normal operations from a backup, which 
process is now completed. Once the impacted files were identified, Alatus worked with a third party
vendor to review the impacted files, searching for those that may have contained personal information. 
That process completed on or about June 22, 2023, which was the first date on which Alatus was able to 
identify that an individual from Maryland was impacted.

Based on our review, we believe that approximately 1 Maryland resident was affected by this incident.
The affected information varied from individual, but may have included name, date of birth, passport 
number, social security number, driver’s license number, health information, health insurance 
information, and bank account number (without access PIN or passcode). 

Alatus will send notification letters to the affected Maryland resident on July 14, 2023 via regular U.S.
mail. A copy of the template notification letters are enclosed. In addition, Alatus is offering 
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complimentary credit monitoring and identity protection services through Experian to affected 
individuals for 24 months.

If you have any questions, please contact me at dsaunders@mwe.com or (312) 803-8305. 

Sincerely, 

David Saunders 
Enclosures



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
RE: Notice of Data Breach.  Please read this entire letter. 
 
  
 
At Alatus Aerosystems LLC (“Alatus”), we are committed to protecting the confidentiality and security of your personal 
information. We are sending you this letter to let you know we recently experienced a security incident that resulted in 
unauthorized disclosure of your child’s personal information. Importantly, we are not aware of any misuse of your 
child’s personal information. 
 
What happened?  Between March 15, 2023, and March 26, 2023, Alatus experienced a data security incident, which 
may have resulted in the unauthorized disclosure of certain of your child’s personal information. Our team immediately 
began working with a third-party provider to contain and investigate this incident. In addition, Alatus is cooperating with 
federal law enforcement. Based on our investigation, an unauthorized user gained access to certain network storage 
devices, including devices that contained your child’s personal information.  The process of identifying what data was 
impacted and how to contact affected individuals was time consuming, and that process did not complete until on or 
about June 22, 2023.  
 
What information was involved?  The information impacted for each individual varied, but may have included your 
child’s name, date of birth, social security number, health information, and health insurance information.  
 
What we are doing to protect your information.  Upon discovering this incident on March 26, 2023, Alatus blocked the 
unauthorized party from further accessing its information systems and began restoring its servers from secure backups. 
We also worked with forensic investigators to investigate the incident and implement technical security measures 
designed to reduce the risk of a similar incident in the future.  
 
Although we have no evidence that your child’s personal information has been misused, To help protect your child’s 
identity, we are offering a complimentary 24-month membership of Experian’s® IdentityWorksSM.  This product provides 
superior identity detection and resolution of identity theft.  To activate this membership and start monitoring your 
child’s personal information please follow the steps below:  
 

• Ensure that you enroll by: October 31, 2023 (Your code will not work after this date.) 
• Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/minorplus 
• Provide your activation code:   
• Provide your minor’s information when prompted 
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Dear Parent or Guardian of Sample A. Sample:
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If you have questions about the product, need assistance with identity restoration for your minor or would like an 
alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at (888) 401-
0572 by October 31, 2023. Be prepared to provide engagement number B098546 as proof of eligibility for the identity 
restoration services by Experian. 
 
Please review the sheet enclosed with this letter for information about activating Experian’s IdentityWorks services. 
 
What You Can Do.  In addition to enrolling in Experian’s IdentityWorks services, we encourage you to remain vigilant 
against incidents of identity theft and fraud by reviewing your account statements and monitoring your free credit 
reports for suspicious activity and to detect errors. You can also review the enclosed steps to help protect your 
information. 
 
For more information. This is not an issue we take lightly, and we sincerely regret any inconvenience or concern it 
caused. Should you have questions or concerns regarding this matter, please call (888) 401-0572 toll-free. Be prepared 
to provide your engagement number B098546. 
 
 
Sincerely, 
 
  
Alatus 
  

Engagement # [Engagement Number]



 

 

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP: 
  
A credit card is not required for enrollment in Experian IdentityWorks. 
 
You can contact Experian immediately regarding any fraud issues, and have access to the following features once you 
enroll in Experian IdentityWorks for your minor:   

 Social Security Number Trace: Monitoring to determine whether enrolled minors in your household have an 
Experian credit report.  Alerts of all names, aliases and addresses that become associated with your minor’s 
Social Security Number (SSN) on the Experian credit report. 

 Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading or 
selling of your personal information on the Dark Web. 

 Identity Restoration: Identity Restoration specialists are immediately available to help you address credit and 
non-credit related fraud. 

 Experian IdentityWorks ExtendCARETM:  Receive the same high-level of Identity Restoration support even after 
the Experian IdentityWorks membership has expired. 

 Up to $1 Million Identity Theft Insurance*:  Provides coverage for certain costs and unauthorized electronic 
fund transfers. 
 

If you believe there was fraudulent use of your minor’s information and would like to discuss how you may be able to 
resolve those issues, please reach out to an Experian agent at (888) 401-0572.  If, after discussing your situation with an 
agent, it is determined that Identity Restoration support is needed, then an Experian Identity Restoration  agent is 
available to work with you to investigate and resolve each incident of fraud that occurred (including, as appropriate, 
helping you with contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your 
credit file with the three major credit bureaus; and assisting you with contacting government agencies to help restore 
your identity to its proper condition). 

Please note that this Identity Restoration support is available to your minor for 24 months from the date of this letter and 
does not require any action on your part at this time.  The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration.  You will also find self-help tips and information about identity protection at this 
site. 

 

 

 

 

 

 

 

 

 

 

* The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. 
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 
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RE: Notice of Data Breach.  Please read this entire letter. 
 
  
 
At Alatus Aerosystems LLC (“Alatus”), we are committed to protecting the confidentiality and security of your personal 
information. We are sending you this letter to let you know we recently experienced a security incident that resulted in 
unauthorized disclosure of your personal information. Importantly, we are not aware of any misuse of your personal 
information. 
 
What happened?  Between March 15, 2023, and March 26, 2023, Alatus experienced a data security incident, which 
may have resulted in the unauthorized disclosure of certain of your personal information. Our team immediately began 
working with a third-party provider to contain and investigate this incident. In addition, Alatus is cooperating with 
federal law enforcement. Based on our investigation, an unauthorized user gained access to certain network storage 
devices, including devices that contained your personal information.  The process of identifying what data was impacted 
and how to contact affected individuals was time consuming, and that process did not complete until on or about June 
22, 2023.  
 
What information was involved?  The information impacted for each individual varied, but may have included your 
name, date of birth, health information, health insurance information, or bank account number (without access PIN or 
passcode).  Additionally, if you were an Alatus employee, your username and password information related to your 
Alatus email and other corporate accounts may have been impacted. 
 
What we are doing to protect your information.  Upon discovering this incident on March 26, 2023, Alatus blocked the 
unauthorized party from further accessing its information systems and began restoring its servers from secure backups. 
We also worked with forensic investigators to investigate the incident and implement technical security measures 
designed to reduce the risk of a similar incident in the future.  
 
Although we have no evidence that your personal information has been misused, we would like to offer you a 
complimentary 24-month membership of Experian’s® IdentityWorksSM. This product provides you with superior identity 
detection and resolution of identity theft.  To activate your membership and start monitoring your personal information 
please follow the steps below:  
 

• Ensure that you enroll by: October 31, 2023 (Your code will not work after this date.) 
• Visit the Experian IdentityWorks website to enroll:  https://www.experianidworks.com/credit 
• Provide your activation code:  
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If you have questions about the product, need assistance with identity restoration or would like an alternative to 
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at (888) 401-0572 by October 
31, 2023.  Be prepared to provide engagement number B098545 as proof of eligibility for the identity restoration 
services by Experian. 
 
Please review the sheet enclosed with this letter for information about activating Experian’s IdentityWorks services. 
 
What You Can Do.  In addition to enrolling in Experian’s IdentityWorks services, we encourage you to remain vigilant 
against incidents of identity theft and fraud by reviewing your account statements and monitoring your free credit 
reports for suspicious activity and to detect errors. You can also review the enclosed steps to help protect your 
information. 
 
For more information. This is not an issue we take lightly, and we sincerely regret any inconvenience or concern it 
caused. Should you have questions or concerns regarding this matter, please call (888) 401-0572 toll-free. Be prepared 
to provide your engagement number B098545. 
 
 
Sincerely, 
 
 
Alatus 
  

Engagement # [Engagement Number]



 

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP: 
  
A credit card is not required for enrollment in Experian IdentityWorks. 

You can contact Experian immediately regarding any fraud issues, and have access to the following features once you 
enroll in Experian IdentityWorks:   

 Experian credit report at signup: See what information is associated with your credit file.  Daily credit reports 
are available for online members only.* 

 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration agents are immediately available to help you address credit and non-

credit related fraud. 
 Experian IdentityWorks ExtendCARETM:  You receive the same high-level of Identity Restoration support even 

after your Experian IdentityWorks membership has expired. 
 Up to $1 Million Identity Theft Insurance**:  Provides coverage for certain costs and unauthorized electronic 

fund transfers. 
 

If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve 
those issues, please reach out to an Experian agent at (888) 401-0572.  If, after discussing your situation with an agent, it 
is determined that Identity Restoration support is needed, then an Experian Identity Restoration  agent is available to 
work with you to investigate and resolve each incident of fraud that occurred (including, as appropriate, helping you with 
contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit file with 
the three major credit bureaus; and assisting you with contacting government agencies to help restore your identity to its 
proper condition). 

Please note that this Identity Restoration support is available to you for 24 months from the date of this letter and does 
not require any action on your part at this time.  The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration.  You will also find self-help tips and information about identity protection at this 
site. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
* Offline members will be eligible to call for additional reports quarterly after enrolling. 
 
** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please 
refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 
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RE: Notice of Data Breach.  Please read this entire letter. 
 
  
 
At Alatus Aerosystems LLC (“Alatus”), we are committed to protecting the confidentiality and security of your personal 
information. We are sending you this letter to let you know we recently experienced a security incident that resulted in 
unauthorized disclosure of your personal information. Importantly, we are not aware of any misuse of your personal 
information. 
 
What happened?  Between March 15, 2023, and March 26, 2023, Alatus experienced a data security incident, which 
may have resulted in the unauthorized disclosure of certain of your personal information. Our team immediately began 
working with a third-party provider to contain and investigate this incident. In addition, Alatus is cooperating with 
federal law enforcement. Based on our investigation, an unauthorized user gained access to certain network storage 
devices, including devices that contained your personal information.  The process of identifying what data was impacted 
and how to contact affected individuals was time consuming, and that process did not complete until on or about June 
22, 2023.  
 
What information was involved?  The information impacted for each individual varied, but may have included your 
name, date of birth, passport number, social security number, driver’s license number, health information, health 
insurance information, and bank account number (without access PIN or passcode).  Additionally, if you were an Alatus 
employee, your username and password information related to your Alatus email and other corporate accounts may 
have been impacted. 
 
What we are doing to protect your information.  Upon discovering this incident on March 26, 2023, Alatus blocked the 
unauthorized party from further accessing its information systems and began restoring its servers from secure backups. 
We also worked with forensic investigators to investigate the incident and implement technical security measures 
designed to reduce the risk of a similar incident in the future.  
 
Although we have no evidence that your personal information has been misused, we would like to offer you a 
complimentary 24-month membership of Experian’s® IdentityWorksSM. This product provides you with superior identity 
detection and resolution of identity theft.  To activate your membership and start monitoring your personal information 
please follow the steps below:  
 

• Ensure that you enroll by: October 31, 2023 (Your code will not work after this date.) 
• Visit the Experian IdentityWorks website to enroll:  https://www.experianidworks.com/credit 
• Provide your activation code:  
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If you have questions about the product, need assistance with identity restoration or would like an alternative to 
enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at (888) 401-0572 by October 
31, 2023.  Be prepared to provide engagement number B098545 as proof of eligibility for the identity restoration 
services by Experian. 
 
Please review the sheet enclosed with this letter for information about activating Experian’s IdentityWorks services. 
 
What You Can Do.  In addition to enrolling in Experian’s IdentityWorks services, we encourage you to remain vigilant 
against incidents of identity theft and fraud by reviewing your account statements and monitoring your free credit 
reports for suspicious activity and to detect errors. You can also review the enclosed steps to help protect your 
information. 
 
For more information. This is not an issue we take lightly, and we sincerely regret any inconvenience or concern it 
caused. Should you have questions or concerns regarding this matter, please call (888) 401-0572 toll-free. Be prepared 
to provide your engagement number B098545. 
 
 
Sincerely, 
 
 
Alatus 
  

Engagement # [Engagement Number]



 

 

ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS MEMBERSHIP: 
  
A credit card is not required for enrollment in Experian IdentityWorks. 

You can contact Experian immediately regarding any fraud issues, and have access to the following features once you 
enroll in Experian IdentityWorks:   

 Experian credit report at signup: See what information is associated with your credit file.  Daily credit reports 
are available for online members only.* 

 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration agents are immediately available to help you address credit and non-

credit related fraud. 
 Experian IdentityWorks ExtendCARETM:  You receive the same high-level of Identity Restoration support even 

after your Experian IdentityWorks membership has expired. 
 Up to $1 Million Identity Theft Insurance**:  Provides coverage for certain costs and unauthorized electronic 

fund transfers. 
 

If you believe there was fraudulent use of your information and would like to discuss how you may be able to resolve 
those issues, please reach out to an Experian agent at (888) 401-0572.  If, after discussing your situation with an agent, it 
is determined that Identity Restoration support is needed, then an Experian Identity Restoration  agent is available to 
work with you to investigate and resolve each incident of fraud that occurred (including, as appropriate, helping you with 
contacting credit grantors to dispute charges and close accounts; assisting you in placing a freeze on your credit file with 
the three major credit bureaus; and assisting you with contacting government agencies to help restore your identity to its 
proper condition). 

Please note that this Identity Restoration support is available to you for 24 months from the date of this letter and does 
not require any action on your part at this time.  The Terms and Conditions for this offer are located at 
www.ExperianIDWorks.com/restoration.  You will also find self-help tips and information about identity protection at this 
site. 

 

 

 

 

 

 

 

 

 

* Offline members will be eligible to call for additional reports quarterly after enrolling. 

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please 
refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. 

  

Engagement # [Engagement Number]




