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RE: Notice of Data Security Incident 

To Whom It May Concern: 

We serve as counsel for Mount Desert Island Hospital, Inc. (“MDIH”) located at 10 Wayman 
Lane, Bar Harbor ME 04609 and provide this notification of a recent data security incident. By
providing this notice MDIH does not waive any rights or defenses under Maryland law, including 
the data breach notification statute. 

On May 4, 2023, MDIH became aware of unusual activity on its computer network and 
immediately began an investigation, which included working with third-party specialists. MDIH 
also notified law enforcement. The investigation determined an unauthorized party gained access 
to certain files on the MDIH network between April 28, 2023 and May 7, 2023. Therefore, MDIH 
initiated a thorough review of the impacted portions of its network to determine the type of 
information contained therein and to whom the information related. 

The MDIH review is ongoing, but to date, has determined certain information related to current 
and former MDIH employees, dependents, and beneficiaries may have been impacted, including 
name in combination with one or more of the following: date of birth, driver’s license/state 
identification number, Social Security number, and financial account information. 

Additionally, the MDIH review to date has determined certain information related to MDIH 
patients may have been impacted, including name in combination with one or more of the 
following: address, date of birth, driver’s license/state identification number, Social Security
number, financial account information, medical record number, Medicare or Medicaid 
identification number, mental or physical treatment/condition information, diagnosis 
code/information, date of service, admission/discharge date, prescription information, 
billing/claims information, personal representative or guardian name, and health insurance 
information.



MDIH began providing notice of this incident on its website on June 5, 2023. The website posting 
includes instructions for potentially impacted individuals to access complimentary credit 
monitoring and identity protection monitoring. 

MDIH began providing written notice of this incident to 143 potentially impacted individuals via 
First Class U.S. Mail on June 30, 2023. Of these individuals, 138 were patients who MDIH notified 
pursuant to the Health Insurance Portability and Accountability Act. The notice letters also include 
instructions for potentially impacted individuals to access complimentary credit monitoring and 
identity protection services. Template copies of the individual notification letters sent to potentially
impacted individuals in Maryland is attached hereto as Exhibit A.

MDIH anticipates confirming additional individuals are potentially impacted by this incident as 
its review continues. MDIH will supplement this notice as appropriate if additional impacted 
individuals are confirmed. 

In response to this incident, MDIH conducted a full forensic investigation with the assistance of 
third-party specialists, changed password strength, implemented new technical safeguards, 
implemented periodic technical and nontechnical evaluations, bolstered firewall and user access 
policies, disabled vendor accounts associated with the suspected attack vector, and revised its 
policies and procedures. 

Thank you for your attention to this matter. Please contact me should you have any questions 

Very truly yours,

CIPRIANI & WERNER, P.C. 

By:

________________________

Daniel Haier, Esq. 
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