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RE: Data Breach Reporting

Dear Maryland Attorney General:

I am writing on behalf of Quinn Emanuel Urquhart & Sullivan, LLP ("QEUS") to notify you 

of a data security incident. Specifically, a data center used by a vendor of QEUS suffered a 

ransomware incident. QEUS was notified on or about May 16, 2022 that its vendor had 

suffered a ransomware attack on or about May 14, 2022. In response to this incident, QEUS 

engaged a leading third-party cybersecurity forensics firm to determine the scope of the 

incident. In the course of the investigation, QEUS determined that a limited number of files 

hosted by the data center may have been subject to unauthorized access and acquisition. This 

incident did not involve unauthorized access to any QEUS systems. In response to the 

incident, QEUS took steps to prevent reoccurrence, including, but not limited to, removing its 

information from the data center and enhanced its IT security assessments of third-party

vendors, and expanded its IT security personnel. 

QEUS is taking steps to protect the affected individuals following this incident. Following a 

thorough investigation with the assistance of its third-party partners, QEUS confirmed that 

personal information relating to approximately 1,974 individuals was included in the files that 

may have been subject to unauthorized access and acquisition, approximately 30 of which are 

Maryland residents. The potentially-impacted personal information for some individuals 

included name, Social Security number, passport number, payment card information, and 

driver’s license number.

QEUS is providing notice to all potentially-affected individuals. Notice to these individuals 

who are residents of Maryland will be sent on or about July 20, 2023 by postal mail. A copy

of this notice is attached. These individuals are also being provided 24 months of credit 

monitoring services through Experian, at no cost to them. 

Please feel free to contact me with any questions at Brian.Hengesbaugh@bakermckenzie.com 

or (312) 861-3077. 

Regards, 

Brian Hengesbaugh 

Partner 

July 20, 2023

VIA EMAIL 

Maryland Attorney General 

Idtheft@oag.state.md.us 
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RE: Notice of Data Breach 

Quinn Emanuel Urquhart & Sullivan, LLP (“QEUS”) is writing to inform you of a data security incident 
that may have impacted some of your personal information. You may not have heard of QEUS, but we 
provide professional legal services to clients in a wide variety of industries and business sectors. In order 
to serve our clients, we collect relevant data from our clients and opposing parties. We want to provide 
you with details regarding the incident, our response, and resources available to you to help protect your 
information from possible misuse, should you feel it is appropriate to do so.

What happened?

On or around May 14, 2022, an electronic discovery vendor that collects and processes QEUS’s 
electronic discovery data suffered a cybersecurity incident. Upon becoming aware of the incident, QEUS 
began coordinating with the data center and vendor to better understand the scope and impact of the 
incident. QEUS proceeded to engage third-party cybersecurity experts to remediate, further investigate 
what happened, and determine the scope of the incident. Our investigation determined that an unknown 
party accessed or acquired data within certain segments of the data center’s network between May 13, 
2022 and May 14, 2022.

What information was involved?
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The impacted personal information relating to you includes your

What are we doing?

The privacy and security of information entrusted to QEUS is of the utmost priority. Upon learning of
the incident, QEUS took steps with its vendors to further protect the privacy and security of the data
entrusted to them. We also reported this incident to law enforcement.
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ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian 
immediately regarding any fraud issues, and have access to the following features once you enroll in 
Experian IdentityWorks:

 Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.*

 Credit Monitoring: Actively monitors Experian file for indicators of fraud. 
 Identity Restoration: Identity Restoration specialists are immediately available to help you 

address credit and non-credit related fraud.
 Experian IdentityWorks ExtendCARETM: You receive the same high-level of Identity

Restoration support even after your Experian IdentityWorks membership has expired.
 $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized 

electronic fund transfers. 

For more information. 

If you have additional questions, please call , Monday through Friday, 8:00 a.m. to 10:00 
p.m., Central and Saturday, and Sunday, 10:00 a.m. to 7:00 p.m., Central, (excluding major U.S. 
holidays). 

We sincerely regret any inconvenience this incident may cause you. Protecting information entrusted to 
QEUS and its vendors is very important to us, and we remain committed to safeguarding the information 
in our care.

Sincerely, 

Quinn Emanuel Urquhart & Sullivan, LLP

*Offline members will be eligible to call for additional reports quarterly after enrolling. 

**The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an 
Assurant company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not 
be available in all jurisdictions. 
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