
Dominic A. Paluzzi 

Direct Dial: 248.220.1356 

E-mail: dpaluzzi@mcdonaldhopkins.com 

July 20, 2023

VIA E-MAIL (Idtheft@oag.state.md.us) 

Anthony Brown 

Office of the Maryland Attorney General 

Attn: Security Breach Notification 

200 St. Paul Place 

Baltimore, MD 21202 

Re: HealthPlan Services, Inc. – Incident Notification 

Dear Mr. Brown: 

McDonald Hopkins PLC represents HealthPlan Services, Inc. (“HealthPlan Services”) 

located at 4110 George Road, Tampa, Florida. I am writing to provide notification of an incident 

on behalf of HPS and impacted third-party carriers. HPS has completed notifying potentially

affected individuals on behalf of impacted third-party carriers. As part of its notification to 

impacted individuals, HPS has notified twenty-eight (28) Maryland residents. HealthPlan 

Services provided the affected residents with written notification of this incident pursuant to the 

HIPAA Breach Notification Rule, 45 CFR § 164.4041, commencing on April 28, 2023 and 

ending on May 19, 2023, in substantially the same form as the letter attached hereto. HealthPlan 

Services does not waive any rights or defenses regarding the applicability of Maryland law or 

personal jurisdiction.

On June 23, 2022 HealthPlan Services detected that some elements within its network 

had been affected by malware. Upon detecting the incident, HealthPlan Services commenced an 

immediate and thorough investigation. As part of the investigation, HealthPlan Services worked 

to identify what personal information, if any, might have been present in the accessed systems. 

After a thorough and detailed forensic investigation and comprehensive manual 

document review, HealthPlan Services determined on February 28, 2023 and March 21, 2023, 

that resulting from the malware, an unauthorized party accessed and/or acquired certain files or 

folders from portions of its network containing personal information pertaining to a limited 

number of individuals. This information included full names, Social Security number, medical 

information and health insurance information.

1 HPS recognizes the HIPAA exemption under Md. Code Com. Law § 14-3507(d)(1). This notice is being provided 

pursuant to a request from a third-party carrier. 
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HealthPlan Services is not aware of any reports of identity fraud or improper use of 

personal information as a direct result of this incident. However, out of an abundance of caution, 

HealthPlan Services wanted to inform your Office (and the affected residents) of the incident.

Notified individuals have been provided with best practices to protect their information, 

including but not limited to complimentary credit monitoring services.

At HealthPlan Services, protecting the privacy of personal information is a top priority.

HealthPlan Services is committed to maintaining the privacy of personal information in its 

possession and has taken precautions to safeguard it. HealthPlan Services continually evaluates 

and modifies its practices to enhance the security and privacy of the personal information it 

maintains. Since detecting the incident, HealthPlan Services has reviewed and revised its 

information security practices, provided additional training to employees, and implemented 

additional security measures to mitigate the chance of a similar event in the future. 

Should you have any questions regarding this notification, please contact me at (248) 

220-1356 or dpaluzzi@mcdonaldhopkins.com.

Sincerely, 

Dominic A. Paluzzi 

Encl. 










